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Abstract—Mobile ad-hoc networks (MANETs) are based on
the cooperative and trust characteristic of the mobile nodes.
Typically, nodes are both autonomous and self-organized with-
out requiring a central administration or a fixed network
infrastructure. Due to their distributed nature, MANETs are
very vulnerable to various attacks. To enhance the security of
MANETs, it is important to rate the trustworthiness of other
nodes without central authorities to build up a trust environment.
In this paper, we propose a fuzzy trust recommendation based
on collaborative filtering, which stimulates collaboration among
distributed computing and communicating nodes, facilitates the
detection of untrustworthy nodes, and assists decision-making in
various protocols for MANETs. Due to the uncertain interaction
outcomes, we use fuzzy logic to model trust recommendation in
a MANET environment. Our trust model combines direct trust
and trust recommendation information based on collaborative
filtering to allow nodes to represent and reason with uncertainty
and imprecise information regarding other nodes’ trustworthi-
ness. Simulation results show that the proposed model is flexible
and valid.

I. I NTRODUCTION

MANETs are mobile networks which are spontaneously
deployed over a geographically limited area, without requiring
any pre-existing infrastructure [1]. Due to their distributed
nature, MANETs are very vulnerable to various attacks. To
enhance security of MANETs, it is important to rate the
trustworthiness of other nodes without central authorities to
build up a trust environment. Such mechanisms allow a node
to evaluate trustworthiness of other nodes, and not only
help in malicious node detection, but also improve network
performance. In other words, mobile nodes can know whether
and how much they can trust other mobile nodes with the
help of trust mechanisms. The trust information guides nodes
not to take highly risky actions, such as asking or forwarding
date packets to the node with low trust value. As a result, the
performance and robustness of MANETs will be improved [2].

Recently, various research has focused on building up trust
among distributed network nodes to simulate cooperation
and improving the performance and security of the network.
Most studies use cryptographic primitives to address security
attributes including availability, integrity, authentication, confi-
dentiality, authorization, and non-repudiation. These solutions
are not always suited to MANETs [3].

In MANETs, a trust relationship formed from direct interac-
tions can be characterized as direct trust; a trust relationship
or a potential trust relationship built from recommendations
by a trusted node or a chain of trusted nodes, which create
a trust path, is called indirect trust [4]. Regarding the aspect
of recommendation, a node with high trust value does not
correspond to the high or correct recommendation to other
nodes. The trustworthiness of the recommendation of a node
is different from that of the node itself, especially under
some attack conditions, such as malicious collusion attacks.
So, the hypothesis that nodes with the high trust value will
give honest recommendations is questionable. The trust model
in a MANET environment is hard to assess due to the
uncertainties involved. The theory of fuzzy logic extends the
ontology of mathematical research to be a composite which
leverages quality and quantity, and which contains certain
fuzziness. Introducing fuzzy logic into the research of trust
management by combining the collaborative filtering, we try
to solve the issues associated with uncertainty in a MANET
trust management.

The rest of the paper is organized as follows. After this
introduction, the second section describes and comments on
related work that has been done in the field of trust model
and computation. The background about trust relationship,
fuzzy logic, and design consideration in this work is described
in section III. Three kinds of similarity measurements are
discussed in section IV. The fuzzy trust-based filtering and rec-
ommendation is addressed in section V. Section VI describes
the simulation framework and results. Section VII outlines the
conclusions and future work.

II. RELATED WORK

Establishing security associations based on distributed trust
models among nodes is an important consideration while
designing a secure routing solution in MANETs [5]. Not
much work has been done to develop a trust model to build
up, distribute and manage trust levels among the ad-hoc
nodes. Some of the proposed schemes talk about the general
requirements of trust establishment. Some of the algorithms
think about the direct and recommendation trust to come up
with trust computations.



In [6], the authors propose a CONFIDANT protocol based
on the dynamic source routing (DSR) protocol. CONFIDANT
extends reactive routing protocols with a reputation based
system in order to isolate misbehaving nodes. Each node
monitors the behavior of its next hop neighbors in a similar
way to watchdog. The monitoring mechanism is implemented
by a neighborhood watch concept where the no-forwarding
behavior of the nodes are monitored and reported. The infor-
mation is given to a reputation system that updates the rating
of the nodes.

In [7], Josang propose a trust model based on subjective
logic, which introduces the concepts of evidence space and
opinion space to describe and measure trustworthiness. Based
upon the beta distribution function that describes the poste-
riori probability for binary events, the author calculates the
trustworthiness for every possible event from every entity.

Watchdog and Pathrater mechanisms [8] are two extensions
to the DSR algorithm. The watchdog mechanism, based on
promiscuous mode operation of the ad-hoc nodes, has been the
fundamental assumption in many trust computational models.
The pathrater mechanism uses the knowledge form the watch-
dog extension to choose a path that is most likely to forward
data packets.

Buttyan and Hubaux introduce a virtual currency called
Nuglets, which is used to charge/reward the packet forwarding
service [9]. A credit counter can implement the nuglets. There
are two models in nuglets, packet purse model and packet trade
model.

Some mechanisms are proposed to give incentives to the
nodes for acting unselfishly. He, Wu & Khosla propose a se-
cure and objective reputation-based incentive (SORI) scheme
to encourage packet forwarding and discipline selfish behavior
[10]. The scheme, however, does not prevent a malicious node
from selectively forwarding packets or from other malicious
behavior.

CORE [11] is a generic mechanism by which each on
observations in a similar manner to watchdog. CORE can
be integrated with many network functions, such as packet
forwarding and delay. CORE stimulates node cooperation by
using a collaborative monitoring technique and a reputation
mechanism. CORE makes use of a node’s own experience
and other nodes experiences as well (called subjective and
indirect reputation respectively). The combined experiences
are described by a function. If the observed behavior is
different from the outcome of this function, then the rating
of the observed nod is altered.

III. B ACKGROUND

A. Trust Relationship

In MANETs, an important notion of network security is
trust, which represents a node’s individual assessment of the
reliability, honesty, etc., for a given contextc at a given
timeslott. The concept of trust in the realm of network privacy
corresponds to a set of relationships among nodes. The node
to be assessed for trustworthiness will be called trusted node
and the node assessing the trusted node’s trustworthiness will

be called trusting node [12]. Nodes which share information
about their past experiences with the requesting node are called
recommending nodes. Trust influences decisions like access
control, choice of public keys etc. Trust is realized by the trust
relationship. Trust has no meaning without a relationship. A
trust relationship is an association between a trusting node and
a trusted node in MANETs. Trust relationships are determined
by rules that evaluate the evidence in a meaningful way gener-
ated by the previous behaviors of a node. The contact between
the trusting node and the trusted node is formed by the three
means, i.e., direct personal contact or interaction with one
another, association through other nodes’ recommendations,
and contact through reviewing the history records.

In Figure 1, there is a M: M (many-to-many) trust relation-
ship between the trusting node and the trusted node for context
c at timeslott [13]. In a relationship, there is a trust vale that
denotes the degree of the relationship from the trusting node
to the trusted node. The trust value is also unique for context
c at timeslott. For a given trusting node and a given trusted
node in a given trust relationship, there is a M: M: 1 (many-
to-many-to-one) relationship between the trusting node, the
trusted node, and the trust value for contextc at timeslott.

However, the trust value is dynamic in different contextc
and timeslott. The trust vale ascribed to a node is based
on each individual’s own experience with that node: posi-
tive experiences lead to positive trust and negative ones to
distrust. Although based on the known outcomes of previous
experiences, there is inherent uncertainty regarding the level of
trust ascribed to the node. For example, there is no guarantee
that a previously reliable node will continue to be so. Fuzzy
logic offers the ability to handle uncertainty and imprecision
effectively, and is therefore suited to reasoning about trust.
Inference using fuzzy logic copes with imprecise inputs, such
as assessments of quality, and allows inference rules to be
specified using imprecise linguistic term, such as “very high
quality” or “slightly late”.
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Fig. 1. Trust Relationship



B. Fuzzy Logic for Trust

For every elementx in the set ofX, there is a mapping
x 7→ µ(x), in which µ(x) ∈ [0,1]. The set∆ = {(x,µ(x))} is
defined a fuzzy set for trust in MANETs.µ(x) is defined as the
membership function for everyx in ∆. A membership function
defines the degree to which a fuzzy variable is a member of a
set. Full membership is represented by 1, and no membership
by 0.

Fuzzy logic is derived from fuzzy set theory dealing with
reasoning that is approximate rather than precisely deduced
from classical predicate logic. Fuzzy set theory defines fuzzy
operators on fuzzy sets. The problem in applying this is that
the appropriate fuzzy operator may not be known. For this
reason, Fuzzy logic usually uses IF/THEN rules, or constructs
that are equivalent, such as fuzzy associative matrices. Rules
are usually expressed in the form:

IF variable IS set THEN action
For example, an extremely simple temperature regulator that

uses a fan might look like this:
(R1) IF temperature IS very cold THEN stop fan
(R1) IF temperature IS cold THEN turn down fan
(R1) IF temperature IS normal THEN maintain level
(R1) IF temperature IS hot THEN speed up fan
Rules are applied in parallel and the conclusion member-

ship degrees are aggregated by superimposing the resultant
membership curves [14]. A Mamdani Min-Max approach is
applied to inference, such that the membership degree of rule
conclusions is clipped at a level determined by the minimum
of the maximum membership values of the intersections of the
fuzzy value antecedent and input pairs [15].

C. Design Considerations

There are five topics that are important to address in any
MANETs trust model [16]:

1) The trust model should be without infrastructure. Be-
cause the network routing infrastructure is formed in an
ad-hoc fashion, the trust management can not depend on,
e.g., a trusted third party (TTP). There is no public key
infrastructure (PKI), where some center nodes monitor
the network, and publish illegal nodes periodically. In a
MANET, there are no certification authorities (CA) or
registration authorities (RA) with elevated privileges etc.

2) The trust model should be anonymous because of the
anonymity of mobile nodes in MANETs.

3) The trust model should be robust. That is, it can be
robust to all kinds of unfriendly attacks and the network
itself should not be susceptible to attacks by unfriendly
nodes. Moreover, in the presence of malicious nodes,
they attempt to subvert the model in order to get the
unfairly good trust value.

4) The trust model should have minimal control overhead
in accordance with computation, storage, and complex-
ity.

5) The trust model should be self-organized. MANETs are
characterized to have dynamic, random, rapidly chang-
ing and multi-hop topologies composed of relatively

bandwidth-constrained wireless link between nodes. Fur-
thermore, evidence is uncertain and incomplete gener-
ated by the nodes on the fly without lengthy processes.

IV. SIMILARITY FUNCTIONS

Those nodes in the open, self-organization and distribution
MANETs may collude each other or take “bad-mouthing
manner” to attack the trust model so as to maximize their own
benefits, such as packet-forwarding, power-control or control
overhead etc. For instance, a node may take a collusion with a
group of nodes in order to be given the unfairly high reputation
value by them, which will have a effect on inflating the node’s
reputation, so allowing the node to receive more services from
other nodes in MANETs at a normal price than it deserves.
In other side, a node may collude with some nodes to “bad-
mouth” other nodes that it want to slander and isolate. In
this way, those conspiring nodes make some unfairly negative
evaluation to reduce the reputations of the target nodes in
MANETs.

Suppose thatNs = [N1,N2,N3, · · · ,Nn] denotes the set of
nodes with which both node A and the recommender B make
some interactions. The vectorVA = [vA1,vA2,vA3, · · · ,vAn] de-
notes trust rating vector that node A makes rating to each node
Nj in Ns set to form, wherevi j is the average evaluation from
node i to node j. The trust evaluation from node B to each node
Nj in Ns set forms a vectorVB = [vB1,vB2,vB3, · · · ,vBn]. The
credibility of recommendations of node B can be computed
by the similarity of the trust rating information between node
A and Node B. There are three commonly used methods to
measure the similarity between vectors listed as follows [17]:

1) Cosine-based similarity: In this case, the trust ratings
of every node are thought of as a vector in the m
dimensional space. If a node does not evaluate a node,
then the default rating is set. The similarity between
two nodes is measured by computing the cosine of the
angle between these two vectors. Formally, in the ratings
matrix, similarity between nodes i and j, denoted by
cos(i, j) is given by

cos(
−→
i ,
−→
j ) = sin(i, j) =

−→
i •−→j∥∥∥−→i
∥∥∥∗

∥∥∥−→j
∥∥∥

(1)

where “•” denotes the dot-product of the two vectors.
2) Correlation-based similarity: In this case, the similarity

between two nodes i and j is measured by computing
the Pearson-r correlation. Let the set of nodes who both
make ratings nodes i and j is denoted byU , then the
correlation similarity is expressed by

cos(
−→
i ,
−→
j ) = sin(i, j) =

∑u∈U (Ru,i −Ri)(Ru, j −Rj)√
∑u∈U (Ru,i −Ri)

2(Ru, j −Rj)2

(2)
whereRu,i is the rating of node u to node i,Ri and Rj

are the average ratings of nodes i and j separately.
3) Adjusted cosine similarity: In the case of using basic co-

sine measure, the node-specific rating bias of each node



is not taken into account. The adjusted cosine similarity
offsets this drawback by subtracting the corresponding
node’s average from each co-rated pair. Formally, the
adjusted cosine similarity between node i and node j is
given by

cos(
−→
i ,
−→
j )= sin(i, j)=

∑u∈U (Ru,i −Ru)(Ru, j −Ru)√
∑u∈U (Ru,i −Ru)

2(Ru, j −Ru)2

(3)
whereRu is the average ratings of the u-th node.

V. FUZZY TRUST-BASED FILTERING &
RECOMMENDATION

In this section, we first describe a similarity model based
on collaborative-filtering between a node and a node set in a
genre. We then introduce a fuzzy trust recommendation frame-
work, the recommendation algorithm based on collaborative-
filtering for MANETs.

A. Collaborative Filtering

In a collaborative filtering, suppose that there are N nodes
denoted asni , i = 1,2, · · · ,N, andN×N node-node trust rating
matrix. Rating of a node to a node is denoted byr[i, j], i =
1,2, · · · ,N and j= 1,2, · · · ,N. The collaborative filtering
for MANETs in this paper is originated from user-based [18]
collaborative filtering which is one of the most successful
personalized recommendation technology in e-commerce ap-
plication. The basic assumption is that nodes have similar trust
preferences on some node may also have similar preferences
on other nodes. Thus the algorithm provides recommendations
or predictions to the target node based on the opinions of other
like-minded nodes. The foundation of collaborative filtering is
built on the basis of similarity. The target node’s evaluations
are similar to that of its nearest-neighbors. In other words, the
target node’s rating for a node can be predicted by combining
the ratings of the target node’s nearest-neighbors.

Collaborative filtering recommendation mainly includes
three steps described as follows.

1) Representation, a node trust rating matrixR,R= (r i j ) is
used to represent node ratings. The evaluations of nodes
are shown by aN×N matrix R.

2) Neighborhood formation, to find the set of theK most
similar nodes-nearest-neighbors, all the similarities be-
tween nodes in the model are computed. TheK most
similar nodes-nearest-neighbors are sorted by similarity.

3) Recommendation generation, based on the nearest-
neighbor set, the predicted ratings of the node unrated
by the target node can be computed, and the recommen-
dations are generated. Suppose that the nearest-neighbor
set of node i isNNSi , the predicted rating of node i on
node k isTik, cos(i, j) is the similarity between node i
and node j, which is traditionally calculated as Pearson’s
correlation coefficient,̄Ri = ∑k Ri,k andR̄j = ∑k Rj,k are
the average trust ratings of node i and node j. Based
on Resnick’s standard predication formula,Tik can be

estimated as below 4:

Tik = R̄i +
∑ j∈NNSi

cos(i, j)∗ (Rj,k− R̄i)
∑ j∈NNSi

|cos(i, j)| (4)

We set f (r i ,n j) = cos(i, j) = Wi j , then the Equation 4 is
re-denoted as:

Tik = R̄i +
∑ j∈NNSi

(Rj,k− R̄i)∗Wi j

∑ j∈NNSi

∣∣Wi j
∣∣ (5)

B. Local Trust Representation

In MANETs, each node i can store the number of the
successful packet-forwarding transactions it has had with
node j, Si j , and the number of the failed packet-forwarding
transactions it has had with node j,Fi j . We define a local trust
value:

Ci j =
Si j −Fi j

∑ j Si j −Fi j
(6)

This ensures that all values will be between−1 and1. If a node
doesn’t make any transactions with other nodes in MANETs,
it will assign a zero score to all other nodes . In this case,
we setCi j = pr j , meaning that the node chooses to trust the
pre-trusted nodes. So the formula 6 is redefined as:

Ci j =

{
Ci j = Si j−Fi j

∑ j Si j−Fi j
i f ∑ j Si j −Fi j 6= 0

pr j otherwise
(7)

C. Fuzzy Trust Recommendation

we associated a trapezoid membership function (TMF) that
enables us to specify a range for a give trust level instead of
giving it a particular discrete value. A TMF shown in Figure
2 is defined as(a1,a2,a3,a4), wherea1 ≤ a2 ≤ a3 ≤ a4. The
TMF, denoted asµ(x), is defined as follows:

µ(x) =





1 a2 ≤ x≤ a3

0 x = a1 or x = a4
x−a1
a2−a1

a1 < x < a2
x−a4

a3−aa4
a3 < x < a4

(8)
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Fig. 2. Trapezoid Membership Function

In order to use fuzzy inference to determine trust, we must
define trust as a fuzzy variable, with an associated set of
fuzzy trust level that quantifies the behavior trust of a node in
MANETs. The universe of discourse (UoD) is[−1,1], which
ranges over a set of linguistic label values from high distrust
to high trust as illustrated in Table I. We define these fuzzy



TABLE I
FUZZY TRUST LEVELS

Trust Level Description TMF

HD High Distrust [−1,−0.8,−0.6]
D Distrust [−0.8,−0.6,−0.4,−0.2]
UD Undistrust [−0.4,−0.2,0]
UT Untrust [0,0.2,0.4]
T Trust [0.2,0.4,0.6,0.8]
HT High Trust [0.6,0.8,1]
U Unknown [0,0,0,0]

trust levels: high distrust (HD), distrust (D), undistrust(UD),
untrust(UT), trust(T), high trust (HT), and unknow (U).

Suppose that there are two linguistic fuzzy trust labels, i.e.,
a and b, which are represented by using TMFs. Then, there
are some operations [19] defined as follows:

1) Addition: (a1,a2,a3,a4)+(b1,b2,b3,b4) = (a1+b1,a2+
b2,a3 +b3,a4 +b4)

2) Substraction: (a1,a2,a3,a4) − (b1,b2,b3,b4) = (a1 −
b1,a2−b2,a3−b3,a4−b4)
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Fig. 3. Description of Fuzzy Trust Level

D. Fuzzy Inference

As above mentioned, letxi (i = 1,2, · · ·m) be the input
variable. The inference rule is expressed as follows:

R1 I f x1 is A1
j , x2 is A2

j , · · · xm is Am
j

Then y= ϖ j (i = 1,2, · · · ,m)
(9)

whereAm
j is fuzzy set of jth rule defined inith input variable

andω is the “non-fuzzy” real number value. Letx0
i denote the

input value to the reasoning model. Therefore, the membership
degreed of the rule is computed as:

d j =
m

∏
i=1

µAi
j
(x0

i ) (10)

where µ(•) is the membership function shown in Figure 3.
The output of the fuzzy inference model is denoted as:

W = ∑m
i=1diϖi

∑m
i=1di

(11)

where the outputW is used as the similarity of collaborative
filtering for the trust model in MANETs. In this paper, we
let the correlation coefficient valuer or both the correlation
coefficient valuer and the number of rated nodesn in Equation
5 be the input of the fuzzy model [20]. The flowchart of trust
recommendation based on collaborative filtering of the fuzzy
reference is shown in Figure 4.
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Fig. 4. Flowchart of Collaborative Filtering Based on Fuzzy Reference

VI. PERFORMANCEEVALUATION

A. Metrics

The following metrics are considered:
(1) Throughput. One of metrics is the result of the total

throughput of a network with n mobile nodes [6]. That is, the
data forwarded to the correct destination for each node i is
denoted as follow:

Throughput= ∑n
i=1PacketsReceived

∑n
i=1PacketsOriginated

(12)

As opposed to the throughput, packet loss and retransmissions
are taken into account. The goodput is directly influenced
by packet loss. Packet loss can occur due to general net-
work conditions causing link errors or unreachable nodes,
but packets can also be lost because an intermediate node
intentionally drops them. The latter is the only form of packet
loss directly attributable to malicious behavior. We therefore
use the number of intentionally dropped packets as a metric,
both in absolute numbers and relative to the number of packets
originated.

(2) Mean absolute error (MAE). This measures the quality
of the recommender model, and it denotes statistical accuracy
and decision support accuracy for trust recommendation in
MANETs. MAE is one of the statistical accuracy metrics. It
is easy to be understood, and is the most common method
of evaluating the quality of recommendation. Suppose the set
of trust recommendation is{Tr1,Tr2, · · · ,TrN}, corresponding
the set of real evaluations{Rr1,Rr2, · · · ,RrN}, MAE is defined
as follows:

MAE = ∑N
i=1 |Tri −Rri |

N
(13)

B. Simulation Setup

We perform our simulation on a NS-2 simulator. Various
network scenarios are analyzed to prove the accuracy of the
model and its characteristics. Every plot is taken as an average
of ten different runs. In this experiment, the area, where the
nodes are placed randomly, is chosen to maintain the network
density and connectivity as constant and balanced. The size



of the area is1000m× 1000m, and AODV is used as the
underlying routing protocol.

The fixed parameters for the simulation are shown in Table
II [6]. The radio range and sending capacity are chosen to
represent an off-the-shelf device. The speed of the node is
uniformly distributed between 5m/s and 20m/s. The MAC
layer protocol simulates the IEEE 802.11 distributed coordina-
tion function (DCF), and assumes a fixed transmission range
model, when two nodes can directly communicate only if they
are in each other’s transmission range. The mobile nodes use
the random waypoint as the movement model. The traffic is
produced using a traffic generator, which generates constant
bit rate (CBR) sessions. The data packet size is 64 bytes, and
no fragmentation is used.

TABLE II
SIMULATION PARAMETERS

Parameter Value

MAC 802.11
Area 1000m×1000m
Speed [5,20]
Radio range 250m
Placement Uniform
Movement Random waypoint
Application CBR
Sending capacity 2Mbps
Packet size 64B
Simulation time 900s

C. Simulation Results

In the first experiment, to determine the best similar-
ity measure among the three methods, i.e., cosine-based,
correlation-based, and adjusted cosine-based, The MAE values
corresponding three similarity measures with different sizes
of neighborhood nodes can be computed. The experimental
results are shown in Table III, where NN is the neighborhood
nodes and SM is the similarity measurement. As shown in
Figure 5, given the same number of neighborhood nodes, using
the adjusted cosine similarity measurement always results the
lowest MAE values. It means that adjusted cosine measure is
better than the others.

TABLE III
MAE VALUES

PPPPPPNN
SM

Cosine-based Correlation-based Adjusted cosine-based

5 1.332 1.335 1.283
10 1.313 1.322 1.302
15 1.286 1.280 1.278
20 1.302 1.300 1.279
25 1.288 1.302 1.288
30 1.294 1.295 1.293
35 1.331 1.332 1.300
40 1.279 1.299 1.279
45 1.336 1.299 1.289
50 1.291 1.333 1.290

In the second experiment, our network consists of good
nodes (normal nodes participating in the network to forward

5 10 15 20 25 30 35 40 45 50
1.24
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1.27

1.28
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1.34

NN

M
A

E

Cosine−based
Correlation−based
Adjusted cosine−based

Fig. 5. Comparison of MAE Values

packets and update routing ) and malicious nodes (adver-
sarial nodes, participating in the network to undermine its
performance). We have N=100 total number of mobile nodes
in MANETs. Among them, we change the total number
of malicious nodes from 1 to 12. In this experiment, the
malicious nodes perform gray hole attack [21], i.e., randomly
drop 65-75% packets passing through them. Two systems are
compared: (1) baseline scheme that does not build or utilize
trust record; (2) the system using collaborative filtering-based
model for fuzzy trust recommendations. Figure 6 shows the
average packet drop ratios of good nodes. The simulation
time is 900 seconds. We can see that malicious nodes can
significantly degrade the performance of the baseline system.
Even with 4 attackers (4% of total nodes), the packet drop
ratio can be as high as 25%. Obviously, using the proposed
mechanism to build and utilize trust records can greatly
improve the performance. In particular, it takes more than 12
attackers (12% of total nodes) to cause 20% average packet
drop ratio.
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Fig. 6. Average Packet Drop Ratio with Different Number of Malicious
Nodes



VII. C ONCLUSION AND FUTURE WORK

Mobile ad-hoc networks (MANETs) exhibit new vulnera-
bilities to malicious attacks or denial of cooperation due to
their characteristics. Mobile nodes need to be equipped with
efficient facilities to calculate and evaluate trust and credibility
values of other nodes in MANETs. The subjectivity and
uncertainty contained in the individual notions and definitions
of trustworthiness and credibility need a flexible and adjustable
model. It needs to deal with cooperation risk measurement
relying on the approximate estimation of a node’s behavior
instead of detailed and crisp data. In this paper, we have
proposed a fuzzy trust recommendation based on collaborative
filtering for MANETs. Such approximations are comprised in
linguistic terms such as “high”, “unreliable”, and “unknow”.
Fuzzy logic is be used to represent trust and select appropriate
nodes for cooperation. Our trust model combines direct trust
and trust recommendation information based on collaborative
filtering to allow nodes to represent and reason with un-
certainty and imprecise information regarding other nodes’
trustworthiness. Simulation results show that the proposed
model is flexible and valid. There are some areas of ongoing
work, including additional experimentation and integration
with existing models of trust for MANETs. We plan to validate
our model in a MANETs environment to assess the framework
accuracy on a long term basis.
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