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Summary

An ad-hoc network is a dynamic multi-hop wireless network deployable without
the aid of any pre-existing network infrastructure or centralized administration. It
can be rapidly deployed on demand and thus is very attractive in many military
and civilian applications.

An efficient and effective medium access control (MAC) protocol with which
mobile stations can share a common broadcast channel is essential in an ad-hoc
network. A well-designed MAC protocol should achieve reasonable throughput as
the channel is a scarce resource. Sometimes, prioritized access is required for ser-
vice differentiation for mixed types of traffic, such as packetized voice and data in a
disaster relief environment. In some other environments such as collaborative com-
puting, fair access to the channel is also very important. Existing MAC protocols
either do not support prioritized access or do not solve fairness problems well in
multi-hop environment. This and in general quality of service (QoS) support issue
in ad-hoc networks motivate the design of new MAC protocols for such networks.

In this thesis, we propose two MAC protocols that can support either priori-

tized or fair access. One is called priority based multiple access (PriMA) protocol,



iii

which takes into account the QoS requirements of the packets queued in stations to
accord each station prioritized access to the channel dynamically. It can support
service differentiation for real time and non-real time traffic and be integrated into
an overall QoS architecture for an ad-hoc network. The other is called fair share
based multiple access (FSMA) protocol. We first define a new metric to measure
fairness and then propose the FSMA protocol which can provide each station with
prescribed fair share regardless of its location. The FSMA protocol is meant to
solve the fairness problem that can appear in IEEE 802.11 based collaborative com-
puting environments. Both protocols’ performance is evaluated against alternative
MAC protocols via computer simulations. Included results confirm that these two
protocols are effective in achieving their design goals and thus can cater to the

special needs of wireless ad-hoc networks.
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Introduction

1.1 Background

With the increasing affordability of laptop computers and wireless data communi-
cation devices, wireless communications between mobile users are becoming more
and more popular. Sometimes, when there is no communication infrastructure such
as base stations and mobile switching centres that make up today’s cellular net-
works or the existing infrastructure is expensive or inconvenient to use, people can
set up networks of their own on the fly, which are so called “ad-hoc networks”. Due
to the limited transmission range of mobile stations, ad-hoc networks are usually
multi-hop and cooperative, which requires that each participating mobile station
sometimes act as a router, forwarding packets for other stations.

Some advantages of ad-hoc networks include:

On demand setup No a prior:i plan is needed.
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Fault tolerance Single point of failure does not exist and mobile stations can

automatically find alternative paths to communicate with others.

Unconstrained connectivity If two stations are close enough, they can then

form an instantaneous link without further ado.

As ad-hoc networks can be installed quickly in emergency or some other special
situations and are self-configurable, they are very attractive in many applications,
such as battlefield communications, disaster recovery (fire, earthquake) and col-
laborative computing during special events (concerts, festivals and etc.). There
has been a growing interest in ad-hoc networks in recent years [1-5]. For exam-
ple, the Internet Engineering Task Force (IETF) has set up the mobile ad-hoc
networks (MANET) working group [3, 6] to develop and evolve MANET routing
specifications and introduce them to the Internet Standards track [7-12]. Re-
cently, the Swiss Federal Institute of Technology (EPFL) has launched an up to
ten-year project TERMINODES [13,14] whose goal is to design self-operated mo-
bile communication systems and thus empower citizens with direct communication
facilities. Research projects such as Monarch [1] in Carnegie Mellon University
and WINGs [15] in University of California at Santa Cruz are also notable research
initiatives in ad-hoc networks.

Much of the research work has been focused on designing distributed routing
and medium access control (MAC) protocols for ad-hoc networks. In this thesis,

we will focus on this latter aspect of ad-hoc networks and more importantly on

QoS enabled MAC protocol design.
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1.2 Problem Statement

As there is no central entity to do channel planning and allocation, all stations
in an ad-hoc network should share a common broadcast channel to transmit and
receive packets. Multiple simultaneous transmissions can result in garbled data,
making communication impossible. A MAC protocol moderates stations’ access to
the shared channel by defining rules for each station so that they can communicate
with each other in an orderly and efficient manner.

A well designed MAC protocol should exhibit the following properties:

Throughput Throughput can be defined as the fraction of the channel capac-
ity used for data transmission. As the wireless channel is a scarce resource,
throughput is one of the foremost design considerations. However, through-
put should not be the sole target of a MAC protocol. Otherwise the easiest
way to optimize the total throughput in a shared channel is just to eliminate
sharing and turn the channel to a pair of source and destination stations ex-
clusively. Obviously, this contradicts the objective of networking for resource

sharing and effective communications.

Fairness of access In an ad-hoc network, due to lack of central administration
and partially-connected network topology, contention is not homogeneous.
Some stations may be at a disadvantage in accessing the shared channel and
suffer severe throughput degradation when the load to the channel is high.

A well designed MAC protocol should avoid such situations.

Priority support Despite limited bandwidth, ad-hoc networks are still expected
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to operate in diversified application scenarios and may be required to sup-
port prioritized traffic. For example, in disaster relief situations, sometimes
packetized voice should get through earlier than other data packets. Addi-
tionally, for an ad-hoc network to function properly, packets for setting up and
maintaining routes should have a higher priority than other packets. Here,
we should note that, priority support cannot be achieved by just schedul-
ing packets in single station, say moving an urgent packet to the head of its
queue, as this station still needs to compete with other stations. Therefore,
priority support is desirable so that a station queued with the most urgent
packet can have higher priority than other stations in accessing the shared

channel.

Routing support It has been discussed that packets for setting up and maintain-
ing routes should have a higher priority and a well designed MAC protocol
should meet this requirement. Additionally, unlike traditional IP routers in
wireline networks, any station that acts as a router in ad-hoc networks usu-
ally has only one network interface, and there are no separate point-to-point
links for it to route packets or exchange routing information. All the traffic
should go through the shared medium or channel. According to some re-
cently proposed ad-hoc routing protocols [16-18], when an ad-hoc network
converges to a certain degree, some stations that behave as cluster heads [17]
or belong to the core of the routing structure [18] will handle more traffic that

transits through them. Obviously, in this case, these routers require higher
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priorities and/or higher throughput than other stations. This factor should

also be considered when designing MAC protocols for ad-hoc networks.

Some of the characteristics may not be compatible with others and certain
properties are achieved at the expense of others in some design tradeoffs. For
example, due to the dynamic nature of ad-hoc networks, any station may act as
a router or a normal host alternately. Therefore, stations should have dynamic
priorities instead of static priorities, which cannot be known a priori. A MAC
protocol that arbitrates stations’ access to the shared channel according to their
priorities may sometimes violate the goal of short-term fairness, because some
stations may be deprived of the opportunity to access the channel temporarily
when other stations have high priority packets and need to send them out in a
burst. From another point of view, if a MAC protocol tries to ensure stations’ fair
access to the channel, it will not be able to allow some stations with urgent packets
to gain prioritized access to the channel as it may violate the fairness goal.

Therefore, we argue that priority-based access and fair-based access are two
conflicting goals that are hard to reconcile in one MAC protocol as it requires
different approaches to achieve either goal.

Based on above reasons, our goal is to design separate MAC protocols that can
achieve reasonable throughput and provide better support for routing, while at the
same time stations can have either priority-based access, or fair-based access to the

shared channel according to the different application scenarios.
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1.3 Thesis Contribution

The thesis proposes two MAC protocols for ad-hoc networks. One is called priority
based multiple access (PriMA) protocol [19,20] which takes into account the QoS
requirements of the packets queued in stations and can provide each station with
priority-based access to the channel. The prioritized access is useful to achieve
service differentiation when there are mixed types of traffic, such as packetized
voice and data in disaster relief scenarios. The other is called fair share based
multiple access (FSMA) protocol [21] which allows the stations to access the channel
according to the prescribed fair share. It is useful to ease the fairness problem that
results from stations’ different locations in ad-hoc networks. This protocol may be
useful in collaborative computing during special events, where each participant can

gain fair share to make the collaboration function properly.

1.4 Thesis Organization

The remainder of the thesis is organized as follows. Chapter 2 investigates in de-
tail the characteristics of ad-hoc networks that challenge MAC protocol design,
and then gives a review on existing MAC protocols that may be used in ad-hoc
networks. Chapter 3 describes PriMA protocol for ad-hoc networks with mixed
traffic and evaluates its performance against existing MAC protocols. Chapter 4
describes FSMA protocol for ad-hoc networks where cooperative computing is dom-
inant and evaluates its performance against alternative MAC protocols. Chapter 5

summarizes the work presented in the thesis and raises some points of interest and
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directions for future work.
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Literature Review

There have been a plethora of MAC protocols proposed for different kinds of wire-
less networks in the past. However, many of them cannot be used in ad-hoc net-
works as these protocols depend on some features that ad-hoc networks lack. Sec-
tion 2.1 investigates the special characteristics of ad-hoc networks that make them
different from other kinds of networks. Sections 2.2 and 2.3 give a review on past
MAC protocols that may be used in ad-hoc networks, from simple pioneering pro-
tocols such as ALOHA to advanced protocols such as the distributed foundation
wireless MAC (DFWMAC) protocol in IEEE 802.11 working group’s recommended
standard for wireless local area networks (LANs). In sections 2.4 and 2.5, we re-
view some protocols that target either fairness of access or real-time traffic support.

Section 2.6 summarizes this chapter.
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2.1 Ad-hoc Networks Close-up

When it comes down to designing a MAC protocol for ad-hoc networks, we should
note that ad-hoc networks lack many features that are present in traditional wire-
line and wireless infrastructure networks and should not be relied upon. Below are

some of the difficulties that impose great challenges on MAC protocol design.

No central administration A central station that can be reached by all stations,
such as a base station (BS) or access point (AP) in cellular networks or wire-
less infrastructure LANS, is not available or cannot be depended upon in an
ad-hoc network. Due to the dynamic nature of ad-hoc networks, it is difficult
for a station to maintain up-to-date global information and reliance on such
information for scheduling stations’ access can make MAC protocols much
more complex and less robust. Therefore, those centralized MAC protocols

either cannot be used or are not favoured in ad-hoc networks.

“Hidden terminal” problem Due to the limited transmission range of mobile
stations, multiple transmitters within range of the same receiver may not
know one another’s transmissions, and thus in effect are “hidden” from one
another. For example, in Figure 2.1, station A is station C’s hidden terminal
and vice versa. If there is no means for coordination between hidden stations
such as A and C) they may transmit at around the same time and result in
collisions at the receiver B. This problem was first investigated by Tobagi et
al. in [22] which showed that a hidden terminal could degrade throughput

significantly. The hidden terminal problem is common in ad-hoc networks due
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Figure 2.1: “Hidden terminal” problem

to their multi-hop characteristics and should not be ignored when designing

MAC protocols.

Single channel operation Multiple channel operations usually require separate
radio transceivers which may be economically infeasible at present. Addi-
tionally, there is no central scheduler to assign channels. So we assume all
stations have to transmit and receive in the same channel and will consider
only single-channel MAC protocols thereafter. One consequence of this is

that duplexing in MAC layer is done using time division duplex (TDD).

No collision detection capability Due to the “near-far effect”, a mobile station
cannot know whether its transmission is successful by just listening to the
channel as the signal from other stations will be drowned in its own transmit-
ted signal. Therefore, unlike their wired peers in Ethernet, mobile stations do
not have collision detection (CD) capability and depend on positive acknowl-
edgment from receiving stations to ascertain that a previous transmission is

successful.
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No global synchronization The distributed nature of ad-hoc networks makes it
difficult and costly to achieve global synchronization and operate in slotted
mode. Therefore, time division multiple access (TDMA) based protocols

cannot be used despite their great flexibility.

With such limitations, only MAC protocols that are distributed (no assumption
of the availability of a central node), use a single channel and require no global clock

for synchronization are considered in this thesis.

2.2 Pioneering Protocols

ALOHA [23] is the earliest random access MAC protocol for packet radio networks.
Any station can transmit a data packet at any time regardless of the state of the
wireless channel. After sending a data packet, a station will back off for a random
amount of time if it does not receive an acknowledgment packet in due time. As the
vulnerability period (the period of time during which a data packet may encounter
interference at the intended destination) is twice the packet’s transmission time,
the chance of collisions is high and the maximum channel throughput is very low
(about 18% of the channel capacity with a separate channel for acknowledgment).

Kleinrock et al. [24] introduced the carrier sense multiple access (CSMA) pro-
tocols to reduce the high packet loss rates in ALOHA. CSMA protocols require
a station to listen to the channel before transmitting a data packet. If a station
senses the channel busy, it should wait until the channel becomes clear. After

that, it can either begin transmission immediately (1-persistent CSMA), or wait
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for a random amount of time (non-persistent CSMA), or transmit with proba-
bility p (p-persistent CSMA). Kleinrock et al. showed that CSMA protocols can
boost channel throughput for a single-hop network where all stations are within
transmission range of one another and propagation delay is much less than packet
transmission time.

However, Tobagi et al. [22] showed that CSMA protocols suffer from “hidden
terminal” problem, which can degrade the throughput significantly, as sensing the
channel at the transmitter does not offer any information about the state of the
channel at the receiver. This implies that the vulnerability period may be as
long as that of ALOHA in an ad-hoc network with hidden terminals and CSMA’s
performance can degrade to that of ALOHA.

To address the “hidden terminal” problem, Karn [25] proposed a new MAC
protocol called multiple access with collision avoidance (MACA) which formed
the basis of some other more sophisticated protocols. In MACA, carrier sense is
discarded totally. Instead, short request-to-send (RTS) and clear-to-send (CTS)
packets should be first successfully exchanged between a pair of source and desti-
nation stations before actual data packet transmission can begin. Other stations
that overhear RTS and/or CTS packets should defer their access to the channel
until ongoing data packet transmission finishes. Here, RTS and CTS packets are
used as control packets to reserve the channel around the receiver and therefore

can alleviate the hidden terminal problem.
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2.3 Throughput Enhanced Protocols

2.3.1 Multiple Access Collision Avoidance for Wireless

As MACA was originally proposed for amateur packet radio use and left many
details unspecified, Bharghavan et al. [26] refined and extended it to MACA for
wireless (MACAW) for indoor wireless LANS.

The authors showed that hidden terminals and binary exponential backoff can
also lead to fairness problem, which means that some stations may suffer severe
throughput degradation when the channel load is high. According to the binary
exponential backoff algorithm, a station’s contention window! size will be doubled
after each unsuccessful transmission until a prescribed maximum value is reached
and will return to a minimum value if a data packet is successfully transmitted.
Therefore a station that has last succeeded in transmitting a data packet will enjoy
a much smaller contention window, thus statistically shorter backoff timer than
other stations that have failed. When the channel load is high, these other stations
may suffer excessive access delay and severe degradation in throughput.

To solve the problem, the authors proposed the MACAW protocol which in-
cludes a different backoff algorithm called multiplicative increase linear decrease
(MILD) and a backoff copy scheme. In MACAW, each station sets its current
backoff timer in the packet to be sent, other stations that receive the packet copy

the backoff timer to themselves. In this way, all the stations within communication

IThe backoff timer is generated from a uniform distribution which ranges from 0 to the size
of the current contention window.
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reach will use the same backoff timer to compete for access to the channel. Ad-
ditionally, instead of resetting the contention window to the minimum value after
each successful transmission, a station will decrease its contention window linearly.
Otherwise, with the new backoff copy scheme, other stations near the station that
last succeeds will use the same small contention window size and collisions will be
high. With these modifications, MACAW can alleviate the fairness problem and
increase throughput.

When reliable delivery of data is needed, MACAW includes additional control
packets. One is link level acknowledgment which enables fast recovery and thus can
increase transport level throughput in an error prone wireless channel. Another is
the data sending (DS) packet that a station sends before sending a data packet. DS
packet informs other stations about the existence and the length of the following
data packet, so that they can compete more effectively. Thus the final enhanced
handshake between a pair of sender and receiver is RTS-CTS-DS-DATA-ACK.

In addition, “per stream” fairness was also introduced in MACAW. It means
that each stream that originates from either the same station or different stations
should be treated equally and given comparable share of the channel capacity. This
is different from “per station” fairness which accords channel capacity to individ-
ual stations instead of individual streams. For multiple streams that originate
from a station, MACAW keeps separate queues for each stream and runs backoff
algorithms independently for each stream to achieve “per stream” fairness.

However, MACAW still left some problems unsolved. For example, in the simple

configuration shown in Figure 2.2, station A has packets for station B and station
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Figure 2.2: Fairness problem

C' has packets for station D. Stations A and C are both greedy sources, which
means that they always have packets for stations B and D respectively. Station
C’s transmission request (RTS packet) can always be received free from collisions
by D while A’s RTS may collide with C’s concurrent transmission at B, which re-
sults in no response from B. Therefore station C' usually succeeds in transmitting
its packets and station A will suffer severe degradation in throughput. Another
problem for MACAW is that the backoff copy scheme only works when congestion
is homogeneous, that is, each station has similar number of competing neighbors.
This is not generally the case in ad-hoc networks due to their multi-hop charac-
teristics. For more details about these problems, readers can refer to reference [26]

whose discussion is quite comprehensive.

2.3.2 Floor Acquisition Multiple Access

The protocols described so far that utilize RTS/CTS handshake do not use carrier
sensing, or more accurately, they use “packet sensing” only. This means that a
station only reacts to a complete, interference-free packet and ignores any other

type of channel activities. It is still possible that data packets collide with each
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other or with control packets?. Fullmer et al. [27-31] unified the basic schemes
used in many MAC protocols for carrier sensing and collision avoidance into a new
channel access discipline called floor acquisition multiple access (FAMA).
Evaluation of FAMA shows that combination of carrier sensing and RT'S-CTS
exchange can improve throughput significantly. In addition, by enforcing that CTS
packets are sufficiently longer than RTS packets and with sufficiently long waiting
time after the channel state transits from busy to idle, data packet collision can
be avoided and the hidden terminal problem can be solved completely. However,
FAMA does not include link-level acknowledgment which seems to be a design
flaw. Although FAMA can guarantee that data packets are transmitted free of
collision, other factors such as interference, fades and multipath effects can render
data packet corrupted or even lost. Transport layer recovery may be costly, as
shown in [32], and fast link-level acknowledgment is beneficial to increase trans-
port layer throughput. Therefore, it is necessary to implement at least MAC-level
acknowledgment in FAMA even if full MAC-level recovery may not be required by

upper layers.

2.3.3 Distributed Foundation Wireless M AC Protocol

IEEE 802.11 working group also proposed a similar MAC protocol called dis-
tributed foundation wireless medium access control (DFWMAC) [33] for wireless

LANS, which in essence is a carrier sense multiple access with collision avoidance

2Here we refer to RTS, CTS, ACK packets as control packets to differentiate them from actual
data packets.
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(CSMA/CA) protocol. DFWMAC includes two coordination functions, namely
distributed coordination function (DCF) and point coordination function (PCF),
for ad-hoc and infrastructure wireless LANs respectively. As PCF depends on a
fixed station called access point (AP) as a central coordinator to operate, which is
not possible in ad-hoc networks, we will not consider it thereafter.

DFWMAC DCF provides basic and RTS/CTS access method. The basic access
method is just non-persistent CSMA with acknowledgment. The RTS/CTS access
method combines RT'S/CTS packet exchange between a pair of sender and receiver
with carrier sensing. It uses a 4-way dialog, namely RTS-CTS-DATA-ACK, to
combat the hidden terminal problem and errors in wireless channel. RTS and CTS
packets include in their headers a field called network allocation vector (NAV). It is
used to inform neighboring stations who overhear the RTS and/or the CTS packets
how long they should defer access to the channel.

Since the inception of IEEE 802.11 working group, there has been a lot of
literature on the performance evaluation of IEEE 802.11 wireless LANs [34-45].
Chhaya et al. [35,46] have showed that the performance of the RTS/CTS access
method degrades much slower than the basic access method when the number
of hidden terminals is large, or the offered load is significantly larger than the
channel capacity; therefore, the RT'S/CTS method is more robust to fluctuations
in parameter values which are common in ad-hoc networks.

However, DFWMAC DCF still suffers from the fairness problem which was
first investigated in MACAW [26]. This is due to the binary exponential backoff

algorithm used in DEFWMAC DCEF for collision resolution, which we have explained
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previously in section 2.3.1. Additionally, DFWMAC DCF is not immune to the
hidden terminal problem as it does not meet the conditions of RTS/CTS packet
size relationship and waiting time enforced by FAMA and data packets may still

suffer collisions.

2.4 Fairness Based Protocols

Bharghavan et al. [26] pioneered the work in addressing fairness problems in wireless
LANs and proposed the MACAW protocol. However, MACAW still left some
problems unsolved, as discussed previously in section 2.3.1.

More recently, Ozugur et al. [47,48] proposed a p;;-persistent CSMA based
backoff algorithm to achieve fairness. This paper first defined the fairness index
to be the ratio of maximum link throughput to minimum link throughput and
the fairness goal is to minimize the fairness index. Then it proposed that each
station calculated a link access probability p;; for each of its links based on the
number of connections from itself and its neighbors (connection based), or based
on the average contention period of its and other stations’ individual links (time
based). Whenever its backoff period ends, station ¢ will send RTS packet to j with
probability p;; or back off again with probability 1—p;;. The proposed scheme relies
on periodic broadcast packets in the time-based approach or on aperiodic broadcast
packets in the connection-based approach whenever the network topology changes.
This paper also investigated the effects of combining contention window exchange

with either connection-based or time-based approach.
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However, none of the schemes can achieve the best results for all network con-
figurations investigated in [48] and sometimes the best results are achieved when
these schemes are in fact not used. In addition, broadcast packets are unreliable
to disseminate information to neighbors. As the RT'S/CTS access method cannot
be used and no acknowledgment packet can be sent in this case, no one can ensure
if its broadcast packets can be delivered to all of its neighbors, which makes the
performance of this method tightly coupled to the successful dissemination of the
information in the network.

In the ongoing research work of Vaidya et al. [49], the authors identified the
difficulties in defining fairness itself in multi-hop networks and defined a generalized
resource sharing (GRS) algorithm which needs further investigation as it relies on
sorting all the active flows in the networks which in turn requires availability of
global information. In addition, a distributed fair scheduling algorithm was also
proposed to achieve fairness on local area networks (one hop) and its performance

was investigated.

2.5 Quality of Service (QoS) Targeted Protocols

None of the aforementioned MAC protocols takes any packet level QoS parameters
such as packet loss ratio, packet delay, etc. into account when scheduling access
to the channel among stations. They can support only best effort delivery service,
and thus limit the applications in ad-hoc networks.

Therefore, recently, there has been a surge in modifying and extending equality-
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based medium access schemes to support priority-based access when the packets
queued at stations have different QoS requirements. Although this research effort
does not compete with the effort deployed in the wireless LANs (infrastructure
based), some researchers have been working on QoS support for distributed wireless
networks [50-52].

In [50,51], stations with real-time packets in the queue would jam the channel
with black bursts (BBs) whose length is proportional to the delay incurred. The
station that sends the longest BBs wins access to the channel and can transmit its
packet thereafter. However, this approach fails when hidden terminals exist as those
hidden terminals may have experienced the same delay and each BB contention
period is not guaranteed to produce a unique winner, thus real-time data packets
will still suffer from collisions.

In [52], group allocation multiple access (GAMA) protocol was proposed for
scheduling real-time and datagram traffic in a single-hop wireless ad-hoc LAN.
GAMA includes a contention period during which stations can send requests to
join a transmission group and a contention-free period during which the stations
in the transmission group take turns to transmit packets. This approach does not
work well if hidden terminals exist. This can be explained as follows. On the
one hand, if hidden terminals do not join the transmission group that they may
interfere with, GAMA cannot ensure that data packets are transmitted free from
collision. On the other hand, if hidden terminals do join the transmission group to
avoid collisions, following the same logic, then all the other stations in the network

have to join the same transmission group one by one. It is very difficult to maintain
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the global group due to the dynamic nature of ad-hoc networks. In addition, we
cannot benefit from spatial reuse of the spectrum. Therefore, these protocols that
were originally proposed for wireless LANs are not directly applicable to multi-hop
ad-hoc networks.

Elimination-yield non-preemptive priority multiple access (EY-NPMA) is the
channel access method used in HIPERLAN (high performance radio local area
network) systems [53-56] deployed in Europe, which are high speed wireless LANs
that support mixed types of traffic.

EY-NPMA supports five different access priorities. According to the EY-
NPMA, channel access cycle includes four phases, namely priority resolution, elim-
ination, yield and transmission. In the priority resolution phase, stations that have
the highest access priority transmit first and enter the next phase. In the elimi-
nation phase, these stations transmit a geometrically distributed random number
of slots. Those stations that transmit last win and enter the next phase. In the
yield phase, the survived stations back off for a random amount of time. Those
stations that recover the earliest from backoff procedure begin transmission. If
these transmitting stations do not receive acknowledgment packets in due time,
they will attempt to retransmit in the next channel access cycle.

Although EY-NPMA supports different access priorities, it adapts very badly
in ad-hoc networks. First it cannot cope well with hidden terminals and second it
relies on synchronization of all stations to start a cycle, which is known to be very
difficult in distributed systems in general. Performance evaluation on HIPERLAN

can be seen in [40,57-59]. Actually, Apostolas et al. [59] have shown that dynamic
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TDMA is better than EY-NPMA if global synchronization is available.

2.6 Summary

We have given a brief review on existing MAC protocols that may be used in
ad-hoc networks. Protocols that combine RT'S/CTS exchange with carrier sense
are shown to achieve better throughput than those only using either RT'S/CTS or
carrier sense in ad-hoc networks where hidden terminal problem is common. Some
protocols address fairness in their design in addition to the predominant metric
— throughput. They can alleviate the fairness problem but still leave some issues
unaddressed. There have also been some protocols designed to support real time
traffic, or more generally, prioritized traffic. However, they require hidden terminal
free environment to operate correctly, therefore they are not readily applicable to

ad-hoc networks.
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Chapter 3

Priority Based Multiple Access

(PriMA)

In this chapter, we propose a new protocol called priority based multiple access
(PriMA) to support stations’ differentiated access priorities to the channel. It
implements MAC-level acknowledgment the same as in IEEE 802.11 DFWMAC
DCF protocol [33] while adopting the collision-free data transmission characteris-
tics of FAMA-NCS [29], a variant of FAMA protocols for ad-hoc networks. More
importantly, it implements a novel distributed scheduling algorithm which gives
stations a dynamic-priority based access to the channel by taking into account the
packet-level QoS requirements.

The remainder of the chapter is organized as follows. Section 3.1 describes
PriMA protocol in detail. Section 3.2 compares by simulation the performance
of FAMA-NCS, IEEE 802.11 DFWMAC DCF and PriMA protocols. Section 3.3

summarizes this chapter.
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3.1 PriMA Protocol

3.1.1 Overview

PriMA protocol requires a station that wishes to send a data packet to acquire the
channel before transmitting the packet. The channel is acquired by establishing an
RTS-CTS dialog between the sender and the receiver. Although multiple control
packets may collide with each other, data packets are always sent free from colli-
sions. This is achieved by the enforced requirements of size relationship between
RTS and CTS as well as different periods a station should wait after receiving a
packet or sensing the channel busy. Fullmer et al. have given detailed description
about this in [28]. They have notably shown that, as long as the length of the CTS
packet is sufficiently longer than that of the RTS packet, CTS can act as a jamming
signal to prevent other stations from transmission. Additionally, stations that hear
the channel busy should wait long enough for the possible data transmission to go
on unobstructed. PriMA’s trivial modification to FAMA-NCS is to add the reply of
an acknowledgment packet after successful reception of a data packet. This is also
the common case in some other MAC protocols such as DEFWMAC DCF protocol.
The extension of MAC-level acknowledgment still ensures data packets free from
collisions.

The most important feature of PriMA is that the access to the channel is based
on the priorities of the packets queued in stations. This is achieved by the three
times calculated according to the QoS requirements of the data packets queued in

each station. The first one is the access time that a station should wait after the
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channel becomes idle before transmitting an RTS packet. The access time is similar
to the distributed interframe space (DIFS) in DFWMAC and the silent period of
channel in FAMA-NCS. However, unlike the fixed length of DIFS and the random
length of the silent period in FAMA-NCS, the access time is dynamically adjusted
based on the QoS requirements of the packets. The second one is the delay time
carried in each RTS packet. It indicates how long the intended receiver can wait
before replying with a CTS packet. Therefore, an earlier sent RTS packet may
be preempted by a later sent RTS packet which indicates a higher priority data
packet transmission request. The third one is the backoff time that a station should
wait before retransmission when collision occurs. The backoff time is uniformly
distributed, however the upper bounds of the distribution vary among stations.
Stations that hold higher priority packets have lower upper bounds. Therefore,
they can statistically recover earlier than other stations and bid for the channel
again. For stations queued with normal data packets, we just set a large upper
bound comparable to that of DEFWMAC. Therefore, our backoff scheme is not
necessarily more prone to collapse than binary exponential backoff with a fixed

upper bound.

3.1.2 Description of PriMA

To simplify our description of PriMA, the processing time and transmit-to-receive
turnaround time are ignored. We say a station “detects” collisions if it senses the
channel busy without being able to receive any intelligible packet. Following, we

define some of the notations used in this section:
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rtPacket : Data packet with QoS parameters specified.

nrtPacket : Data packet without any QoS parameters specified.

T, : Maximum one-hop channel propagation delay.

Tiype : Time to transmit a packet of type type where type can be either RTS, CTS,

DATA or ACK.

Thelay = Allowed delay time before a reply to an RTS packet is sent. This is a value

carried in the RTS packet’s header.

Tiepe : Time left for an rtPacket to be delivered; when T}y, is less than a threshold,

the corresponding rtPacket will be discarded.

Trnae : Maximum time to complete one successful RTS-CTS-DATA-ACK trans-

mission.

Trccess : Time during which the channel should be sensed idle before transmitting

an RTS packet.

Tyefer : The longest time that a station should defer access to the channel when

“detecting” collisions. It equals T + 3 % T}.

Tunit : Time used as a scaling factor to map packet delay requirement to backoff

time.

Niost : Number of packets discarded during a session.

Ngent - Number of packets sent during a session.
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PLR : Packet loss ratio (QoS requirement), obtained from upper layers (e.g.,

session management layer).

Figure 3.1 shows how PriMA operates. In this figure, stations A and C' are
hidden from each other and station B is a neighbor of both A and C. As in all
other collision avoidance multiple access techniques, PriMA uses the RTS-CTS
combination to implement collision avoidance. Additionally, to ensure the problem
of hidden terminals is addressed adequately, PriMA imposes FAMA’s conditions

on the sizes of the RT'S and CTS packet [28]:

o T’ts>2*Td

L4 cts >Trts+2*Td

and stations that sense the channel busy should wait for T s, to let the possible
ongoing data transmission to finish unobstructed. FAMA'’s rationale in imposing
these conditions works as follows. If C' did not hear A’s RTS and sends an RTS
packet that at most collides with the CTS reply from B to A, the condition ensures
that C' hears the trailer of the CTS and thus C' would abort any transmission and
enter the backoff procedure. This ensures that the data packet from A to B is
transmitted collision free. Note that it is not necessary to adopt these restrictions
(enforced in FAMA) in PriMA to provide soft QoS. Nevertheless, we believe that
it does not make sense to address the problem of QoS (be it soft QoS) without
addressing first the hidden terminal problem, especially when the offered traffic
load can be very high. PriMA’s approach to providing QoS can also be applied to

IEEE 802.11’'s DEWMAC protocol.
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Figure 3.1: PriMA illustration

In PriMA, any station that has a packet to send should wait until it senses the
channel idle for a certain amount of time, called access time, before transmitting
an RTS request. The access time calculation, as shown in Algorithm 3.1, is based

on the required QoS and the perceived QoS.

Algorithm 3.1 Access time calculation
1: if (nrtPacket or rtPacket with Tj.s; > 1 sec) then

2: Toccess = 2% Ty

3: else

4: if (Tiest > 0) then

ot Taccess = ﬂeft - (Nlost — PLR * Nsent) * Tnax
6: if (Thecess < 0) then

T Toccess = 0

8: else

9: Toccess = 2 % Td/| 10?;2 (Taccess/2)|
10: end if

11:  end if

12: end if

Note that in order to reduce the waste of bandwidth due to this access time,
time-sensitive packets which have a time to live of more than one second, compete
at the same priority level as the time insensitive packets. These time-sensitive

packets would gain higher priorities only when they become more urgent. Note that
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Figure 3.2: Ilustration of preemption in PriMA

time

initially, at the packet’s first attempt, 7., is initialized to a value proportional to

the maximum tolerable delay of the packet. Also, throughout the algorithm, T},

decreases with the ticks of the clock in the same proportion. The calculation in

line 5 of the algorithm shows that the more a station has suffered excess dropped

packets (N5t — PLR* Ngept ), the shorter Tyeeess will be. This excerpt of pseudo-code

clearly shows that when two stations attempt to access the channel simultaneously,

Toccess Will differentiate their requests according to their packets’ QoS requirement.

When a station succeeds in its access to the channel, it sets a “delay” field

in its RT'S packet and sends it out. The value of the field is denoted by Tgeiqy,

which indicates how long the intended receiver can wait before replying with a

CTS packet. Tyeqy is calculated as shown in Algorithm 3.2.

Algorithm 3.2 Delay time calculation

1: if (nrtPacket) then

2 Tdelay = 2% Tpyg

3: else

4: if (Tiept/Tnaz > 2) then
o Tdelay = 2% Ty
6: else

7 Tdelay = (ﬂeft/Tmaz) * Trs
8: end if

9: end if
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To illustrate the importance of the delay time, let us consider the example in
Figure 3.2 where two stations, A and C| attempt to communicate with station B.
We will neglect the propagation delay in this example. C’s data packet arrives at
the MAC layer at time t¢ later than A’s data packet who arrives at ¢ 4, however, C’s
delay target is more stringent than A’s. Due to the lack of a global coordinator in
the system and the lack of global state information, there is no way for C' to succeed

in sending an RTS packet to B before A does, since tc +TC, . > ts+ T3 A

sets a value Td“élay in its RTS packet which tells B the amount of time it can wait
before replying with a CTS. After C' hears the end of A’s RTS (we will see later the
case where A and C' are hidden from each other), it will apply the same procedure
it uses for the first access, however with only the remaining access time. In other
words, €' will wait until it senses an idle channel for T} = t¢ +T7C  —t,a—TA

accces access

starting at t4 + T .. + Trrs. If this time left is smaller than Tdfélay, ie., if C’s
access time expires before B replies with a CTS to A, then C can send to B an
RTS that will preempt A’s RTS. As a result, although A succeeds in sending the
RTS before C, C' still has the possibility to preempt A, before A starts transmitting
its data packet.

In the calculation of T e, for a real time packet, only Tj.s is used. This is
because Tj.s is a composite value affected by both packet delay and packet drop
ratio. Thus we can keep the algorithm simple yet effective. Algorithm 3.2 shows
that the RTS packet for a data packet that is more delay sensitive will have shorter

Thelay when the data packet is about to expire. The calculation will permit the

packets to gain higher priorities after they are delayed for some time. Stations
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usually do not reply with CTS immediately after receiving an RTS packet unless
required to do so, therefore a station may receive multiple RTS packets in a row. If
the later arrived RTS packet requires shorter delay than that of the earlier one, the
station can reply to it first. This makes it possible for delay sensitive data packets
to preempt other data packets. In addition, Tjee, does not exceed two times the
RTS packet transmission time to minimize the protocol overhead.

It is inevitable that control packets may collide with each other, therefore those
stations that detect collisions should also wait for Ty f., and then back off for a
random amount of time Tpqerofr, Which is calculated as shown in Algorithm 3.3,

where U(0, z) is a uniformly distributed random number in the interval (0, z).

Algorithm 3.3 Backoff time calculation

1. if (nrtPacket or rtPacket with Tjesi/Tonie > Maxtimer) then
2: Tbackoff = U(O7 Maxtz'mer) x 2Ty

3: else

4: Tbackoff = U(O, Eeft/Tunit) * 214

5. end if

The value of Maxtimer is simply set to a large value, say 800, which is compa-
rable to the maximum timer used in DFWMAC protocol. For example, the IEEE
802.11 wireless LAN standard specification for direct sequence spread spectrum
(DSSS) uses a timer (or contention window, in 802.11’s terminology) ranging from
31 to 1023. In PriMA, Tyuerors is based on a uniform distribution whose upper
bound value varies according to the delay requirement of a data packet. This cal-
culation will statistically give stations that have delay sensitive data packets shorter
Thackorf- Thus, on average, these stations will end the backoff period earlier than

other stations and bid for the channel again. To illustrate how Algorithm 3.3 con-
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tributes in differentiating the stations, let us return to the example of Figure 3.2.
In the case where A and C are hidden from each other. C' cannot hear the RTS

packet of A and thus after exhausting its timer TC it would also send an RTS

access?

packet which would collide at B with A’s RTS packet. After Ty, (respectively
Tf1a,) station A (respectively station C') notices the collision by timeout, and thus
they both apply the above backoff algorithm with their respective QoS targets. In
this case, C' has higher probability in bidding for the channel before A does, since
C' draws its uniformly distributed backoff time from a smaller interval than A does,
and thus C has higher probability to terminate its backoff before A.

From the above descriptions, we can see that by dynamically adjusting the three
times, Toccesss Letay and Thackof ¢, according to the data packets’ QoS requirements,
PriMA can give stations priority-based access to the channel. At the same time,
various waiting time periods are carefully defined to prevent control packets from

colliding with data packets. The complete specification for PriMA protocol is

shown in Appendix A.

3.2 Simulation Results and Discussions

PriMA is a complex MAC protocol for analytical modeling because of the dynamic
nature of the different times, thus in this chapter the performance of PriMA is in-
vestigated by simulations. In our experiments, we investigate symmetrical networks
where each station has N neighbors and is hidden from ) neighbors of any one

of its neighbors, thus each station has the same spatial characteristics and we can
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Figure 3.3: Two sample configurations
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Figure 3.4: Two sample configurations (collapsed)

ensure that a station’s location has no effect on service differentiation. Figure 3.3
shows two sample configurations for N =4, ) = 2 and () = 3. For example, for
station A in Figure 3.3(a), it has 4 neighbors including station B and is hidden from
station B’s 3 neighbors: C, D and E. As this graph can grow to infinitely large, we
fold (or collapse) it so that the total number of stations in the network is limited
while symmetry is maintained. The resultant graphs are shown in Figure 3.4.

We assume a 1Mbps ideal channel with zero preamble and processing overhead.

We have performed different sets of simulations with OPNET Modeler/Radio [60].
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Protocol RTS CTS DATA ACK | backoff backoff

timer | unit time
FAMA 20-byte | 25-byte | 500-byte - 10 | 160usec
IEEE 802.11 | 25-byte | 20-byte | 500-byte | 20-byte | 31-1023 6usec
PriMA 20-byte | 25-byte | 500-byte | 20-byte 800 12usec

Table 3.1: Protocol configuration parameters

DIFS | SIFS EIFS
12pusec | Opsec | 1.3msec

Table 3.2: Extra configuration parameters for IEEE 802.11

The results are compared with those provided by alternative protocols, namely
FAMA-NCS and IEEE 802.11 DEFEWMAC!. Table 3.1 lists the parameters used in
the simulation. As we ignore the extra time incurred by hardware and software,
the different interframe spaces (IFSs) in IEEE 802.11 are reduced accordingly and
they are shown in Table 3.2.

In the first set of simulations, all stations generate Poisson traffic with the same
mean rate and all require best-effort delivery service. The simulation measures the
throughput of the protocol against the degree of the nodes. The results are shown
in Figure 3.5. For comparative purpose, we also show the analytical results for
Slotted-ALOHA with separate acknowledgement channel [61] and non-persistent
CSMA [22] in these figures. The figures demonstrate that FAMA’s performance
degrades dramatically when the number of competing stations (including neighbors
and hidden terminals) increases. This is due to the ineffectiveness of uniform

backoff scheme with small timer in collision resolution used in FAMA. However, it

"'We use its specification for DSSS if applicable.
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still performs well in other situations because of its immunity to hidden terminal
problem. IEEE 802.11 performs quite well in all the situations because of its
binary exponential backoff scheme. Although PriMA’s performance is not quite
outstanding when the number of competing stations is small, however, PriMA
does achieve a rather stable throughput and is comparable to IEEE 802.11 when
the number of competing stations increases. PriMA, by introducing the different
times as well as the MAC acknowledgments in fact sacrifices throughput to achieve
different priorities among the stations (which we show later). In addition, large
backoff timers will become more effective when the number of competing stations
increases, therefore the throughput difference between PriMA and IEEE 802.11
is decreasing. In other words, PriMA captures in fact the effectiveness of FAMA
in solving the hidden terminal problem as well as 802.11’s ability in sustaining
throughput at high loads. It sacrifices however a little throughput by introducing
the different times in order to achieve differentiation between the stations as shown
in the following.

In the second set of simulations, each station still generates Poisson traffic with
the same mean rate. However, we set one station (router) to generate packets that
require delay-bounded delivery, while the other stations (hosts) have no special
delay requirement. This, in essence, makes the packets from the router have higher
priority than packets from the hosts.

This scenario may be applicable in a case when some stations form a group and
choose one of them to act as a router for this group. In other words, the router

will handle a larger amount of traffic and thus needs some priority to access the
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channel. Simulation results are shown in Figure 3.6 and 3.7 with different values
of N and (). The figure clearly shows that the router has higher throughput than
other stations despite the fact that they all offer the same traffic load to the channel.
Even when the number of competing stations increases, the router can still achieve
much higher throughput than other normal stations. This differentiation cannot
be achieved by protocols such as FAMA-NCS and IEEE 802.11 DEFWMAC, which
do not support prioritized channel access.

In the third set of simulations, we select two stations (one high priority router
and one low priority router) to generate constant rate packets that require different
packet delivery delay bounds. They are two neighboring competing routers, which
may correspond to a core router and an edge router in a routing infrastruture.
Usually the core router will handle the largest amount of traffic and may require
higher priority than the edge router, while the edge router requires higher priority
than other normal hosts. We investigate two performance metrics under different
scenarios: namely, the packet loss ratio (due to expiration), and the average delay.
To get comparative results, we set the packet interarrival time equal to the packet
delay requirement, otherwise protocols such as IEEE 802.11 DFWMAC will never
keep up with the packet generation rate and eventually will drop nearly all the
packets. Simulation results are shown in Figure 3.8. The first three sub-figures
(3.8(a), 3.8(b), 3.8(c)) show the packet loss ratio against the offered load. They
show that when the offered load increases, the packet drop ratio for IEEE 802.11
increases significantly while PriMA can still maintain low packet drop ratio for the

two routers. Figure 3.8(d) shows that the average packet delay achieved by the
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Figure 3.6: One router configuration (N=3)
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two routers in PriMA. The figure clearly shows that when the traffic load is very
low, the packets from all the stations experience the same (insignificant) delay.
However, when the traffic load increases, the protocol starts differentiating the

stations according to their requirements.

3.3 Summary

PriMA is a new MAC protocol that is specifically designed for ad-hoc networks. It
can achieve good throughput in ad-hoc networks where hidden terminal problem is
common. Additionally, each station has priority-based access to the channel, thus
PriMA can provide elementary QoS support from the bottom up, making it a good
choice for supporting higher layer protocols that require QoS. Another benefit of
PriMA is that it can provide better support for ad-hoc routing as some packets can
be given higher priorities and get delivered earlier than others. Simulation results
show that PriMA is an especially promising MAC protocol for ad-hoc networks in

presence of heterogeneous traffic and QoS requirements.
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Chapter 4

Fair Share Based Multiple Access

(FSMA)

As we have discussed in section 2.4, there has been growing interest in fairness in
MAC protocols for distributed wireless networks. Some ad-hoc solutions have been
proposed in [26,47,48] to alleviate the fairness problem. However, these schemes
do not support variable length packets and thus their applicability is rather lim-
ited. The goal of this chapter is to address the fairness problem in a general and
more practical approach. Section 4.1 first defines a new metric for measuring fair-
ness and then proposes a different backoff scheme for the IEEE 802.11 DFWMAC
DCF protocol. Section 4.2 evaluates the performance of the proposed scheme and
compares its performance to those obtained from the original backoff scheme using

several ad-hoc network configurations. Section 4.3 summarizes this chapter.
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4.1 FSMA Protocol

4.1.1 Fairness Metric

We define fairness in the sense of fair queueing as defined in [62]. To facilitate the

discussion, we introduce the following notation:

¢; : A pre-defined fair share that station ¢ should receive. Normally, it should be
determined at admission control, i.e. when the node joins the ad-hoc network,
and can be readjusted for example when a node becomes a router. How to
choose this parameter, how to do admission control and how to adjust the

parameter, are still open research problems.
W; : The actual throughput achieved by station .
L; : Station 7’s offered load.

A fair MAC protocol should have the following properties. When the stations’
offered load to the channel is much lower than the channel capacity, each station’s
request for transmission should be met. This means that for any station ¢, W; = L;.
When stations’ offered load exceeds the channel capacity, each station should be

able to get its fair share of the channel, i.e., throughput proportional to ¢. This

means that for any station ¢ and 7, % = % This is the ideal situation. In
i J
practice, we want to minimize the value of |% - %| Instead of working with
i j

absolute values, we define the fairness index, FI, to be:

FI = max{Vi,j : max(% W)/mm(zfl, Z/J
i J

5 % )



Chapter 4 45

Therefore, our goal becomes the design of a distributed MAC protocol that can
minimize FI and thus achieve fairness for all the stations in an ad-hoc network.

Here it should be noted that our definition of ¢; is somewhat different from
that in fair queueing. In fair queueing, there is a central scheduler for all flows and
all ¢;s sum to 1, i.e., there is admission control. In our algorithm, since there is
no central scheduler, sum of the ¢;s of a node and its neighbors may be greater
than 1. Thus in this case, since we are trying to quantify relative discrepancies in
service, the ratio of the two thus FT is more appropriate than the difference. This
point will be clearer when we describe our algorithm later.

There comes the problem of how to choose ¢; for any station ¢ in a distributed
network. As mentioned previously, this is an admission control problem which is
beyond the scope of this chapter. However, in situations where the ad-hoc network
is open to everyone without admission control, which can happen in situations
where all the stations are trusted and known not to misbehave, for example in a
collaborative computing environment, the following approach can be used. If each
station is considered to be a greedy source and wants to get the same share as all
other stations as a whole entity, then it can just set ¢ = 0.5 regardless of the number
of its neighbors. As to any station, say i, it requests the same share as all the others
in its vicinity. These stations have a total share of ¢, = 1 — ¢; = 0.5, which equals
to this station’s share ¢;. This can be interpreted as a per-station fairness. If a
station has two active links (or streams in MACAW’s terminology [26]), which can

happen when a station acts as a router in an ad-hoc network, it can instead set ¢;
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to meet :

o G2 .
%—m—1:>¢zw()67,

which simply shows that the station (router) wants to obtain two times as much
share of bandwidth as other stations’ to function as a router properly. This can be
interpreted as MACAW’s per-stream fairness. For a router in an ad-hoc network,
to gain per-stream fairness is especially beneficial for the proper functioning of the
whole network, as the router can still handle more traffic than other normal hosts
despite the fact that the router does not have separate links to route packets from

one side to the other.

4.1.2 Description of FSMA

To achieve the fairness goal, we propose a different backoff scheme for the original
DFWMAC protocol. In this scheme, each station estimates its share and other
stations’ share of the channel and then adjusts the contention window accordingly.

The following notations are used in the fair share estimation algorithm:
We; = The estimated share of the estimating station itself.

W, : The estimated share of other stations.

Tiype : Time to transmit a packet of type type.

Todata : When receiving an ACK packet, the estimated transmission time of the

corresponding data packet.
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Algorithms 4.1 and 4.2 show how the fair share estimation works. The basic idea is
that from the point of view of station ¢, it sees that it is sharing the channel with a
group of “belligerent” stations who are competing with it for channel access. Thus
each station has just the notion of “myself” and “the others.” A station estimates
dynamically what throughput it gets and what throughput “others” gets, and then
adjusts its contention window according to the fairness index thus defined. In
other words the contention window is adjusted in order to equalize the through-
put obtained by the different stations. A station can estimate roughly how much
bandwidth “others” obtain by looking at the packets in its vicinity and updating
its estimation of either its own share or others’ share based on the roles of the
received packets. For example, if a station receives a CTS packet destined to itself,
the station sends a data packet and updates estimation of its own share as the data
packet transmission request was originated by itself. Additionally, RTS and CTS
packets’ transmission time is also counted towards its estimated share because they

are used as channel reservation packets which consume channel resource as well.

In fact, it is relatively easy for a station to adjust its estimation whenever it
receives an RTS, CTS or DATA packet as these packets carry sufficient information
for the station to judge. However, the main difficulty lies in what a station should do
when it receives an ACK packet, as the ACK packet does not carry any information
about the length of the corresponding DATA packet and thus this station does
not know if the RTS/CTS access method is used for the DATA packet when its

length is unknown. To solve this problem, we use a simple approach based on the
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Algorithm 4.1 Fair share estimation for received packets

switch (received packet type) {
case RTS:
if (destID != locallD) {
Weo += Trts; update Tedata
} else {
send CTS packet; We, += (Trts + Tis)
}

case CTS:
if (destID != localID) {
Weo += (Trts + Tcts); update Ted(zta
} else {
send DATA packet; We; += (Tris + Teots + Taata)
}

case DATA:
if (destID != locallD) {
if (Tdata > RTS_THRESHOLD) {
Weo += (Trts + Tcts + Tdata)
} else {
Weo += Taata
}

Tedata = Tdata
} else {
send ACK packet;
if (Tjua > RTS-THRESHOLD) {
Weo += (Trts + Tcts + Tdata + Tack)
} else {
Weo += (Tdata + Tack)
¥
}

case ACK:
if (destID !=locallD) {
if (Togata > RTS.THRESHOLD) {
Weo += (Trts + Tcts + Tedata + Tack’)
} else {
Weo += (Tedata + Tack)
¥

} else {
if (Thua > RTS_THRESHOLD) {
Wei += (Trts + Tcts + Tdata + Tack)}
} else {
Wei += (Tdat(z + Tack)
}
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Algorithm 4.2 Fair share estimation when sending packets

Whenever sending an RTS packet, W, += T,s.
Whenever sending a DATA packet without using RTS/CTS, We; += Thata-

reasoning of packets’ time affinity, which simply means that the newly received
ACK packet destined to “others” may be closely related with the previous received
RTS/CTS/DATA packet destined to “others.” In DFWMAC, an RT'S/CTS packet
includes a field in its packet header named Network Allocation Vector (NAV) which
notifies other neighboring stations how long they should defer access to the channel
such that the following DATA and ACK packet transmissions can be completed
without interference from these stations. If a station receives an RTS/CTS packet
destined to other stations, it can derive the length of the corresponding DATA
packet and set the corresponding transmission time to T,.4.,. If a station receives a
DATA packet destined to other stations, it already knows the length of the DATA
packet and updates T.g.:. When the station receives an ACK packet destined to
other stations, it can then adjust its estimation based on the value of T,g44q4.
With this estimation, we modify the original binary exponential backoff scheme
used in IEEE 802.11 DEFWMAC DCF protocol, which can lead to fairness problems

as discussed previously in section 2.4. We define the estimated fairness index

to be: FI, = (VZE) / (%) and the adjustment of contention window is shown in
Algorithm 4.3.

Algorithm 4.3 shows that if a station estimates that it has got more share than

it should get, it will double its contention window size until it reaches the maximum
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Algorithm 4.3 Contention window adjustment

switch (FT,) {
case > ("

CWiew = min(CWiey, X 2, CWMAX)
case (1/C,C):

CWnew = C'V[/old
case <1/C:

CWhew = maz(CWeyyg / 2, CWMIN)
}

value (CWMAX) so that its neighbors can have more chances to recover earlier
from backoff procedure and win access to the channel and vice versa. If a station
estimates that it has got only its fair share, it will hold onto its current contention
window size. In this algorithm, C' is a constant used to adjust the adaptability of
the algorithm. The smaller the value of C, the more aggressively is the contention
window size adjusted and vice versa. However, the choice of C' is rather limited. For
example, if we choose C' = 2, stations would not change their contention windows
when estimated FT is between (0.5,2) and the probability of collision may be high
when the number of competing stations is large and/or the load to the channel is

high. Influence of C will be investigated later.

4.2 Simulation Results and Discussions

As our algorithm has been designed with the following in mind:

e Support for both fixed and variable packet lengths (MACAW and p;;-persistent

CSMA do not support variable packet length);
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e Support both per-station fairness and per-stream fairness;

e The parameter C' is of interest and its effects need investigation;

e Tradeoff throughput for fairness, thus need to compare throughput and fair-

ness.

Therefore we need to investigate the algorithm completely to make sure that our al-
gorithm performs up to our expectation. Extensive simulation results are presented
in this section.

In our experiments, we investigate some configurations of wireless ad-hoc net-
works used in MACAW [26] and p;;-persistent CSMA [48]. These are the 4-station,
5-station and 6-station scenarios. They are shown in Figure 4.1, where arrow lines
indicate that there is traffic between stations and dashed lines indicate that the
stations are within communication reach of each other but no traffic flows between
them.

We assume a 1Mbps ideal channel with zero preamble and processing overhead
and a propagation delay of about 64 seconds. We have performed different sets
of simulations with OPNET Modeler/Radio and we compare our results with the
original IEEE 802.11 DFWMAC DCF protocol'. We investigate the performance

of the system for both fixed packet length and variable packet length.

'We use the specification for direct sequence spread spectrum (DSSS) where applicable.
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(b) 5-station

2
.
N
N
N

(c) 6-station

Figure 4.1: Network configurations
4.2.1 Fixed Packet Length

Table 4.1 lists the parameters used to generate the simulations results. As we
ignore the extra time incurred by hardware and software, the different interframe
spaces (IFSs) in IEEE 802.11 are reduced accordingly and they are also shown in

Table 4.1. Unless otherwise specified, all stations use fair share ¢ = 0.5.

RTS CTS DATA ACK
25-byte | 20-byte | 500-byte | 20-byte

CWMIN | CWMAX | C | backoff unit time
31 1023 | 1.1 6usec

DIFS | SIFS EIFS
12pusec | Ousec | 1.3msec

Table 4.1: Protocol configuration parameters
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In the 4-station scenario, station 1 and 3 generate Poisson traffic with the same
mean rate, and results are shown in Figure 4.2. Figure 4.2 shows that DEFWMAC
will have serious fairness problem when the offered load is high enough, which can
be explained as follows. Most of the time station 1’s transmission may coincide
with station 3’s transmission as they are hidden from each other. Station 2 will
not be able to receive station 1’s packet due to station 3’s concurrent transmis-
sion. However, station 4 can still receive station 3’s transmission successfully and
reply to station 3 thereafter. According to the binary exponential backoff (BEB)
scheme used in DFWMAC, a station’s contention window size will be doubled af-
ter each unsuccessful transmission and will return to the minimum value only if a
data packet is successfully transmitted. Therefore station 3 usually enjoys a much
smaller contention window and thus a statistically shorter backoff timer than sta-
tion 1. When the load is high, station 3 will capture the channel eventually. In our
backoff scheme, if station 3 overhears a few packets transmitted from station 2 (in
this case, either CTS or ACK packet), its estimation will show that it has obtained
more bandwidth share than it should and will increase its contention window size?
accordingly. With the ever increase of station 3’s contention window, station 1 will
get more chances to transmit packets to station 2. In the end, station 1’s through-
put can be balanced with station 3’s throughput, so this scheme can achieve far
better fairness than the BEB scheme. It should also be noted that in MACAW, even
after it has augmented the handshake to RRTS-RTS-CTS-DS-DATA-ACK (RRTS

stands for Request for RTS packet) with MILD backoff algorithm and backoff copy

2Here station 3 does not even need to know the fact that station 1 has packets for station 2.
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scheme, it still cannot solve the fairness problem that appears in this 4-station
scenario.

In the 5-station scenario, we investigate two cases. In the first case, each station
generates Poisson traffic with the same mean rate. For station 2, 3 and 4, each
has two active links to its neighbors. For each packet that is generated, each of
these stations will randomly choose a neighbor as its destination. For this case, we
consider per-station fairness only and aggregate the two links’ throughput as the
corresponding station’s throughput. The results are shown in Figure 4.3. Due to
symmetry, we show results for stations 1, 2 and 3 only. In this case, edge stations
(1 and 5) face less congestion and their packets are easier to get through. As
the binary exponential backoff always favors the last succeeding station, the edge
stations will get much higher throughput than other stations. Our scheme works
much better to achieve fairness because stations 1 and 5 will yield the channel to
other stations when they estimate that they have obtained more share than what
they should get.

In the second case, each station generates Poisson traffic for each link with the
same mean rate. Therefore, stations 2, 3 and 4, require equal fair share for each
of their links. We experiment with two situations. One is that stations 2, 3 and 4
still set ¢ = 0.5, the other is that these stations set ¢ = 0.67 which indicates that
they require two times the share of other stations as each of them has two active
links. The results are shown in Figure 4.4. The figure shows that even if stations
2, 3 and 4 do not increase their ¢, the modified algorithm can still achieve much

better fairness than DFWMAC. When they do increase the fair share ¢ to that of
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Figure 4.3: (a) Station throughput (original algorithm), (b) station throughput
(modified algorithm), (c) fairness index versus station offered load for the 5-station
scenario.
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Figure 4.3: (a) Station throughput (original algorithm), (b) station throughput
(modified algorithm), (c) fairness index versus station offered load for the 5-station
scenario. (contd.)
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a router (0.67), the fairness can be further improved.

In the 6-station scenario, each station generates Poisson traffic with the same
mean rate and results are shown in Figure 4.5. Due to symmetry, we show the
results for station 1 and 3 only. As there may be concurrent transmissions between
two pairs of edge stations (station 1 and 2, station 5 and 6), inner stations 3 and
4 suffer severe degradation in throughput as in the case of the original DFWMAC
protocol. Our estimation becomes somewhat inaccurate in this case because some
of these concurrent transmissions between edge stations may be interpreted as noise
by inner stations and will not be counted in the fair share estimation®. However,
our approach can still achieve far better fairness than DFWMAC.

All the simulations show that we tradeoff some throughput for fairness. As
our approach in fact encourages stations to participate in fair competition, some
channel bandwidth is lost due to the fact that more chances are given to those
stations in unfavorable locations to compete for the channel and thus possibility of
collisions increases.

Next, let us investigate how C' influences the fair index and throughput and
provide some insight on the choice of C'. Figure 4.6 shows that C has little influence
on the fairness index and throughput in the 4-station scenario. In fact, only two
stations are actively competing with each other in the 4-station scenario, therefore

collision resolution is relatively easy even though they are hidden from each other.

3 An anonymous reviewer of [21] suggested the use of carrier sensing instead of packet sensing
to tackle the problem. However, this approach is not accurate as well as no station knows if
the noisy period of the channel should be added to its own share or other stations’ share. In
addition, this approach requires constant monitoring of the channel and thus is not economical
from a power standpoint.
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Figure 4.4: (a) Link throughput (original algorithm), (b) link throughput (modified
algorithm, ¢ = 0.5 for all), (c) link throughput (modified algorithm, ¢ = 0.67 for
stations 2, 3 and 4), (d) fairness index versus station offered load for the 5-station
scenario.
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Figure 4.5: (a) Station throughput, (b) fairness index versus station offered load
for the 6-station scenario.



Chapter 4 62

Figure 4.7 shows how C influences per-station fairness in the 5-station scenario.
In this case, each station generates Poisson traffic with the same rate. The differ-
ence is that for stations 2, 3 and 4, each chooses randomly one of its two neighbors
as a packet’s destination. It shows that when C' = 2 or C' = 4, achieving stable
throughput is actually difficult when the load to the channel is high enough. The
estimation-based algorithm becomes unstable when C' increases and the fairness
index fluctuates. In addition, as a station does not update its contention window
size if its estimated fair index is within range of (1/C,C'), large values of C' may
lead to the station being stuck for a very long time with a small contention window.
In this case, the probability of collisions is very high, resulting consequently in a
low throughput.

Figure 4.8 and 4.9 show how C' influences per-stream fairness for the 5-station
scenario. Figure 4.8 refers to the case when all stations choose the same ¢ = 0.5
while Figure 4.9 refers to the case when stations 2, 3 and 4 choose ¢ = 0.67 if they
want their two links to be treated equally. We see once again that large values of C
result in unstability and low throughput when the load is high. When we compare
the aggregate throughput of stations 1, 2 and 3 with different ¢ and C' as shown in
Figure 4.10, we have an interesting finding that if we choose C' properly, increasing
¢ for stations 2 and 3 does not decrease the aggregate throughput of stations 1,
2 and 3 as the loss in station 1’s throughput is compensated by the increase in
stations 2 and 3’s throughput. This is a very desirable feature of the estimation

based algorithm.
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all)



Chapter 4

67

Individual link’s throughput

Individual link’s throughput

0.5

—©— Link 1->2
—— Link 2->1
—*— Link 2->3
—&— Link 3->2

0.4

0.3

0.2

1 1 1 1 1 1

0.5

0.1 0.2 0.5 1 2 5 10
Individual link’s offered load(C=1)

(a) Throughput(C=1)

—©— Link 1->2
—*— Link 2->1
—%— Link 2->3
—&- Link 3->2

0.4

0.2

&5 o

! T o

o
[

0.1 0.2 0.5 1 2 5 10
Individual link’s offered load(C=4)

(b) Throughput(C=4)



Chapter 4 68

15 T
- C=1
—>— C=1.1
—*— C=15
—~< C=2
01 & c=4
x 5
(5}
=}
£
[2]
0
[}
£
‘©
w
3
2
1
0.05 0.1 0.2 0.5 1 2 5 10

Individual link’s offered load

(c) Fair index

Figure 4.9: C’s influence on the 5-station scenario (per stream fairness, ¢ = 0.67
for stations 2, 3 and 4)
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Figure 4.11 shows that the influence of C' to fairness index and throughput
is consistent in the 6-station scenario. Besides, as stations in this network (6-
station) have more stations to compete with than in the previous configurations
(i.e., station 3 faces competitions from 3 neighbors and 2 hidden terminals), the
estimation based algorithm becomes unstable when C' > 1.5. From these sets of
simulations, we can conclude that smaller C's are usually favored as a station can
act more aggressively to changes in its estimated fair index and it is unlikely that
a station is stuck in a small contention window which can have negative effects
on throughput. Generally speaking, C' can be chosen to be equal to 1 or a little

fraction above to achieve optimal results.

4.2.2 Variable Packet Length

For the variable packet length case, we choose two types of data packet. One is
short data packet with total length of 50 bytes. The other is long data packet
with total length of 500 bytes. For the short data packets, the RTS/CTS access
method is not used. These two types may represent for example Telnet and FTP
traffic commonly carried in IP based networks. The data packet generator at each
station generates a short packet or a long one with equal probability. According to
the insight provided by previous subsection, we choose C' = 1. Other simulation
parameters remain unchanged.

The results for the 4-station scenario are shown in Figure 4.12. For the 5-station
scenario, we still investigate two cases. One is per-stream fairness whose results

are shown in Figure 4.13. The other is per-station fairness whose results are shown
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in Figure 4.14. The results for 6-station scenario is shown in Figure 4.15. All
these results show that the fairness problem sometimes is more severe with BEB
compared with the case for fixed packet length while the fair share based backoff
scheme can still achieve far better fairness than BEB.

The influence of C' is also investigated. The results for the 4-station scenario
are shown in Figure 4.16. The results for the 5-station scenario are shown in
Figure 4.17, 4.18 and 4.19. The results for the 6-station scenario are shown in
Figure 4.20. Again, small C is favored in all these cases as stations can be more
aggressive in adjusting their contention window and avoid being stuck in a small

contention window for a long time.

4.3 Summary

In this chapter, we defined a new fairness metric for wireless ad-hoc networks
incorporating both the idea of per-station and per-stream (or per-link) fairness and
pointed out that the target to achieve fairness is to minimize the fairness index thus
defined. We then proposed a different backoff scheme for IEEE 802.11 DFWMAC
DCF protocol, where each station adjusts its contention window according to the
estimated shares that other stations and itself have obtained. The new scheme
can support the case for variable packet length. Simulation results show that
this scheme can achieve far better fairness than the original backoff scheme of
DFWMAC, despite the fact that it sacrifices some throughput. As this scheme

does not assume any knowledge about the network’s topology and thus does not
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Figure 4.18: C’s influence on the 5-station scenario (per stream fairness, ¢ = 0.5
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require broadcast packets to disseminate information among stations, it is very

simple and can be easily overlaid in the existing DFWMAC protocol.
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Chapter 5

Conclusion

In this thesis, the characteristics of ad-hoc networks have been investigated in detail
and the challenges imposed on MAC protocol design have been identified. Existing
MAC protocols are inadequate to cater to the special needs of ad-hoc networks
and thus we have proposed two MAC protocols specifically designed for ad-hoc
networks.

One is the so-called priority based multiple access (PriMA) protocol, the other
is the fair share based multiple access (FSMA) protocol. As these two protocols
combine carrier sensing with optional RTS/CTS exchange to combat the hidden
terminal problem, they can achieve good throughput. Additionally, both of them
can provide better support for ad-hoc routing. In PriMA, stations that act in
router’s capacity can set a finite delay requirement for their packets (e.g. packets
carrying routing information) to gain higher priority in accessing the channel and
to have their packets delivered before others. In FSMA, routers can set a larger

pre-defined fair share, which will enable them to send more packets than other
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normal stations if they want to.

The PriMA protocol can also be incorporated in an overall QoS architecture
which can make use of PriMA’s support for mixed types of traffic while the FSMA
protocol provides a simple and effective solution to the fairness problem encoun-
tered in most existing MAC protocols. Both protocols’ performances have been
evaluated using computer simulations and results have shown that they are promis-
ing MAC protocol candidates for ad-hoc networks.

Future investigation will concentrate on the interaction between the MAC layer
and the network layer, notably by trying to identify how routing protocols may
be modified to exploit the special services provided by the PriMA and FSMA

protocols.
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Appendix A

PriMA Protocol Specification

This appendix specifies PriMA protocol in pseudo-code, which closely matches

OPNET Modeler/Radio’s Proto-C programming paradigm.

A.1 Variable Definitions

CS Carrier Sensed
T; Maximum one-hop channel propagation delay

Tiype Time to transmit a packet of type type where type can be either RTS, CTS,
DATA or ACK

Theiay Allowed delay time before a reply to an RTS packet is sent. This is a value
carried in the RTS packet’s header.

Tiesr Time left for a rtPacket to be delivered; when Tj.y is less than a threshold,
the corresponding rtPacket will be discarded.

Trnar Maximum time to complete one successful RTS-CTS-DATA-ACK transmis-
sion

Toccess Time required to sense the channel idle before transmitting an RTS packet

Thefer © The longest time that a station should defer access to the channel when
“detecting” collisions.
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Tunit : Time used as a scaling factor to map packet delay requirement to backoft
time

Niost Number of packets discarded during a session
Ngeny Number of packets sent during a session

PLR Packet loss ratio (QoS requirement), obtained from upper layers (e.g., session
management layer).

rtPacket Data packet with QoS parameters specified

nrtPacket Data packet without any QoS parameters specified

A.2 Requirements and Assumptions

TTtS > 2*Td

Tcts > Trts + 2 % Td

Tmax = Trts + 2% Trts + Tcts + Tdata + Tack + 4 x Td

Tdefer = Tdata + 3 Td
Mazxtimer = 800

Tunie = 20 x Ty

A.3 Algorithm

proc Init()
{
Timer < Tyeper
Set PersistentWait Flag
Reason = INIT
call Dispatch()

}

proc Dispatch()

{
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while (No event and no local packet) Wait,
if (Packet received) call ProcPacket()
if (CS) call ProcChannel()
if (Timeout) call ProcTimeout()
if (Local packet) Enqueue packet
if (No event and queue not empty)
call SchedAccess()
call Dispatch()

}

proc SchedAccess|()
{
if (nrtPacket or rtPacket with Tj.z > 1 sec)
Taccess =2 Td
else {
if (Tle ft > 0)
Taccess = 7jleft - (Nlost — PLR % Nsent) * Tmaz
if (Taccess < O) Taccess =0
else Taccess = 2% Td/| 10g2 (Taccess/2)|
}

Timer « T, cess
Reason = ACCESS
call Dispatch()

}

proc SchedBackoff()
{
if (nrtPacket or rtPacket with Tjep/Tynie > Maxtimer)
Tbackoff = U(O, Maxtimer) * 2Td
else {
Tbackoff = U(O, irleft/Tunit) * 21 g
}
}
Timer «+ Tbackoff

Reason = BACKOFF
call Dispatch()

}

proc ProcPacket()
{
switch (Packet type) {
case RTS:
if (PersistentWait flag set) Restore previous timer
else Timer «— min(7 4, in this RTS, time left to send
pending CTS (if any) by either local or other stations)
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case CTS:

if (destID == locallD) {
Send data packet
Timer «— 2 x T}
Reason = WAITREPLY

} else {
Timer < Tyefer
Reason = WAITOTHERS
Set PersistentWait flag

}

case DATA:

if (destID == locallD) {
Pass packet to upper layer
Send ACK packet
Timer «— 2 x T}
Reason = WAITREPLY

} else {
Timer « Ty + 2 % Ty
Reason = WAITOTHERS
Set PersistentWait flag

}
case ACK:

}
call Dispatch()

if (destID == locallD) Remove local packet from queue

}

proc ProcChannel()

{
Wait channel to become idle
Timer « Tyefer
Reason = WAITOTHERS
Set PersistentWait flag
call Dispatch()

}

proc ProcTimeout()
{
switch (Timeout reason) {
case INIT:
Clear PersistentWait flag
case ACCESS:
if (nrtPacket) Tgeray = 2 % Trts
else {
if (,Tleft/Tmaz > 2) Tdelay = 2% Thys
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} else Tdelay = (Eeft/Tmax) * Trys
Set Tyeiqy in RTS packet and send it out
Timer « Tyeqy + 2 % 1g
Reason = WAITREPLY
case WAITREPLY:
if (Wait for CTS or ACK packet)
call SchedBackoff()
case PENDINGCTS:
if (my turn to send CTS packet) {
Send CTS packet
Timer « 2 % Ty
Reason = WAITREPLY
} else {
Timer « T + 2% Ty
Reason = WAITOTHERS
Set PersistentWait flag
}
case WAITOTHERS:
Clear PersistentWait flag
if (Not queue empty) call SchedBackoff()

}
call Dispatch()



