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ABSTRACT

The provenance of data has recently been recognized aslcentr
the trust one places in data. It is also important to anratatio
data integration and to probabilistic databases. Threkshops have
been held on the topic, and it has been the focus of seveednes
projects and prototype systems. This tutorial will attenopprovide
an overview of research in provenance in databases withus foe
recent database research and technology in this area. (Rbisat
is aimed at a general database research audience and & pdupl
work with scientific data.
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1. IMPORTANCE OF DATA PROVENANCE

In computer science, provenance — also called lineage adid pe
gree — describes the source and derivation of data. Foacisjfthe
importance of provenance has long been recognized beddicse i
help to determine the authenticity of a work, to establighhtstori-
cal importance of a work by suggesting other artists who triglve
seen and been influenced by it, and to determine the legiyiofamr-
rent ownership” [14]. Electronic or digital artifacts are different; a
record of provenance is essential to the trust one placestén Many
scientific data sets are the result of complex analyses arations.
Keeping a complete record of how the computation was pegdrm
is essential: (a) to ensure repeatability, (b) to catalegrésult, (c)
to avoid duplication of effort, and (d) to recover the soudega from
the output data. In curated databases, data elements anecoftied
from one database to another. A knowledge of where a dateeatlem
has come from is essential in assessing the quality of tlebdae.
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In addition, provenance has recently been shown to be impbrt
to understanding the transport of annotation in databasesyito
data integration, to view update and maintenance, and tzapitistic
databases.

In this tutorial, we shall (1) provide a general overview obye-
nance, (2) describe some earlier research on provenancshamd
in detail how provenance has been used in various databadie ap
cations, (3) show some emerging connections between paoeen
models and other areas of database research, and (4) dsmuss
requirements of what make good provenance recording ayreali

2. TUTORIAL OUTLINE

2.1 Part 1: Overview of Provenance

We describe two general approaches that have been usedid+rec
ing provenance. The most general approach to provenance iso
which one records a complete history of the derivation of salata
set. This is calledvorkflowor coarse-grainprovenance. This may
involve not only tracking the interaction of programs, bisoathe in-
volvement of external devices such as sensors, camerakesrdzita
collecting equipment. It may also involve a record of humater-
action with the process. A proper record of workflow provergan
is essential in many scientific experiments as it enablesraxpnts
to be systematically repeated and validated by others. Saiatng
work in this area [18, 25, 23, 17] concentrates largely orstfavare
architectures needed to record provenance when the comigooke
the system are treated as black boxes. See [4, 16] for suthays
deal largely with workflow provenance.

Fine-grain provenance, the focus of this tutorial, is an account of
the derivation ofpart of the resulting data set. For example, if the
resulting data set is a relational database, the fine-gtgrevenance
of a tuple in the relational database could be a tuple or a elata
ment in the source. Why should one be concerned about firleegra
provenance when it is — presumably — derivable from the wonk?|
There are several reasons.

e In most cases, the entire workflow may be extremely compli-
cated, but the derivation of the component of interest mag ha
a simple explanation. For example, it may simply have been
copied from somewhere.

e The whole workflow may not be available.

e The simplest characterization of the “workflow” may be thg lo
or record of actions on individual components of the databas
This is true of manually curated databases, which we shall di
cuss later.

Within fine-grain provenance, there is a further importastinc-
tion described in [8]. This isvhere andwhy-provenance. In many
cases, the effect of a query is simply to copy a data element fr



some source to some target databad¢hereprovenance is simply
the identification of the source elements where the dataeiiaiget

is copied from. Invhy-provenance, one keeps, in addition, the justifi-
cation for the element appearing in the output. To see tlierdiice,
consider the following SQL query over two relations Emp(ssme,
deptid) and Dept(id, dname).

sel ect Enp. nane, Dept.dnane
from Enp, Dept
wher e Enp. deptid = Dept.id

Assuming that (Kim, CS) is in the result of executing the gutre
where-provenance of “Kim” is the name attribute of some Eombet
(whose value is “Kim”). The identity of which Emp tuple whose
value is “Kim” is made precise by the why-provenance of (K®%).
The why-provenance of (Kim, CS) involves (1) the SQL quend a
(2) atuple from Emp and a tuple from Dept with the followingp+
erties: They agree on the deptid value (i.e., they satisfytrer e
clause of the query), the name attribute of the Emp tuple isn"K
and the dname attribute of the Dept tuple is “CS”.

2.2 Part 2: Applications of Provenance

We shall first review some research work on provenance in the
1990s [21, 24], as well as early 2000 [11, 8].

Wang and Madnick [21] proposed the polygen model and alge-
bra where results of queries can carry along source afifmiti.e.,
provenance as a form of annotations) in each column of eaub.tu
The polygen algebra was not formally studied but it has espsev-
eral subsequent research work (e.g., [9, 19, 2]). WoodndfStone-
braker [24] first proposed the idea of building the capapitif re-
trieving fine-grained provenance into a database managesystem
when results of queries are not annotated with provenartoar ifea
was to allow the programmer to defimeeak inversegor the func-
tions defined in their code. Intuitively, a weak inverse, whgplied
to some data element in the result of a function returns sqpea-
imation to the provenance that is associated with the fanctiA
separate verification phase is used to verify the informatésurned
by a weak inverse. Cui et al. [11] studied the problem of catiingu
provenance (without using weak inverses) by analyzing {hera
tions of the relational algebra and its extensions. The wbft1] is
later re-examined in [8], in the context of a tree data model.

After reviewing these research work, we examine some agplic
tions of provenance models and provenance recording (desdoe-
low) that were made in subsequent years. The first two are @ram
of systems that simply record provenance for the reasonsioned
above — as an essential component of data quality.

Systems that record workflow provenance Although this is not
the focus of this tutorial, we briefly mention a few relevagstems
that record workflow provenance. The systems we overvieirane
recent work on workflow provenance [4, 18, 25, 23, 17].

Curated databases We describe how provenance has been used in
manually curated databases. In particular, we review arentevork

[6] that record fine-grained provenance using some simpigces-
sion techniques. They have also shown that the space odefbiea
doing so is acceptable.

Annotation. Annotation of data is the process of adding to or “mark-
ing up” existing data, sometimes irad hocfashion. One would like
annotations to be propagated from source to output in aregste
way and one application is to capture provenance, as in [2Epome
applications such as [3], it is also desirable to have atiootsprop-
agated from output to source. We review a few recent resebath
studies various theory and systems issues associatedrafthgating
annotation of data from the source to the output, based arepeamce
[9, 19, 2, 12].

Probabilistic databases Here, we review a recent application of
provenance to probabilisitic databases (also known adds¢s with
uncertainty) [1]. Provenance was used to determine whétkesources
of tuples in the result of a query are independent. It was shibvt
the provenance of tuples can help correctly capture thefqmissi-
ble instances in the result of a probabilistic query. Thieegch was
done as part of the Trio project [22], where the goal is to ryardata,
provenance of data and uncertainty of data as one integsgseim.

Data Sharing and Data integration Provenance has also been used
in Orchestra [15, 20], a collaborative data sharing systedescribe
trust policies. Updates are associated with provenancenvation

to allow the system to prioritize updates. Provenance teslzen
used to describe relationships between source and tatgehdadata
exchange or integration scenario, for the purpose of utalatsg
and debugging the specification of the integration systebh [1

2.3 Part 3: Other emerging applications

In this part of our tutorial, we describe some emerging cotiors
between provenance and other areas of database research.

Updates. The update sublanguage of SQL is normally regarded as
theoretically uninteresting because it only expressestoamations
that are already expressible in SQL's query language. Herethen
viewed as languages that also manipulate provenance, eufatat
guages are more expressive [7]. Given a taB(el, B) with tuples
{(1,2), (8,9)}, consider the following SQL expressions:

sel ect = update R delete fromR
fromR set B=5 where A =1;
where A <> 1 where A=1 insert into R
uni on val ues (1,5)
select A, 5 as B

fromR

where A=1

All three expressions produce the same “result”, but thegitier

on the provenance that one would naturally ascribe to thegatu-
ples and data values in the source. Can we use provenaneedndh
ysis of update languages? Also, suppose we use one querfirie de
a transformation of the database and another, indepengigerty to
describe the provenance associated with this transfasmafihat is,
the provenance is explictly defined by a query. Under whauair
stances is explicit provenance captured by the impliciv@nance
semantics of an update language?

Trust in data sharing and view maintenance.Provenance is central
to trust in data sharing and integration, but how can trusfaatified
or formally described? Recent work on provenance semirih8k
models provenance as semirings of polynomials. It is a pogi
approach for describing trust and may also be useful in réago
about recursive view maintenance.

Workflow provenance. Returning to workflow provenance, some in-
teresting recent work [5] breaks the “black-box” assumpirowork-
flow provenance on streaming data, giving a form of fine-gpagve-
nance in a temporal dimension. For example if we know thatlangl
window computation is being performed, we know that a vatuiné
output stream depends only on a segment of the input stream. C
versely, it should be possible to extend accounts of whereegmance

in query languages to deal with aggregating functions. kample,

a data value produced by a sum in a SQL group-by depends on a
limited number of values in a column on the source languafe. |
common framework for stream languages and query languages ¢
be found, it may be possible to unite the two notions of pravee.



3. PROVENANCE IN CONTEXT

Time permitting, we shall also discuss what is needed to make
good provenance recording a reality.
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e Data models.How do we prepare our databases so that prove-
nance data is intrinsic to the schema rather than an external
annotation?

e Archiving. Databases change. If we are recording the prove- [10]
nance of a data element that was derived from some database,
then it is important to keep the state of the database atrtiee ti
the derivation took place.

e Capturing user behavior. In curated databases, data elements
are often entered by copying from some web page and pasting [12]
it into some other web or forms interface to a database. This
action takes place through the user interface, and it istiyi
where provenance information is lost. How do we improve
these interfaces to be “provenance-aware”?

e Extending query languages. As we have seen, queries that
are equivalent in that they produce the same output may not be
equivalent in the provenance they convey. Do we need more

sophisticated query languages, or should we be content with [14]

annotating existing query languages?

e Aggregate and non-monotonic queriesMost research work

on provenance have focussed on queries that do not involve

negation and arbitrary functions. What provenance inféiona
should be captured for such queries?
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