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Abstract

The last few decades have seen the emergence of formal methods for the modeling and anal-
ysis of hardware and software systems. The formal models of such systems are finite state
automata, also known as labelled transition systems. A state of a system is a vertex in an
automaton, labels represent inputs and labelled edges represent state transitions. Finite state
automata may be deterministic, non-deterministic or probabilistic. The formal analysis of sys-
tems can take various forms, such as, (a) verifying that a model of a system has a certain
behavior, (b) checking whether two or more models can be composed to produce some desired
behavior, (¢) synthesizing an implementation from a specification, (d) whether one model sim-
ulates another, in that all the behaviors of the second model are also present in the first or if
two models are bisimilar, in that they produce identical behaviors.

In this thesis, we have two concerns. Our first concern is the quantitative generalization
of simulation and bisimulation, of systems modeled as two-player stochastic games. Stochastic
games are generalizations of probabilistic automata. At every state, one or more players have a
choice of moves. The state and the player moves determine a probability distribution over the
successor states. In transition systems, simulation is a reflexive, transitive relation that relates
pairs of states, such that, all formulas in a boolean logic that can be satisfied from one state are
also satisfied in the other. If the relation is symmetric, it is an equivalence called a bisimulation
relation.

For probabilistic systems, these relations are too coarse; states that have transition probabil-
ities that are close to each other will not be part of the relations. This motivates the quantitative
generalizations of these relations via metrics, that give a distance between states, taking values
in an non-singleton real interval. The kernel of these metrics, which are states that are at a dis-
tance of zero, are the relations. These metrics are logically characterized by quantitative logics;
states that are close in the metric, have close valuations of any formula in the characterizing
logic. Such generalizations have been studied for Markov chains and Markov decision processes.
We extend those results to two-player stochastic games.

Our second concern is to show the usefulness of modeling systems with non-determinism,
as games. We do this through two applications. The first is synthesizing resource managers in
the context of scheduling multi-threaded C programs and the second is devising strategies to
increase coverage in the testing of multi-threaded C programs. The contributions of this thesis
are, (a) a definition of metrics for two-player stochastic games, (b) a logical characterization of
game metrics in terms of the quantitative p-calculus, a specification language that captures all
w-regular objectives, (c) algorithms and computational issues for game metrics and the relations
they induce, (d) applications highlighting the usefulness of game models in the formal analysis
of systems.
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1 Introduction

The last few decades have seen the emergence of formal methods for the modeling and analysis
of hardware and software systems. A formal model of such systems is finite state automata, also
known as labelled transition systems. A state of a system is a vertex in an automaton, labels,
also called actions, represent inputs and labelled edges represent state transitions. Finite state
automata may be deterministic; the transition relation is a function that maps every state action
pair to a unique successor, non-deterministic; the transition relations maps every state action pair
to one or more successors, or probabilistic; where the transition relation is a function that maps
every state action pair to a probability distribution over the successor states.

The formal analysis of systems can take various forms, such as, (a) verifying that a model of
a system has a certain behavior, (b) checking whether two or more models can be composed to



produce some desired behavior, (¢) synthesizing an implementation from a formal specification, such
that all the behaviors in the specification are also present in the implementation, (d) whether one
model simulates another, in that all the behaviors of the second are also present in the first or if two
models are bisimilar, in that they produce identical behaviors. Given an initial state, we define the
behavior of a system as a set of paths that can be induced from that state; a path being a sequence
of states. A property of system behavior is then a property of such paths. The specification of
these properties requires a logic, such as LTL or CTL [46, 40, 41], and their verification requires a
model checker [11, 10, 47], which is a decision procedure that checks the validity of statements in
the logic.

To verify that a property ¢ holds on all paths of a system, model checking is tantamount to
an emptiness check on the automata product of the implementation and the negated property —;
the automata being non-empty indicates the existence of a path along which ¢ does not hold.
The problem of checking whether two or more models can be composed to produce some desired
behavior has been studied in [14, 18]. This has lead to the development of Interface Theories
where systems are modeled in terms of their interaction with an environment. This in turn has
lead to the analysis of composability, which asks the question “is there an environment which
can instantiate the components of a system, satisfying some properties of system behavior?”. The
problem of synthesis is the dual of the verification problem, where we seek to use the specification to
synthesize a system that is correct by construction, satisfying all the properties of the specification,
obviating the need for verification.

In this thesis, our first concern is with the problem of equivalence and refinement in formal
analysis. The refinement of two states is expressed by a relation, called the simulation relation.
One state simulates another, if for every transition that can be taken from the second, there exists
a transition that can be taken from the first (the simulating state), such that the destination states
are in the same simulation relation. The simulation relation is reflexive and transitive. If in addition
the relation is symmetric, then it is called a bisimulation relation. If two states are bisimilar, then
they are considered equivalent. We note that in all transition systems, these relations classify states
qualitatively; given two states, they are either in the relation or they are not. The usefulness of these
relations stems from their logical characterization. A logic characterizes a bisimulation relation iff
all formulas expressible in the logic carry the same truth value in bisimilar states. Similarly, a logic
characterizes a simulation relation iff all formulas that hold in one state also hold in its simulating
states.

In the case of probabilistic systems, since transitions are probabilistic, a natural failing of these
relations is that two states that have dissimilar transition probabilities, but where the probabilities
are very close to each other will end up not being in the relation. We would therefore like a metric,
which maps every pair of states to a real number in an interval, say the unit interval, called their
state distance, such that two states that are close in their transition probabilities should be close
to each other in distance. Further, since the underlying model we consider is probabilistic, we
would like our metric to be logically characterized by a quantitative logic; where every formula
is a mapping from the states to a value in the unit internal giving the maximum probability of
satisfying the formula at each state. For (finite-branching) transition systems, and for the class of
properties ® expressible in the u-calculus [37], state equivalence is captured by bisimulation [44];
for Markov decision processes, it is captured by probabilistic bisimulation [49]. This means that
for quantitative properties, the metric provides a tight bound for how much the value of a property
can differ at states of the system, and provides thus a quantitative notion of similarity between



states. Given a set ® of properties, the metric distance of two states s and ¢ can then be defined as
Sup,eq |¢(s) —¢(t)]. Metrics for Markov decision processes have been studied in [21, 54, 55, 23, 24].
Further, the metrics and relations are connected, in the sense that the relations are the kernels of
the metrics (the pairs of states having metric distance 0). The metrics and relations are at the
heart of many verification techniques, from approximate reasoning (one can substitute states that
are close in the metric) to system reductions (one can collapse equivalent states) to compositional
reasoning and refinement (providing a notion of substitutivity of equivalents).

We extend the results on metrics for Markov decision processes by introducing metrics and
equivalence relations for concurrent games, with respect to the class of properties ® expressible in
the quantitative p-calculus [16, 42]. We consider two-player games played for an infinite number of
rounds over finite state spaces. At each round, the players simultaneously and independently select
moves; the moves then determine a probability distribution over successor states. These games,
known variously as stochastic games [51] or concurrent games [13, 1, 16|, generalize many common
structures in computer science, from transition systems, to Markov chains [34] and Markov decision
processes [20]. The games are turn-based if, at each state, at most one of the players has a choice
of moves, and deterministic if the successor state is uniquely determined by the current state, and
by the moves chosen by the players.

Our second concern in this thesis is to show the usefulness of game models for the formal analysis
of systems. We do this through two applications. The first is synthesizing resource managers in
the context of scheduling multi-threaded C programs [19] and the second is devising strategies
to increase coverage in the testing of multi-threaded C programs. The problem of testing multi-
threaded Java programs by targeting coverage has been studied in [6, 28]. We propose to use some
of the ideas in those papers and extend them to do coverage driven testing for multi-threaded
C programs. The contributions of this thesis are, (a) a definition of metrics, as the quantitative
generalization of the classical simulation and bisimulation relations, for stochastic games. (b) a
logical characterization of game metrics in terms of the quantitative pu-calculus, a specification
language that captures all w-regular objectives. (c) algorithms and computational issues for game
metrics and the relations they induce. (d) applications highlighting the usefulness of game models
in the formal analysis of systems.

1.1 Thesis statement
Our thesis is the following.

Stochastic games provide a powerful generalization for the analysis of systems. Metrics and re-
lations in stochastic games generalize simulation and bisimulation in transition systems and provide
a robust mechanism to study approrimate behavioral equivalences and refinement.

It has been shown that for systems with uncertainty, where non-deterministic choice is replaced
with a probability distribution over the non-deterministic successors, exact behavioral equivalence
and refinement is too strict and is not tolerant to errors in measurement, which may cause transi-
tion probabilities to vary ever so slightly. Metrics have been proposed [22, 54| as the quantitative
generalization of exact equivalence and refinement in probabilistic systems. We propose to gener-
alize this to the case of concurrent stochastic games. We show that many systems with uncertainty
are suitable for modeling as games between autonomous agents or players. In the formal analysis
of such game models, while many questions related to model checking and synthesis have been



addressed, the important case of simulation and bisimulation relations and their generalizations
have not been addressed so far. In this thesis, we develop the theory of approximate behavioral
equivalence and refinement to close this gap in the formal analysis of game models while showing
the usefulness of such models to analyze systems with uncertainty.

1.2 Outline of the proposal

We propose two complementary lines of work. We first develop the theory of approximate behavioral
equivalence and refinement generalized to two player concurrent stochastic games. We then describe
applications that benefit by game models and argue that at the very least the kernels of the metrics
we define, which are states that have a metric distance of zero, can be used for state space reduction
of these models. We postulate that several new applications in emerging domains such as bio-
informatics, where researchers are beginning to use probabilistic process models and approximate
bisimilarity, lend themselves to game models, and will hence benefit by our results. Towards this
end, in Section 2, we report on our work so far on metrics, their logical characterization, their
computational issues and algorithms [17, 9]. We then describe an application for efficient resource
management in multi-threaded C programs, that can be used to avoid deadlocks while ensuring all
threads make progress [19]. In Section 3, we discuss work that remains to be done for this thesis
and provide a timeline that roughly spans this academic year. We conclude in Section 4.

2 Results so far

In this section we review our results so far. We introduce metrics for stochastic games. We state
that the metrics are logically characterized by the quantitative p-calculus (gu); the metric distance
between states provide a tight bound for the difference in valuation of all formulas expressed in qpu.
We state that the metrics are reciprocal; in that the distance between two states remains unchanged
under a change in players and canonical; the metrics also provide a bound for the difference in values
of discounted and long-run average games. We then describe algorithms and computational issues
of the metrics and showcase an application of game models for the efficient management of resources
in multi-threaded C programs. The work presented in this section is based on results published in
[17, 9, 19]. We first introduce a set of definitions.

2.1 Definitions

Valuations. Let [01,02] C IR be a fixed, non-singleton real interval. Given a set of states S,
a valuation over S is a function f : S + [01,02] associating with every state s € S a value
01 < f(s) < 602; we let F be the set of all valuations. For ¢ € [01, 62], we denote by c the constant
valuation such that c(s) = ¢ at all s € S. We order valuations pointwise: for f,g € F, we write
f<giff f(s) <g(s)at all s € S; we remark that F, under <, forms a lattice. Given a,b € IR, we
write a LI b = max{a, b}, and a b = min{a, b}; we extend M, LI to valuations by interpreting them
in pointwise fashion.

Game structures. For a finite set A, let Dist(A) denote the set of probability distributions over
A. We say that p € Dist(A) is deterministic if there is a € A such that p(a) = 1. We assume a
fixed, finite set V of observation variables.



A (two-player, concurrent) game structure G = (S, [-], Moves,I'1,I's, §) consists of the following
components [1, 13]: A finite set S of states. A variable interpretation [-] : V +— S — [01, 03],
which associates with each variable v € V a valuation [v]. A finite set Moves of moves. Two move
assignments I'y,Tg: S s 2Moves \ (). For i € {1,2}, the assignment I'; associates with each state
s € S the nonempty set I';(s) C Moves of moves available to player ¢ at state s. A probabilistic
transition function &: S x Mowves?® — Dist(S), that gives the probability §(s, a1, az)(t) of a transition
from s to t when player 1 plays move a; and player 2 plays move as.

At every state s € S, player 1 chooses a move a; € I'1(s), and simultaneously and independently
player 2 chooses a move as € I'y(s). The game then proceeds to the successor state t € S with
probability 0(s, a1, a2)(t). We let Dest(s,a1,a2) = {t € S| é(s,a1,az2)(t) > 0}. The propositional
distance p(s,t) between two states s,t € S is the maximum difference in the valuation of any
variable:

p(s,t) = max([v](s) — [v](£)).

The kernel of the propositional distance induces an equivalence on states: for states s,t, welet s = ¢
if p(s,t) = 0. In the following, unless otherwise noted, the definitions refer to a game structure
with components G = (S, [-], Moves,'1,T'2, ). We indicate the opponent of a player ¢ € {1,2} by
~ 1 =3 —i. We consider the following subclasses of game structures.

Turn-based game structures. A game structure G is turn-based if we can write S = S U .Sy
with S1 NSy = () where s € S7 implies |T'2(s)| = 1, and s € Sy implies |[I'1(s)| = 1, and further, if
there is a special variable turn € V, such that [turn|s = 01 iff s € Sy, and [turn]s = 6y iff s € Ss.
Markov decision processes. For i € {1,2}, we say that a structure is an i-MDP if Vs € S,
ITwi(s)| = 1. For MDPs, we omit the (single) move of the player without a choice of moves, and
write (s, a) for the transition function.

Moves and strategies. A mized move is a probability distribution over the moves available
to a player at a state. We denote by D;(s) C Dist(Moves) the set of mixed moves available to
player i € {1,2} at s € S, where:

D;(s) = {D € Dist(Moves) | D(a) > 0 implies a € T';(s)}.

The moves in Moves are called pure moves. We extend the transition function to mixed moves by
defining, for s € S and x1 € D(s), z2 € Da(s),

S(s,x,ma)(t) = D> Y d(s,a1,a9)(t) - 21(ar) - za(az).

a1€l1(s) a2€l2(s)

A path o of G is an infinite sequence sg, 1, So, ... of states in s € S, such that for all £ > 0, there
are mixed moves 2§ € Dy (s) and x5 € Do(sy,) with (sp, 2%, 25)(sp11) > 0. We write ¥ for the set
of all paths, and >s the set of all paths starting from state s.

A strategy for player i € {1,2} is a function m; : ST — Dist(Moves) that associates with every
non-empty finite sequence o € Q of states, representing the history of the game, a probability
distribution 7;(0), which is used to select the next move of player i; we require that all o € S* and
states s € S, if m;(0s)(a) > 0, then a € T';(s). We write II; for the set of strategies for player ¢. Once
the starting state s and the strategies m; and s for the two players have been chosen, the game is
reduced to an ordinary stochastic process, denoted Gs*™, which defines a probability distribution
on the set Y of paths. As usual, we can compute expectations Eg*"2(-) of measurable functions,



and probabilities Pr71™2(-) of events (measurable sets of paths) with respect to this process. For
k>0, we let X : 3 — S be the random variable denoting the k-th state along a path.

One-step expectations and predecessor operators. Given a valuation f € F, a state s € S,
and two mixed moves x; € Di(s) and xza € Ds(s), we define the expectation of f from s under
w1, 29 by ESV"(f) = Y ,cq (s, 21, 22)(t) f(t). For a game structure G, for i € {1,2} we define the
valuation transformer Pre; : F +— F by, for all f € F and s € S,

Pre;(f)(s) = sup inf  EXV*2(f).
2,€D;(s) ui€Di(s)

Intuitively, Pre;(f)(s) is the maximal expectation player i can achieve of f after one step from s:
this is the standard “one-day” or “next-stage” operator of the theory of repeated games [29].

2.2 Metrics for concurrent games

We develop a metric on states of a game structure that captures an approximate notion of equiv-
alence: states close in the metric yield similar values to the players for any winning objective.
Specifically, we develop a bisimulation metric [~4] € M such that for any game structure G' and
states s,t of G, the following continuity property holds:

[~g](s,t) = sup [[@](s) = [£] (1) - (1)

e
In particular, the kernel of the metric, that is, states at distance 0, are equivalent: each player can
get exactly the same value from either state for any objective. The metrics are invariant under a
change of player; we say they are reciprocal. Reciprocity is expected to hold since the underlying
games we consider are determined —for any game, the value obtained by player 2 is one minus the
value obtained by player 1— and yields canonical metrics on games.

Thus, our metrics will generalize equivalence and refinement relations that have been studied
on MDPs and in the deterministic setting. Metrics of this type have already been developed for
Markov decision processes (MDPs) [54, 23]. We first consider the case of MDPs and turn-based
games.

2.2.1 MDPs and turn-based games

We consider the case of 1-MDPs; the case for 2-MDPs is symmetrical. Throughout this subsection,
we fix a 1-MDP (S, [-], Moves,T'1, T, 0). Before we present the metric correspondent of probabilistic
simulation, we first rephrase classical probabilistic (bi)simulation on MDPs [38, 33, 49, 50] as a
fixpoint of a relation transformer. As a first step, we lift relations between states to relations
between distributions. Given a relation R C S x S and two distributions p,q € Dist(S), we let
p Er ¢ if there is a function A : S x S — [0, 1] such that:

o A(s,s') > 0 implies (s,s') € R;
o p(s) = ycgAls,s) for any s € S;
o q(s') =3 ,cqA(s,s) for any s’ € S.



To rephrase probabilistic simulation, we define the relation transformer F : 25%5 — 25%5 a5 follows.
For all relations R C S x S and s,t € S, we let (s,t) € F(R) iff

s=t A Vr1€D1(s). Fyie€Di(t) . d(s,z1) CTr (¢, v1), (2)

for all states s,¢ € S. Probabilistic simulation is the greatest fixpoint of (2); probabilistic bisimu-
lation is the greatest symmetrical fixpoint of (2).

To obtain a metric equivalent of probabilistic simulation, we lift the above fixpoint from relations
(subsets of S?) to metrics (maps S? — IR), defining a metric transformer H ;%PP : M — M. For
all d € M, let D(6(s,x1),0(t,y1))(d) be the distribution distance between (s, x1) and §(t, y1) with

respect to the metric d. For s,t € S, we let

H;O%Dp(d)(s,t) =p(s,t) U sup inf  D(d(s,21),d(t,y1))(d) . (3)
z1€D1(s) y1€D1(t)

In this definition, the ¥ and 3 of (2) have been replaced by sup and inf, respectively. The simulation
metric is defined as the least fixpoint of (3) and the bisimulation metric is defined as the least
symmetrical fixpoint of (3).

For a distance d € M and two distributions p, ¢ € Dist(S), the distribution distance D(p,q)(d)
is a measure of how much “work” we have to do to make p look like g, given that moving a unit of
probability mass from s € S to ¢t € S has cost d(s,t). This distance is defined via the trans-shipping
problem [54], as the minimum cost of shipping the distribution p into ¢, with edge costs d. Since the
trans-shipping formulation is a linear program and since strong duality holds for linear programs,
we use the dual form of the trans-shipping formulation and define our metric as follows,

HIMPP(d)(s,t) =p(s,t) U sup  inf  sup (E'(k)—EY(k)). (4)
21€D1(s) y1€D1(t) keC(d)

The constraint C(d) on the valuation k, states that the value of k across states cannot differ by
more than d. We call the metric transformer H;%DP the a posteriori metric transformer: the
valuation k in (4) is chosen after the moves z1 and y; are chosen. We can define an a priori metric

transformer, where k is chosen before x1 and yy:

HIMPP(d)(s,t) =p(s,t) U sup  sup  inf (EZ'(k)—E¥(k)) . (5)
keC(d) z1€D1(s) y1€D1(t)

Intuitively, in the a priori transformer, first a valuation k& € C(d) is chosen. State s chooses a
move x1, trying to maximize the difference in expectations, and state ¢ chooses a move y;, trying
to minimize it. The distance between s and ¢ is then equal to the difference in the resulting
expectations of k.

Theorem 1 below states that for MDPs, a priori and a posteriori simulation metrics coincide.
Theorem 1 For all MDPs, H!MDPP — [ 1MDP

post prio

2.2.2 Concurrent games

We now extend the simulation and bisimulation metrics from MDPs to general game structures. A
posteriori metrics are defined via the metric transformer Hr, : M +— M as follows, for all d € M



and s,t € S:

Hr, (d)(s,t) =[s=t]U sup inf sup inf  D(d(s,x1,x2),0(t,y1,Y2),d)
x1€D, (S) y1E€D1(t) yQEDQ(t) :EQE'DQ(S)

=[s=t]U sup inf  sup inf  sup (E3V"2(k) —E{"*(k)). (6)
21€D1(s) y1€D1(t) y2€D2(t) x2€D2(s) keC(d)

A priori metrics are defined by bringing the sup;, outside. Precisely, we define a metric transformer
H< : M — M as follows, for all d € M and s,t € S:

H<, (d)(s,t) =[s=t]U sup  sup inf  sup inf (EZV"2(k) — E{VY2(k))
keC(d) x1€D1(s) y1€D1(t) y26€D2(t) x2€D2(s)

=[s=t/U sup { sup inf EI*2(k) — sup inf E?hyz(k)}
)

keC(d) “x1€D1(s) x2€Da(s) y1€D1(t) y2€D2(t)
=[s=t]U sup (Prei(k)(s) — Prei(k)(t)) . (7)
keC(d)

Lemma 1 The functions H<, and Hg, are monotonic in the lattice of metrics (M, <).

On the basis of this lemma, we can define the least fixpoints of H<, and Hr,, which will yield
our game simulation and bisimulation metrics.

Definition 1 A priori metrics:
e The a priori simulation metric [<1] is the least fixpoint of H<,.
e The a priori bisimulation metric [~1] is the least symmetrical fixpoint of H<,.
A posteriori metrics:
e The a posteriori game simulation metric [C1] is the least fixpoint of Hr,.
e The a posteriori game bisimulation metric [=] is the least symmetrical fixpoint of Hr,.

By exchanging the roles of the players, we define the metric transformers H<, and Hr,, and the
metrics [=a], [~2], [Ea], [Z2].

We note that the a posteriori simulation metric [C;] has been introduced in [15, 39]. We also note
that the a posteriori bisimulation metric [=;] can be defined as the least fixpoint of H~, : M +— M,
defined for all d € M and i € {1,2} by

Hx, (d) = Hc, (d)U Opp(Hgl (d)), (8)

where Opp(d) = d denotes the opposite of a metric d. Similarly, the a priori bisimulation metric
[~] can be defined as the least fixpoint of H~, : M — M, defined for all d € M and i € {1,2} by

H~,(d) = Hx,(d) U Opp(Hx,(d)) . (9)
Lemma 2 The operators H<, and Hg, on the lattice (M, <) are upper semi-continuous.

The above lemma shows that the metrics of Definition 1 can be computed via Picard iteration.



A priori and a posteriori metrics are distinct. First, we state that a priori and a posteriori
metrics are distinct in general: the a priori metric never exceeds the a posteriori one, and there
are concurrent games where it is strictly smaller. Intuitively, this can be explained as follows.
Simulation entails trying to simulate the expectation of a valuation k, as we see from (6), (7). It
is easier to simulate a state s from a state t if the valuation is known in advance, as in a priori
metrics (7), than if the valuation k is chosen after all the moves have been chosen, as in a posteriori
metrics (6).

As a special case, we shall see that equality holds for turn-based game structures, in addition
to MDPs as we have seen in the previous subsection.

Theorem 2 The following assertions hold.
1. For all game structures G, and for all states s,t of G, we have [s <1 t] < [s Ty t].
2. There is a game structure G, and states s,t of G, such that [s <1 t] =0 and [s CT; t] > 0.

3. For all turn-based game structures, we have [<1] = [C1].

Reciprocity of a priori metric. The previous theorem establishes that the a priori and a
posteriori metrics are in general distinct. We now state that it is the a priori metric, rather than the
a posteriori one, that enjoys reciprocity, and that provides a (quantitative) logical characterization

of qu.
Theorem 3 The following assertions hold.
1. For all game structures G, we have [=21] = [=2], and [~;] = [~3].
2. There is a concurrent game structure G, with states s and t, where [C1] # [Ja].

~

3. There is a concurrent game structure G, with states s and t, where [=1] # [=a].

As a consequence of this theorem, we write [~4] in place of [~] = [~»], to emphasize that the
player 1 and player 2 versions of game equivalence metrics coincide.
2.2.3 Logical characterization

The logic qu provides a logical characterization for the a priori metrics. We first state two lemmas
that lead to the desired result. The proof of the lemmas use ideas from [39] and [23]. In the
following, the first lemma proves that a priori metrics provide a bound for the difference in value
of gu-formulas.

Lemma 3 The following assertions hold for all game structures.
1. For all ¢ € qui, and for all s,t € S, we have [¢](s) — [¢](t) < [s =1 1].

2. For all ¢ € qu, and for all s,t € S, we have |[¢](s) — [¢](t)] < [s 4 t].

The second lemma states that the gqu formulas can attain the distance computed by the simu-
lation metric.

10



Lemma 4 The following assertions hold for all game structures G, and for all states s,t of G.

s =11 < sup ([el(s) — [£] (1))
PEqU

[s 22g t] < sup [[](s) — [¢](#)]
peEqu

From these two lemmas, we can conclude that [gu] provides a logical characterization for the a
priori metrics, as stated by the next theorem.

Theorem 4 The following assertions hold for all game structures G, and for all states s,t of G:

[s 21 8] = sup ([¢](s) — [](2)) [s ~g 1] = sup [[¢](s) — [£] ()]
pequi pEqn

We note that, due to Theorem 2, an analogous result does not hold for the a posteriori metrics.
Together with the lack of reciprocity of the a posteriori metrics, this is a strong indication that the
a priori metrics, and not the a posteriori ones, are the “natural” metrics on concurrent games.

2.2.4 The Kernel

The kernel of the metric [~,] defines an equivalence relation ~, on the states of a game structure:
s g tiff [s ~4 t] = 0. We call this the game bisimulation relation. Notice that by the reciprocity
property of ~,, the game bisimulation relation is canonical: ~; = ~y = ~/. Similarly, we define
the game simulation preorder s =< t as the kernel of the directed metric [<1], that is, s <; ¢ iff
[s <1 t] = 0. Alternatively, it is possible to define <; and =~ directly. Given a relation R C S x S,
let B(R) C F consist of all valuations k € F such that, for all s,t € S, if sRt then k(s) < k(t). We
have the following result.

Theorem 5 Given a game structure G, the relation <; (resp. ~1) can be characterized as the
largest (resp. largest symmetrical) relation R such that, for all states s,t with sRt, we have s =t
and

Vk € B(R)Va:l S Dl(s).EIyl € Dl(t).Vyg € 'Dg(t)axg S 'DQ(S).(E%ﬂ’y2 (k) > E?l’xQ (k)) . (10)

We note that the above theorem allows the computation of ~, via a partition-refinement scheme.
From the logical characterization theorem, we obtain the following corollary.

Corollary 1  For any game structure G and states s,t of G, we have s ~4 t iff [¢](s) = [](t)
holds for every p € qu and s =1 t iff [¢](s) < [¢](t) holds for every ¢ € qui .

2.2.5 Discounted and average reward games

From (4) it follows that the game bisimulation metric provides a tight bound for the difference
in values of quantitative p-calculus formulas. In this section, we state that the game bisimulation
metric also provides a bound for the difference in average and discounted value of games. This lends
further support for the game bisimulation metric, and its kernel, the game bisimulation relation,
being the canonical game metrics and relations.
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Discounted payoff games. Let m; and mo be strategies of player 1 and player 2 respectively.
Let a € [0,1) be a discount factor. The a-discounted payoff v;(s,m,m) for player 1 at a state s
for a variable r € V and the strategies m; and 7o is defined as

of (s,m1,m2) = (L—a) - Y a™ - E7V™ ([r)(Xa)) - (11)
n=0

The discounted payoff for player 2 is defined by v§ (s, 7, m2) = —v{(s, 71, m2). Thus, player 1 wins
(and player 2 loses) the “discounted sum” of the valuations of r along the path, where the discount
factor weighs future rewards with the discount . Given a state s € S, we are interested in finding
the maximal payoff v{*(s) that player i can ensure against all opponent strategies, when the game
starts from state s € S. This maximal payoff is given by: w§'(s) = sup,,cq, infr_em.; vi(s, 71, m2).
These values can be computed as the limit of the sequence of a-discounted, n-step rewards, for
n — oo. For i € {1,2}, we define a sequence of valuations w{*(0)(s), w(1)(s), w(2)(s), ...as
follows: for all s € S and n > 0:

wi(n+1)(s) = (1 —a)-[r](s) + a- Prey(wi(n))(s) . (12)

where the initial valuation w{*(0) is arbitrary. Shapley proved that w* = lim, . w(n) [51].

Average payoff games. Let m; and my be strategies of player 1 and player 2 respectively. The
average payoff vy (s, 71, ms) for player 1 at a state s for a variable r € V and the strategies m; and

mo is defined as
NI [
or(s, 1, m) = lim inf — kZE 2([r)(X)) - (13)
=0

The reward for player 2 is obtained by replacing [r] with —[r] in (13). A game structure G with
average payoff is called an average reward game. The average value of the game G at s for player
i € {1,2} is defined by w;(s) = sup,,cyy, infr_,emn; vi(s, 71, m2).
Mertens and Neyman established the determinacy of average games, and showed that the limit of
the discounted value of a game as all the discount factors tend to 1 is the same as the average value
of the game: for all s € S and ¢ € {1,2}, we have lim,_,; w*(s) = w(s) [43]. It is easy to show that
the average value of a game is a valuation.

Metrics for discounted and average payoffs. We state that the game simulation metric [<]
provides a bound for discounted and long-run rewards. In the following we consider player 1 rewards
(the case for player 2 is identical). Our first result is that the difference in discounted rewards is
bound by the metric.

Theorem 6 For all a-discounted rewards w®, we have that w®(s) —w(t) < [s =1 t] and [w*(s)—
w*(t)] < [s g t].

Using the fact that the limit of the discounted reward, for the discount factor that approaches 1,
is equal to the average reward, we obtain that the metrics provide a bound for the difference of
average values as well.

Theorem 7  For all game structures G and states s and t, we have w(s) — w(t) < [s <1 t] and
[w(s) —w(t)| < [s = 1.
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2.2.6 Related work

An equivalence relation for deterministic games that are either turn-based, or where the players are
constrained to playing pure moves, has been introduced in [2] and called alternating bisimulation.
Relations and metrics for the general case of concurrent games have so far proved elusive, with
some previous attempts at their definition by a subset of the authors following a subtly flawed
approach [15, 39]. The cause of the difficulty goes to the heart of the definition of bisimulation. In
the definition of bisimulation for transition systems, for every pair s, t of bisimilar states, we require
that if s can go to a state s, then ¢ should be able to go to ¢/, such that s’ and ¢ are again bisimilar
(we also ask that s, t have an equivalent predicate valuation). This definition has been extended to
Markov decision processes by requiring that for every mixed move from s, there is a mixed move
from ¢, such that the moves induce probability distributions over successor states that are equivalent
modulo the underlying bisimulation [49, 48]. Unfortunately, the generalization of this appealing
definition to games fails. It turns out, that requiring players to be able to replicate probability
distributions over successors (modulo the underlying equivalence) leads to an equivalence that is
too fine, and that may fail to relate states at which the same quantitative u-calculus formulas hold.
In our work we show that phrasing the definition in terms of distributions over successor states is
the wrong approach for games; rather, the definition should be phrased in terms of expectations of
certain metric-bounded quantities. Our starting point is a closer look at the definition of metrics
for Markov decision processes. We observe that we can manipulate the definition of metrics given
in [55], obtaining an alternative form, which we call the a priori form, in contrast with the original
form of [55], which we call the a posteriori form.

2.3 Algorithms for the metrics in turn-based games and MDPs

In this section, we present algorithms for computing the metric and its kernel for turn-based games
and MDPs. We first present a polynomial time algorithm to compute the operator H<,(d) that
gives the eract one-step distance between two states, for ¢ € {1,2}. We then present a PSPACE
algorithm to decide whether the limit distance between two states s and ¢ (i.e., [s <1 t]) is at most
a rational value r. Our algorithm matches the best known bound known for the special class of
Markov chains [53]. Finally, we present improved algorithms for the important case of the kernel of
the metrics. For the bisimulation kernel our algorithm is significantly more efficient, when compared
to previous algorithms.

2.3.1 Algorithms for the metrics

For turn-based games and hence MDPs, only one player has a choice of moves at a given state.
We consider two player 1 states. A similar analysis applies to player 2 states. We remark that the
distance between states in S; and S-; is always 02 — 01 due to the existence of the variable turn. For
a metric d € M, and states s,t € S1, computing H<, (d)(s,t), given that p(s, ) is trivially computed
by its definition, entails evaluating the expression, supyec(q) SUPzep, (s) Infyep, (1) (B (k) — E/ (k).
By expanding the expectations, we get the following form,

sup  sup  inf (Z > d(s,a)(u) - wa) k(u) =D > 5(t,b)(v)~y(a)-kz(v)>. (14)

keC(d) z€Di(s) yeD1(¢) ueS ael (s) vES bel (t)
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We observe that the one-step distance as defined in (14) is a sup-inf non-linear (quadratic) op-
timization problem. Using the following lemma we transform (14) to an inf linear optimization
problem, which we solve by linear programming.

Lemma 5 For all turn-based game structures G, for all player i states s and t, given a metric
d € M, the following equality holds,

sup sup inf (E¥(k) —E/(k))= sup inf sup (E%(k)—E/(k)).
keC(d) x€D;(s) yeD;(t) a€l;(s) yeD;(t) keC(d)

Therefore, given d € M, we can write the one-step distance between states s and t as follows,

OneStep(s,t,d) = sup inf sup (E%(k) — E/(k)) . (15)
a€l(s) yeD1(t) keC(d)
Hence we compute for all a € Ty (s), the expression OneStep(s, ¢,d, a) = inf cp, ;) SuPgec(a) (ES (k) —
E{(k)), and then choose the maximum, i.e., max,ep, (s) OneStep(s, t,d, a). We now present a lemma
that helps reduce the above inf sup optimization problem to a linear program. We first present a
few notations. We denote by A the set of variables A, ,, for u,v € S. Given d € M, a € I';(s), and
a distribution y € D1(t), we write A € ®(d, a,y) if the following linear constraints are satisfied:

(1) forallv € §: Y Aup=0(s,a)(v); (2 forallue S:> Auw= Y y(b)-d(t,b)(u);

ues ves beT1 (1)
(3) for all u,v € S : Ay, > 0.

Lemma 6 For all turn-based games and MDPs, for all d € M, and for all s,t € S, the following
assertion holds:

sup inf sup (E¢(k) —E{(k))= sup inf inf d(u,v) - )\u,v) .

a€l'1(s) yeD1(t) keC(d) a€l'1(s) y€D1(t) Ae@(d,ay) e s

Using the above result we obtain the following LP for OneStep(s,t,d,a) over the variables:
(a) { Ao tuwves, and (b) yp for b e I'y(t):

Minimize Z d(u,v) - Ay, subject to (16)

u,VES

(1) forallve S: Y Ap=0(s,a)(v); (2 forallueS:> Xuw= Y - 06(tb)(u);

ues ves bel' (¢)
(3) for all u,v € S: Ay > 0; (4) for all b € I'y(t) = yp > 0; (5) Z ypy=1.
bEFl(t)

Theorem 8  For all turn-based games and MDPs, given d € M, for all states s,t € S, we can
compute H<, (d)(s,t) in polynomial time by the LP (16).

Iteration of OneStep(s,t,d) converges to the exact distance, however, in general, there are no
known bounds for the rate of convergence. We now present a decision procedure to check whether
the exact distance between two states is at most a rational value r. We first show how to express
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the predicate d = OneStep(s, ¢, d), for a given d € M. We observe that since H<, is non-decreasing,
it follows that OneStep(s,t,d) > d. It follows that the equality d = OneStep(s, t,d) holds iff all the
linear inequalities of LP (16) are satisfied, and d(s,t) = 3_,, g d(u,v) - Ay holds. It then follows
that d = OneStep(s, t,d) can be written as a predicate in the theory of real closed fields. Given a
rational r, two states s and ¢, we present an existential theory of reals formula to decide whether
[s =1 t] <r. Since [s <1 t] is the least fixed point of H<,, we define a formula ®(r) that is true iff
[s =1 t] < r, as follows:

3d € M.[(OneStep(s,t,d) = d) A (d(s,t) <r)].

If the formula ®(r) is true, then there exists a fixpoint that is bounded by r, which implies that
the least fixpoint is bounded by r. Conversely, if the least fixpoint is bounded by 7, then the least
fixpoint is a witness d for ®(r) being true. Since the existential theory of reals is decidable in
PSPACE [7], we have the following result.

Theorem 9 (Decision complexity for exact distance). For all turn-based games and MDPs,
given a rational v, and two states s and t, whether [s <1 t] < r can be decided in PSPACE.

Given a rational € > 0, using binary search and O(log(@)) many calls to check the formula
®(r), we can obtain an interval [I, u] with u — [ < e such that [s < t] lies in the interval [l, u].

Corollary 2 (Approximation for exact distance). For all turn-based games and MDPs, given
a rational €, and two states s and t, an interval [I,u] with u —1 < € such that [s <1 t] € [l,u] can
be computed in PSPACE.

2.3.2 Algorithms for the metric kernels in turn-based games and MDPs

The kernel of the simulation metric <; can be computed as the limit of the series jcl), j%, j%,

, of relations. For all s,t € S, we have (s,t) €= iff s =¢. For all n > 0, we have (s, ) Ej?“
iff OneStep(s,t,1<y) = 0. Checking the condition OneStep(s,t,1<n) = 0, corresponds to solving
an LP feasibility problem for every a € I'i(s), as it suffices to replace the minimization goal
Y =X uwes 1=p(u,v) - Ayp with the constraint v = 0 in the LP (16).

For the bisimulation kernel we again use partition refinement and get an algorithm that is more
efficient than the one proposed in [57]. The refinement step is as follows: given a partition, two
states s and t belong to the same refined partition iff every pure move from s induces a probability
distribution on equivalence classes that can be matched by mixed moves from ¢, and vice versa.
Precisely, we compute a sequence QV, Q', Q2% ..., of partitions. Two states s,t belong to the
same class of QU iff they have the same variable valuation (i.e., iff s =¢). For n > 0, since by the
definition of the bisimulation metric given in (9), [s >~ t] = 0 iff [s <1 t] = 0 and [t =<1 s] = 0, two
states s,¢ belonging to a particular class in Q" remain in the same class in Q" iff both (s,¢) and
(t, s) satisfy the set of feasibility LP problems OneStepBis(s,t, Q") below:

OneStepBis(s, t, Q) consists of one feasibility LP problem for each a € T'(s). The problem
for a € T'(s) has set of variables {z; | b € I'(t)}, and set of constraints:

(1) forall b e I'(t) : o >0, (2) Z xp =1,

bel(t)
(3) forall Ve Q: ZZ% 3(t, b)( Z(Ssa
bel'(t) ueV ucV
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Complexity. The number of partition refinement steps required for the computation of both the
simulation and the bisimulation kernel is bounded by O(|S|?) for turn-based games and MDPs,
where S is the set of states. At every refinement step, at most O(|S|?) state pairs are considered,
and for each state pair (s, t) at most |T'(s)| LP feasibility problems needs to be solved. Let us denote
by LPF(n,m) the complexity of solving the feasibility of m linear inequalities over n variables. We
obtain the following result.

Theorem 10  For all turn-based games and MDPs G, the following assertions hold:

1. the simulation kernel can be computed in O(n* - m - LPF(n? + m,n? + 2n+ m + 2)) time;

2. the bisimulation kernel can be computed in O(n4 -m - LPF(m,n 4+ m + 1)) time;

where n = |S| is the size of the state space, and m = maxseg |I'(s)].

2.3.3 Algorithms for the concurrent game metric

In this section we first state that the computation of the metric distance is at least as hard as the
computation of optimal values in concurrent reachability games. The exact complexity of the latter
is open, but it is known to be at least as hard as the square-root sum problem, which is in PSPACE
but whose inclusion in NP is a long-standing open problem [26, 30].

We will use the following terms in the result. A proposition is a boolean observation variable,
and we say a state is labeled by a proposition ¢ iff ¢ is true at s. A state ¢ is absorbing in a
concurrent game, if both players have only one action available at ¢, and the next state of t is
always t (it is a state with a self-loop). For a proposition ¢, let ¢g denote the set of paths that
visit a state labeled by ¢ at least once. In concurrent reachability games, the objective is g, for a
proposition ¢, and without loss of generality all states labeled by ¢ are absorbing states.

Theorem 11 Consider a concurrent game structure G, with a single proposition q, such that all
states labeled by q are absorbing states. We can construct in linear-time a concurrent game structure
G', with one additional state t', such that for all s € S, we have [s <1 t'] = sup inf Prit7™(Oq).
melly ma€lls

We state that the metric for concurrent games can be computed using a decision procedure
for the theory of real closed fields. Due to the reduction from concurrent reachability games,
shown in Theorem 11, it is unlikely that we have an algorithm in NP for the metric distance
between states. We therefore construct statements in the theory of real closed fields, firstly to
decide whether [s <; t] < r, for a rational 7, so that we can approximate the metric distance
between states s and ¢, and secondly to decide if [s <; ] = 0 in order to compute the kernel
of the game simulation and bisimulation metrics. We refer the reader to [9] for our detailed
construction of statements in the theory of real closed fields. We present the following theorems on
the complexity of computing the metrics. We define the size of a game G as: |G| = | S|+ |T'|, where
IT| = > _s.1e8 2abemoves 16(8;a,0)(t)]. Using the complexity of deciding a formula in the theory of
real closed fields [5], we get the following result.

Theorem 12 (Decision complexity for exact distance). For all concurrent games G, given
a rational v, and two states s and t, whether [s =<y t] <r can be decided in time O(|G|CUC).

Corollary 3 (Approximation for exact distance). For all concurrent games G, given a
rational €, and two states s and t, an interval [l,u] with w —1 < € such that [s <1 t] € [l,u] can be
computed in time O(log(@) Nre/CERY
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2.3.4 Computing the concurrent metric kernels

Similar to the case of turn-based games and MDPs, the kernel of the simulation metric <; for
concurrent games can be computed as the limit of the series <9, <1, <2 ... of relations. For all
s,t € S, we have (s,t) €< iff s=¢. For all n > 0, we have (s,t) 6571”'1 iff the n + 1 step metric
distance is 0. We again employ a decision procedure for the theory of real closed fields. We now
present the complexity of computing the relations.

Theorem 13  For all concurrent games G, states s and t, whether s =<1 t can be decided in
O(G|PUC)Y time, and whether s ~, t can be decided in O(G|PUG™)Y) time.

2.3.5 Related work

Our problem differs from the one previously considered for MDPs in [3]: there, the names of moves
(called “labels”) must be preserved by simulation and bisimulation, so that a move from a state
has at most one candidate simulator move at another state. Our problem for MDPs is closer to the
one considered in [57], where labels must be preserved, but where a label can be associated with
multiple probability distributions (moves). Our algorithms match the complexity of the best known
algorithms for the sub-class of Markov chains [53]. The only other algorithms for computing the
bisimulation kernel for Markov decision processes were first presented in [49], but that approach
requires computing the convex hulls of the induced probability distributions over all actions from
each of two states and then checking that the hulls have matching vertices. Our approach is by far
simpler and has better complexity than other existing algorithms for this important class of games.

2.4 Applications
2.4.1 Resource management in multi-threaded applications

In this subsection, we describe an application of game models towards showing the value of game
models in solving practical problems. The problem we consider is that of synthesizing resource
managers for multi-threaded C programs. Multi-threaded programs coordinate their interactions
through synchronization primitives like mutexes and semaphores, which are managed by an OS-
provided resource manager. Our resource managers use knowledge of the structure and resource
usage of the threads to guarantee deadlock freedom and progress while managing resources in an
efficient way. We developed a tool called Cynthesis, where we automatically generate code-aware
resource managers. The algorithms compute managers as winning strategies in certain infinite
games, and produce a compact code description of these strategies.

To motivate the need for such resource managers, consider the snippets of C code shown in
Figure 1. Thread 1 and Thread 2 can lead to a deadlock under a standard, most liberal scheduler.
On the other hand, if we can distinguish between the requests for mutex a occurring in the then
branch versus the else branch, then by denying mutex b to Thread 2 when Thread 1 is holding
mutex a while it is in the then branch, we prevent a deadlock in this case.

In order to describe our results we present the following definitions.

Resources. A resource is a non-sharable, reusable quantity. For our purposes, a resource x is an
integer-valued variable together with a set of actions {w,!, g,!,7,!} on z. These actions correspond
to communications between the threads that manipulate the resource and the resource manager,
and have the following meaning;:
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1 void inf_1(void)
2
3 while (1) {
4 if (exp) {
5 mutex_lock (a); 20 void inf_2(void)
6 mutex_lock (b); 21
7 // critical section 22 while (1) {
8 mutex_unlock (b); 23 mutex_lock (b);
9 mutex_unlock (a); 24 mutex_lock (a);
10 } else { 25 // critical section
11 mutex_lock (a); 26 mutex_unlock (a);
12 mutex_lock(c); 27 mutex_unlock (b);
13 // critical section 28 }
14 mutex_unlock (¢); 29 }
15 mutex_unlock (a); Thread 2
16 }
17 }
18 }
Thread 1

Figure 1: A simple application with two threads

e w,!: a thread requests the resource z (“want x”).
e ¢g.7: the resource manager grants the resource x to a thread (“get x”).
e 7,!: the thread releases the resource = (“release x”).

Given a set R of resources, the set of actions on R is Acts[R] = {wy!, g7, 7!|x € R} U{e}. The
output actions over R correspond to communication from the thread to the resource manager and
are give by ActsC[R] = {w,!,7.!|x € R} U {e}. The input actions over R given by Acts'[R] =
{gz?|x € R}, correspond to communication from the resource manager to the thread.
Thread Interfaces. We model the behavior of threads by thread interfaces. Thread interfaces
model only the resource manipulation aspect of threads, and abstract out all data manipulation.
A thread interface I = (R, S, E, s )\) consists of a set R of resources, a finite control-flow
graph (S, E) with E C S x S, an initial state s™! € S, and an action label \ : E — Acts[R] \ {¢}
mapping each edge to a resource action, such that

e cach w,! edge leads to a state whose only outgoing edge is labeled with ¢,7;
e each g,7 edge starts from a state whose incoming edges are all labeled with w,!.

Intuitively, the conditions on a thread interface guarantee that a “want” action is immediately
followed by the corresponding “get” action; moreover, a “get” action has no siblings. We say that
a state s is final if it has no successors. For s € S, let Isucc(s) = {t € S| (s,t) € E A X(s,t) €
Acts'[R]} be the set of input successors of s, and let Osucc(s) = {t € S | (s,t) € E A Xs,t) €
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Figure 2: The thread interfaces corresponding to the code in Figure 1.

ActsO[R]} be the set of output successors of s. We carry subscripts over to components, so that an
interface I; will consist of (R;, S;, Ej, si™*, \;); similarly, we carry subscripts to Isucc and Osucc.
Our tool extracts the resource interfaces of Figure 2 from the code in Figure 1. |

Systems. Given a set R of resources, a resource valuation is a function v : R — IN mapping each
resource to a natural number value. For a valuation v and x € R, we denote by v[z := k] the
valuation that agrees with the valuation v for all variables except x which is assigned the value
k € IN.

A system is a tuple T = (R,v°, (I1,...,1,)), consisting of a set R of resources, a mapping
v : R +— IN assigning an initial value to each resource, and of n > 0 thread interfaces I, ..., I,,.
We require that R; C R, for 1 <i < n, and that if € R is a mutex, v°(z) = 1.

Given a system, we can define its semantics using a joint interface, obtained by constructing
the product of the interfaces, annotated with the values of the resources at the states. The joint
interface models the execution of a multi-threaded system on a single processor.

Given a system Z = (R, 0%, (I1,...,I,)), its joint interface is a tuple Mz = (R, S, E, s X, 0),
where R is as in Z, and:

o 5= (1,5 x (R N);

init __ ( qinit init ,,0\.
o s = (M L st Y,

e EC SxS,and X\ : E — Acts[R], § : E — {0,...,n} are defined as follows. Let s =
(s1,...,5n,v) € S; we have (s,t) € E, A(s,t) = o, and 6(s,t) = i iff there is s, € S; such that
(siysh) € Ei, Ni(si,8;) = a, and for t = (s1,...,8i-1, 8}, Sit1,---,Sn, V") we have:

[resource grant] if a« = g,7, then v(z) > 0 and v/ = v[z := v(z) — 1];
[resource request] if o = w,!, then v/ = v; and

[resource release] if o = 13!, then v/ = v[z := v(z) + 1]; further, if = is a mutex, then
v(z) =0.
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2.4.2 The Scheduling Game

In this section, unless otherwise noted, we consider a fixed system Z = (R,°, (I1,...,I,)), which
gives rise to a joint interface Mz = (R, S, E, s™t X, ).

A joint interface evolves by the interaction between three entities: the threads, the resource
manager, and the scheduler. From a given state, if there are any outgoing edges labeled by input
actions, the resource manager can choose to follow one of them: this corresponds to granting a
resource to a thread. Once the input edge has been followed (and the resource granted), the
resource manager still retains control at the destination state. From a given state, if there are any
edges labeled by output actions that leave the state, the resource manager can also elicit to return
control to the threads. At this point, which output action occurs next depends on two factors.
The underlying operating-system scheduler, using its own policy (such as time-sharing with round
robin), selects which of the ready threads execute on the CPU. In addition, each thread has its own
internal nondeterminism, which determines which output action the thread generates next. Thus,
we identify three types of nondeterminism in the joint interface.

1. Resource manager nondeterminism, due to the resource manager choosing an input edge, or
choosing to wait for an output action.

2. Inter-thread nondeterminism, due to the operating-system scheduler resolving thread inter-
leaving.

3. Intra-thread nondeterminism, which determines which of several possible output actions a
thread will do.

Resource manager The goal of the resource manager is to ensure that all threads progress,
unless they terminate. In order to define the goal, we introduce the following predicates over edges
of Mz: for 1 < i < n, the predicate progress; is true over an edge (s,t) € E if (s,t) = i, and the
predicate final; is true over an edge (s,t) € F if the thread ¢ is in a final state in s. Using temporal
logic notation, and considering that final; is equivalent to Ofinal;, the goal can be written as a
generalized Biichi condition over the edges:

n
qﬁ%"al = /\ OO (progress; V final;).
i=1
Our aim is to synthesize a resource manager that satisfies this goal. In order to model accurately
the resource manager synthesis problem, we make the following fairness assumptions over the other
two types of nondeterminism.

Inter-thread nondeterminism We assume that the underlying operating system scheduler is
fair: more precisely, we assume that, if a thread is infinitely often ready to execute, it will make
progress infinitely often. We introduce a predicate ready;, for 1 < ¢ < n, which is true over an edge
(s,t) € Eiff (i) (s,t) is labeled with an output action, and (ii) there is (s,t') € E with 6(s,t') = i.
Intuitively, (i) means that the resource manager decided to let the scheduler schedule some thread,
and (ii) means that thread i was among the threads that could have generated the next output.
With this notation, the fairness assumption on the scheduler is:

n

pinter — /\(D<>7“eadyi = OOprogress;).
i=1
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Intra-thread nondeterminism Assuming that intra-thread nondeterminism is resolved in an
arbitrary way may easily lead to declaring the manager synthesis problem to be infeasible. In fact,
whenever a thread can execute a loop while holding a resource, the arbitrary resolution of intra-
thread nondeterminism introduces the possibility that the loop never terminates. In practice, a
reasonable assumption is that intra-thread nondeterminism is resolved in a (strongly) fair fashion:
if each choice is presented infinitely often, each choice outcome will follow infinitely often. Such
fairness entails loop termination.! For all threads 1 < i < n, all u,v € S;, and all (s,t) € E, we
introduce the predicates from;(s,t) - (loci(s) = u) and take;""(s,t) &f ((loci(s) = u) A (loci(t) =
v)) The fairness assumption for intra-thread nondeterminism can then be written as

PP = /”\ /\ /\ (OO from = OO take]™).

i=1 u€S; veOsucc;(u)

2.4.3 Stochastic Games

We base the synthesis of the resource manager on stochastic games. We use probabilities both to
approximate the above types of nondeterminism, and to be able to generate manager strategies
that are memoryless, but that may require randomization [8]. We denote by Uniform(A) the
probability distribution that associates probability 1/|A| to every element of a set A. We say that
a state s € S is winning if there is m; € II; such that, for all my € Ilp, we have PriV™(¢) = 1.
As we use randomized strategies, winning with probability 1 is the natural notion of winning. We
denote by Win(G) the set of winning states. A winning strategy is a strategy that wins from all
winning states, that is, a strategy m € II; such that, for all s € Win(G) and all 7y € I, we have
P () = 1,

Since our aim is to derive strategies that resolve resource manager nondeterminism, we formulate
the resource manager synthesis problem as a game played on the joint interface by the resource
manager against a team consisting of the threads and the scheduler. Again, unless otherwise
noted, we refer to a system Z = (R,v% (Iy,...,I,)) which gives rise to a joint interface M7 =
(R, S, E,s™¢ ), 0).

The two-player game corresponding to a system Z consists of a tuple G? =
(S, Moves, 'y, T'g, Dest, ¢?), where Moves = S U {L} and ¢? = (¢ A pitra) = qﬁ%oal.
The sets of moves for player 1 (representing the resource manager) and player 2 (representing the
inter and intra-thread nondeterminism) are as follows, for all s € S:

o If Osucc(s) # 0, then T'y(s) = Isucc(s) U{L} and T'a(s) = Osucce(s).
o If Osucc(s) =0, then I'y(s) = Isucc(s) and T'a(s) = {L}.

The destination function is given by the following rules, where * represents a wild-card, and
s€S:

e For t € Isucc(s), we have Dest(s, t,*) = d(¢);
e for t € Osucc(s), we have Dest(s, L,t) = (¢

The manager synthesis problem can thus be phrased as the problem of finding a winning strategy

'Recall that our goal is to schedule correct software, rather than to perform software verification.
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in G2. We say that the system is schedulable if s™* € Win(G?). One can see that this goal is
upward-closed, so that memoryless, but randomized, strategies suffice to win the game [8].

The best known algorithms to compute a winning strategy in G2 take time exponential in the
winning condition, and in our case, the size of the winning condition is proportional to the sum
of the sizes (numbers of states) of all thread interfaces in Z [52]. Thus, this approach leads to an
inefficient algorithm. Instead, we state that we can exploit the special structure of the joint interface
and solve the synthesis problem in a more efficient way, consisting of two steps. We consider two
simplified versions of G?:

1. A game G??, resulting from resolving all intra-thread nondeterminism in G2 in a purely
randomized fashion.

2. An MDP G', resulting from resolving both the intra-thread and the inter-thread nondeter-
minism in G? in a purely randomized fashion.

We can construct in quadratic time in |G?| a winning strategy for the MDP G'° which is also a
winning strategy of the game G?®. This winning strategy, under many cases of practical importance,
is also a winning strategy for the original game G?2. In all cases, it is possible to check efficiently
whether the strategy for game G2 works also for G2 — and in our experience, this has been always
the case in the examples we have studied so far.

Given the game G? = (S, Moves,T'1,T'9, Dest, $?),  the games G2 =
(S, Moves', T, T, Dest’, *>°) and G'® = (S, Moves,I';,I'y, Dest”, ¢'%) are obtained as fol-
lows. We have Moves' = Moves U{1,...,n}, ¢*5 = ¢p2te" = qﬁ%oal, and ¢! = ¢%an. The functions

b, Dest’ and T, Dest” coincide with T'y, Dest, except that:

e For all s € S such that |Osucc(s)| > 1, we let T'h(s) = {i | 3t € T'a(s).0(s,t) = i}, and for
i € T')(s), we let Dest/(s, L,4) = Uniform({t € T'a(s) | 0(s,t) =1i}).

e For all s € S, we let 'y = { L}, and we let Dest” (s, L, L) = Uniform(Osucc(s)).

First, we state how to construct the most liberal winning strategy for game G'; informally, this
is the strategy that, among the winning ones, plays with positive probability the largest possible
sets of moves.

A memoryless strategy m € II; gives rise to a graph (S, E;), where E; = {(s,t) | 7(s)(t) >
0 or 7(s)(L) > 0 and A(s,t) € Acts®[R]}. A mazimal end component (MEC) of G5 is a maximal
subgraph (C, F) of (S, F) such that: there is a memoryless strategy 7 such that C' is a closed (no
outgoing edge) and strongly connected component of (S, E), and such that F = {(s,t) € E, |
s € C} [12]. We say that thread k is finished in a state s if locg(s) is final in I. Notice that if a
thread k is finished at some state of a MEC, it is finished at all states of the MEC. We say that a
MEC (C, F) is fair iff, for every thread 1 < k < n, either k is finished in C, or there is (s,t) € F
with 0(s,t) = k. Let W be the union of all sets of states belonging to fair end components. It can
be shown that a state is winning in G'® iff it can reach W with probability 1 [8]; we denote by
Win(G) the set of winning states of G1°. By the results of [12, 13], this set can be computed in
time quadratic in |G5].

The most liberal winning strategy 7 for G'* is the strategy that selects uniformly at random
among moves of player 1 that lead only to winning states. Precisely, for s € Win(G?), we let
7*(s) = Uniform({m € T'1(s) | V¢t € S.(Dest”(s,m, L)(t) > 0=t € Win(G'®))}). 7* is arbitrarily
defined on states s € S\ Win(G?).
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Theorem 14  The strategy ©* is winning in G5, and can be computed in time O(|G*|?).

2.4.4 Properties
Theorem 15  The strategy ©* is winning in game G>°, and Win(G*?) = Win(G??®).

The previous result, which depends in a crucial way on the structural properties of G2 (it is
certainly not valid for an arbitrary two-person game), enables us to compute in quadratic time a
winning strategy for game G%°. We now state how to use this result for G2 also for our original
problem G?.

Our first result concerns systems where all resources are mutexes (called mutez-only systems),
and where the threads satisfy the periodically mutez-free (PMF) assumption. Informally, this as-
sumption states that, if the intra-thread nondeterminism is resolved in a fair fashion, then the
thread is infinitely often not holding any mutex. In practice, threads in mutex-only systems in-
variably satisfy the PMF assumption. To make this precise, consider a fixed thread interface
I = (Ri, Si, Eiy ™t )\), for 1 < i < n. A path in I; is a path in the graph (S;, E;). We
say that an infinite path is fair iff it satisfies A\, cq, Aveosuce; () DOfromi = OOtake;”. More-
over, for a finite path ¢ and a resource x € R, let decr(xz,0) = [{(s,t) € o | Xi(s,t) = 9.7},
incr(z,0) = [{(s,t) € o | Ni(s,t) = rz!}|, and balance(x, o) = incr(x,0) — decr(x,0). We say that
I; is mutex-correct if for all finite traces o and all mutexes x € R;, it holds balance(x,0) € {—1,0}.

We say that a thread is periodically mutex free (PMF) if it only uses mutexes, it is mutex-correct,
and in all fair paths o, there exist infinitely many prefixes o’ of o that satisfy balance(xz,0’) =0
for all mutexes x. For mutex-only systems consisting of threads satisfying the PMF assumption
(called, for short, PMF systems), the strategy 7* is winning also in G2. Hence, for PMF systems
we can derive resource managers in time quadratic in |G?|.

Theorem 16  For PMF systems, © is winning in game G?, and Win(G*?) = Win(G?).

Our next result, useful for threads that may use semaphores, enables us to establish whether
the strategy 7* is winning also for G2.

Theorem 17  We can check in time O(|G?*|* - n- Y1 |E;|) whether the strategy 7 is winning
in G2.

In our experience, the strategy 7* is almost invariably winning in G?; indeed, the only counterex-
amples we have been able to construct are based on threads with fairly special structure, where
inter-thread communication can be used to synchronize the usage of resources by threads in partic-
ular ways. Therefore, we claim that in most cases, we can construct a resource manager strategy
in time quadratic in |G?|.

2.4.5 Related work

In closely related work, [36, 35] study the synthesis of code-aware managers for Java. The focus
is deadlock avoidance, and as mentioned earlier, the question of progress (absence of starvation) is
not addressed. The problem of deadlock prevention has been extensively studied in at least three
different fields: databases, operating systems, and flexible manufacturing systems. In the latter
field [25, 45, 4, 31, 27, 32|, it is assumed that a Petri Net model is constructed by hand. Also,
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most of these works deal with processes that are terminating and/or deterministic. In contrast,
our approach and tool rely on the automated analysis of software, and we deal in detail with the
issues arising from code abstraction and interaction with operating-system schedulers. Further,
the use of randomization to generate efficient schedulers has not been studied. Static compiler
techniques have been used in high performance thread packages to improve response time through
better scheduling [56], however, the problem of resource interaction and deadlock has not been
studied. Finally, deadlock detection and prevention methods from transactional databases do not
apply in our setting, since our applications do not have transactional semantics and rollback.

3 Towards defense of the thesis

We now review our work in the light of the thesis stated in Section 1.1, and discuss work that
remains to be done to defend that thesis. We also provide a rough timeline.

3.1 Discussion on results so far and remaining work

The thesis statement naturally leads to two lines of work. On the theoretical side, we explore
an important aspect in the formal analysis of systems, namely the quantitative generalization of
simulation and bisimulation relations to two-player stochastic games. The metrics we introduced
in Section 2.2 help in the determination of how close is one state is to another with respect to
quantitative properties. This can be used to compare multiple models to understand how close they
are to each other by the distance between their initial states, leading to a theory of approximate
behavioral equivalence and refinement. The metric distances can be used to augment existing
techniques for abstraction refinement, which is a proof technique that aims to prove properties by
culling states under the argument that a property proved under more liberal system behaviors holds
under the restricted actual system behavior. The kernels of the metrics, which are the simulation
and bisimulation relations help in lumping equivalent states together and in substituting states
based on the simulation relation. The lumping of states has consequences in state space reduction;
a recurrent problem in formal analysis.

An interesting application we have seen of metrics in the context of probabilistic systems is
in determining how close two models gleaned from Reaction Networks, that model intra-cellular
interactions are to each other; the closer the initial states are of two models, the more similar is
the expected predictive power of the models. As we have described in Section 2.4, systems that are
non-deterministic can be effectively modeled as two player games; a system can be thought of as
consisting of interactions between various agents. Game models provide a level of unprecedented
generality in analyzing system behavior in the presence of adversarial agent intent. We believe
most systems modeled as Markov chains or probabilistic processes can be generalized to two player
stochastic games, giving the modeler the power of reasoning under adversarial agent behaviors.

On the theoretical side, we would like to extend our metrics with continuous time. We would
do this by defining a rate function that maps every state to a transition rate, that quantifies
how quickly in the future the system will transition out of each state. The moves of players induce
transition probabilities with the rate functions inducing an independent transition rate for reaching
the successor states. We would like to explore generalizing our metrics first to Continuous Time
Markov Chains (CTMCs) and then to two player stochastic games and study such aspects as logics
that characterize them and algorithms that can be used to compute them.
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A second line of work that is implied by our thesis statement is to show the usefulness of game
models by developing applications that solve real-world problems. In Section 2.4, we described
one such application, where we synthesized resource managers from winning strategies of suitably
constructed games for multi-threaded C programs. To further the application side of our thesis,
we propose to work on the problem of coverage in multi-threaded C programs. Multi-threaded
applications are very hard to test and verify. There are bugs that remain hidden, manifesting
under overlapping thread interactions that are hard to test in general through directed testing. We
are working on a project called DIRECT, which addresses this testing challenge. We propose to
use and extend the infrastructure we developed for Cynthesis, our tool that synthesizes resource
managers and described in Section 2.4, to address the problem of coverage. Specifically, we propose
to use the model of multiple interacting threads that we built for Cynthesis, to determine interesting
local coverage policies, that by one or both of the following mechanisms produce as many overlaps
of thread critical sections as possible,

Inject delays at control points, which are points during program execution, when control is trans-
fered to the Operating System.

Deny resources at control points, to ensure that threads are selectively put to sleep with the goal
of increasing coverage.

We note that a model of interacting threads is the joint interface that we defined in Section 2.4.
But the size of such interfaces can be prohibitive even for a small number of threads; a system
of five threads with five control points generates 625 states in the joint interface. We therefore
propose to study small systems and devise algorithms that provide strategies that are local in that
the information needed to decide on a course of action at runtime will be based on the current state
and perhaps a short history of states seen. This will obviate the need to extract joint interfaces
and hence make our approach scale to larger systems, since in such systems we cannot hope to have
prior knowledge of the state space in terms of an explicit graph.

Towards our work on coverage, we have completed work on analyzing change in C code. We
monitor code fragments that changed between two versions of a program, tracking sections that
moved, were deleted or introduced in order to preserve program events across two versions of a
program. We call this change impact analysis. We augment change impact analysis with sensitivity
analysis, wherein we inject either random, fixed or proportional delays at various control points to
produce thread interactions not seen before. The goal of DIRECT is then to automate the selection
of delays so that we can increase coverage of a given user program under a given test harness.

While following up on these lines of work, we plan to group related results and publish some of
them in archival journals. Finally, we plan to survey the state of the art in the areas of refinement
and equivalence in the area of probabilistic systems and present a coherent story of our contributions
to the field. We propose to do this while bringing together applications of game models to showcase
the usefulness of such models and the need, as a consequence, to fully develop those aspects of the
theoretical underpinnings of game models for formal analysis that haven’t been done before.

3.2 Timeline

We propose the following tentative timeline that roughly spans this year.

Winter 2009 Expect to finish the algorithmic work on DIRECT. Specifically, study the joint
interfaces of a system of interacting threads and define algorithms that can be used to generate
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local strategies, which make for efficient runtime exploration of thread interleaving.

Spring 2009 Expect to finish our implementation on DIRECT and work on extending our results
on metrics to the case of continuous time.

Summer 2009 We expect to complete a survey of the state of the art on metrics and finish
writing our dissertation.

Fall 2010 Expect to defend our thesis.

4 Conclusion

We conclude by summarizing what we expect to be the main contributions of this thesis, and by
speculating on its likely impact.

Based on this thesis, we expect to be able to argue that game models are effective for the
formal analysis of systems. On the application side, our contributions will lie in part on adapting
existing techniques developed for game models. The rest of our contribution will be in motivating,
developing and applying new techniques for such problems as scheduling and coverage in the area of
multi-threaded C programs. We expect that this work will be useful for engineers to develop tools
for the verification, synthesis and testing of systems in the realm of multi-threaded applications,
which are becoming increasingly prevalent. We expect that our work on metrics will make it
possible for researchers in emerging areas such as bioinformatics to experiment with game models
for reaction networks and other models in computational systems biology, using our extension to
the theory of approximate behavioral equivalence and refinement.
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