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Object PlacementAlgorithms for OSD Systems

R.J. Honicky

ABSTRACT

Typical algorithmsfor decentralizeddatadistribution work best in a systemthat is

fully built beforeit �rst used;addingor removing componentsresultsin eitherextensive

reorganizationof dataor load imbalancein the system. We have developeda family of

decentralizedalgorithmsthat map replicatedobjectsto a scalablecollection of storage

serversor disks. Thesealgorithmsdistribute objectsto serversevenly, redistributing as

few objectsas possiblewhen new serversare addedor existing servers are removed to

preserve this balanceddistribution. They guaranteethat replicasof a particularobjectare

not placedon the sameserver, andallow serversto have different“weights,” distributing

moreobjectsto serverswith higherweights.Thealgorithmsarevery fast,andscaleswith

the numberof server groupsaddedto the system. Becausethereis no centraldirectory,

clients can computedata locationsin parallel, allowing thousandsof clients to access

objectson thousandsof serverssimultaneously.

Keywords: OSD,DataLayout,DataReorganization,File Systems
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1. Intr oduction

As theuseof largedistributedsystemsandlarge-scaleclustersof commoditycomputers

hasincreased,signi�cant researchhasbeendevotedtowarddesigningscalabledistributed

storagesystems.However, scalabilityfor suchsystemshastypically beenlimited to allow-

ing theconstructionof a very largesystemin a singlestep,ratherthantheslow accretion

over timeof componentsinto a largesystem.Thisbiasis re�ectedin techniquesfor ensur-

ing datadistribution andreliability that assumethe entiresystemcon�guration is known

wheneachobjectis �rst written to a disk. In modernstoragesystems,however, con�gura-

tion changesover timeasnew disksareaddedto supplyneededcapacityor bandwidth.

Scalabledistributed data structures(SDDSs)are particularly important for modern

high-performancecomputingbecauseof thedevelopmentof computingandstorageclus-

tersbuilt from thousandsof individualnodes.In suchsystems,theuseof acentraldirectory

for locatingdatawouldresultin aseverebottleneck,reducingoverallperformance.As dis-

cussedin Section2, existingSDDSssharethreepropertiesthatallow themto providegood

performancein suchlarge,scalableenvironments:

1. A �le expandsto new serversgracefully, andonly whenserversalreadyusedare

ef�ciently loaded.

2. Thereis no mastersite that objectaddresscomputationsmustgo through,e.g., a

centralizeddirectory.

3. File accessand maintenanceprimitives, e.g., search,insertion, split, etc., never

requireatomicupdatesto multipleclients.

While the secondand third propertiesare clearly importantfor highly scalabledata

structuresdesignedto placeobjectsoverhundredsor thousandsof disks,the�rst property,

as it stands,could be considereda limitation becausea �le that expandsto new servers

basedon storagedemandsratherthanon resourceavailability presentsa dif�cult adminis-

trationproblem.Often,anadministratorwantsto adddisksto a storageclusterandimme-

diatelyrebalancetheobjectsin theclusterto takeadvantageof thenew disksfor increased

parallelism,ratherthanwaiting for thesystemto decideto take advantageof thenew re-

sourcesbasedon algorithmiccharacteristicsandparametersthatthey do notunderstand.
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This thesisdescribesa family of decentralizedalgorithmsthatmapreplicatedobjects

to a scalablecollectionof storageserversor disks. The algorithmsdistribute objectsto

disksevenly, redistributingasfew objectsaspossiblewhennew disksareaddedor existing

disksareremovedto preserve thisevendistribution. They alsoguaranteethatreplicasof a

particularobjectarenot placedon thesameserver, andallow for serversto have different

“weights,” distributing moreobjectsto serverswith higherweights. The algorithmsare

very fast,andscalewith thenumberof disk groupsaddedto thesystem.Becausethereis

no centraldirectory, clientscancomputedatalocationsin parallel,allowing thousandsof

clientsto accessthousandsof serverssimultaneously.

In this thesis,we describetwo algorithmsin thefamily. The�rst algorithm,RUSHP is

capableof mappingnotonly objectreplicas,but alsoerasurecodes.Thesecondalgorithm,

RUSHR, buildsonthe�rst algorithmaddingtheability to removediskclustersandimprov-

ing theevennessof datadistribution. It makestheseimprovementsat the sacri�ce of the

ability to evenlysupporterasurecoding.

Theability to removedisk clustersis importantfor long-livedstoragesystemsbecause

it allowssystemdesignersto build evolving systems,addingnew capacity, andretireaging

serversasnecessarywhile preservingbalanceddatadistribution andreplication. All of

the algorithmsallow objectsto have an arbitrary, adjustabledegreeof replication; the

algorithmsmerelyprovide a mapping,allowing the storagesystemto decidehow many

replicasshouldactuallybeinstantiated.Becausereplicasaredistributedevenlyto all of the

disksin thesystem,theloadfrom afaileddisk is distributedevenly to all otherdisksin the

system.As a result,thereis little performancelosswhena largesystemlosesoneor two

disks.

In theconclusion,we brie�y discussa memberof thealgorithmicfamily which guar-

anteeslookuptime which is logarithmicin thenumberof timesthesystemhasbeenreor-

ganized,andwhichsupportsclusterremoval, andalsoerasurecoding.
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2. RelatedWork

Several different scalabledistributed datastructureshave beenproposedpreviously.

Litwin, et al. have developedmany variationson Linear Hashing(LH*) [22, 23, 25, 26,

27] TheLH* variantsarelimited in two ways: they mustsplit buckets,andthey have no

provision for bucketswith differentweights.LH* splitsbuckets(disksin thiscase)in half,

sothaton average,half of theobjectson a split disk will bemovedto a new, empty, disk,

resultingin suboptimaldisk utilization [2] anda “hot spot” of disk andnetwork activity

betweenthe splitting nodeand the recipient. Other datastructuressuchas DDH [11]

suffer from similar splitting issues. Our algorithms,on the other hand,almostalways

movesa statisticallyoptimalnumberof objectsfrom every disk in thesystemto eachnew

disk, ratherthanfrom onedisk to onedisk. Unlike RUSH� the LH* variantsprovide no

mechanismfor weightingdifferentdisks to take advantageof diskswith heterogeneous

capacityof throughput,a crucial requirementfor storageclusterswhich grow over time.

Breitbart,et al. [2] discussa distributed�le organizationwhich resolvestheissuesof disk

utilization in LH*, but doesnotproposeany solutionfor datareplication.

Kröll andWidmayer[20] proposeDistributedRandomTrees(DRTs), a typeof SDDS

thatareoptimizedfor morecomplex queriessuchasrangequeriesandandclosestmatch

ratherthansimpleprimarykey lookup.DRTssupportserverweightingbut facedif�culties

similar to theLH* variantswith reorganization.DRTsdonotexplicitly supportreplication,

thoughmetadatareplicationis discussed,andhaveworst-caseperformancelinearin thethe

numberof disksin thecluster. Any tree-basedSDDS,includingDRT, hasanaverage-case

performancewith a lower boundof W	�� m� [21], wherem is thenumberof objectsstored

by the system.Our algorithmhasperformancewhich grows linearly with the numberof

groupsof disksadded;performanceis independentof thenumberof objectsand,if disks

areaddedin largegroups,will approachconstanttime. Litwin, etal. alsodiscussaB-Tree

basedSDDSfamily calledRP* [24]. It alsosuffers from the fundamentallimitations of

SDDS's,andis boundedby W	
�

m� in theaveragecase[21].

Choy, et al. [7] describealgorithmsfor perfectdistribution of datato disksthatmove

anoptimally low numberof objectswhendisksareadded.However, thesealgorithmsdo

3



not supportnecessaryfeaturessuchweightingof disks,removal of disks,andreplication.

Brinkmann,etal. [3, 4] proposeamethodfor pseudo-randomdistributionof datato multi-

ple disksusingpartitioningof theunit range,andWu andBurns[34] build on this work to

providea storagesystemwhichcanadaptto thecurrentworkload.Thesemethodsmethod

accommodatesgrowth of thecollectionof disksby repartitioningtherangeandrelocating

datato rebalancethe load. Again, however, this methoddoesnot allow for theplacement

of replicas.

Tang and Yang describean algorithm which takes into accountthe distribution of

large andsmall blocks in a �lesystem [32]. Their algorithmsupportsreplication,server

weightinganddistributesloadwell in theeventof a failure.Their algorithm,however, has

spacerequirementsproportionalto the numberof blocksstoredin the systemlike other

tabularapproaches.

ChauandFudiscussandproposealgorithmsfor declusteredRAID whoseperformance

degradesgracefullywith failures[5]. Ouralgorithmexhibitssimilarly gracefuldegradation

of performance:the pseudo-randomdistribution of objects(declustering)meansthat the

loadon thesystemis distributedevenlywhenadisk fails.

Peer-to-peersystemssuchas CFS [10], PAST [31], Gnutella [29], and FreeNet[8]

assumethat storagenodesareextremelyunreliable. Consequently, datahasa very high

degreeof replication. Furthermore,mostof thesesystemsmake no attemptto guarantee

long termpersistenceof storedobjects.In somecases,objectsmaybe“garbagecollected”

at any time by userswho no longer want to storeparticularobjectson their node,and

in others,objectswhich are seldomusedare automaticallydiscarded. Becauseof the

unreliability of individual nodes,thesesystemsusereplicationfor high availability, and

arelessconcernedwith maintainingbalancedperformanceacrosstheentiresystem.

Other large scalepersistentstoragesystemssuchasFarsite[1] andOceanStore[28]

provide more�le system-likesemantics.Objectsplacedin the�le systemareguaranteed,

within someprobability of failure, to remainin the �le systemuntil they are explicitly

removed. The inef�ciencies thatareintroducedby thepeer-to-peerandwide areastorage

systemsaddresssecurity, reliability in thefaceof highly unstablenodes,andclientmobility

(amongotherthings).However, thesefeaturesintroducefartoomuchoverheadfor atightly

coupledmassobjectstoragesystem.
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Distributed �le systemssuchasAFS [19] usea client server model. Thesesystems

typically usereplicationat eachstoragenode,suchasRAID [6], aswell asclient caching

to achieve reliability. Scalingis typically doneby addingvolumesasdemandfor capacity

grows. This strategy for scalingcanresult in very poor load balancing,andrequirestoo

much maintenancefor large disk arrays. In addition, it doesnot solve the problemof

balancingobjectplacement.
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3. Object-basedStorageSystems

NASD1-basedstoragesystems[14, 15] arebuilt from largenumbersof relatively small

disksattachedto a high bandwidthnetwork, asshown in Figure3.1. Often,NASD disks

managetheirown storageallocation,allowing clientsto storeobjectsratherthanblockson

thedisks.By storingobjectsratherthanblocks,disksrelieve theburdenof managingdisk

layoutfrom theclient,andcanalsoprovideotheradvantagessuchashighersecurity.

Objectscanbeany sizeandmayhaveany 64-bit (or larger)name,allowing thedisk to

storeanobjectanywhereit can�nd space.If theobjectnamespaceis partitionedamong

the clients, several clients can storedifferent objectson a single disk without the need

for distributedlocking. In contrast,blocksmustbe a �x ed sizeandmustbe storedat a

particularlocation on disk, requiring the useof a distributed locking schemeto control

allocation. NASD devices that supportan object interfaceareoften calledobject-based

storage devices(OSDs).We assumethat thestoragesystemon which our algorithmruns

is built from OSDs.

More concretely, an “allocation” algorithm for an OSD basedsystemonly needsto

chooseon which disk a particularobjectbelongs,ratherthanchoosinga particulardisk

and a particularlocation on the disk (as is necessaryin RAID and traditional SAN ar-

chitectures).This �e xibility alsoallows for moreef�cient reorganizationandbetterload

balancing,featureswhich thealgorithmsin this thesisexploit.

Our discussionof the algorithmsassumesthat eachobject can be mappedto a key

x. While eachobject must have a uniqueidenti�er in the system,the key usedfor our

algorithmneednot beuniquefor eachobject. Instead,objectsaremappedto a “set” that

maycontainhundredsor thousandsof objects,all of which sharethekey x while having

differentidenti�ers. Oncethealgorithmhaslocatedthesetin which anobjectresides,that

setmay be searchedfor the desiredobject; this searchcanbe donelocally on the OSD

andtheobjectreturnedto theclient. By restrictingthemagnitudeof x to a relatively small

number, typically in the range106–107, we make objectbalancingsimplerto implement

without losingthedesirablebalancingcharacteristicsof thealgorithm.

1Network AttachedStorageDevice
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Figure3.1: A typical NASD-basedstoragesystem

Mostpreviouswork haseitherassumedthatstorageis static,or thatstorageis addedfor

additionalcapacity. We believe thatdiskswill beaddedandremovedfor several reasons,

including betterperformanceandsystemaging(i.e. replacementof failed disks)aswell

ascapacity, requiringthatobjectsberedistributed. If objectsarenot rebalancedwhenthe

disksareadded,newly createdobjectswill bemorelikely to bestoredonnew disks.Since

new objectsaremorelikely to bereferenced,thiswill leavetheexistingdisksunderutilized

[30]. Clearly, objectsmustberedistributedwhenstorageis removedto preventthelossof

data.
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4. Object PlacementAlgorithms

Themajorgoalof anobjectplacementalgorithmis to provideadecentralizedalgorithm

thatpreservesloadbalanceon a collectionof storageserversin thefaceof changesin the

con�guration of the storagesystem. Our object placementalgorithmswork on a set of

servers, eachof which is a storagesystemcapableof servicingclient requestsfor objects;

in our model, servers correspondto OSD disks, but this is not a requirement. Servers

arepartitionedinto sub-clusters; sub-clustersconsistof identicalservers that areadded,

removed,andreweightedasa group.Theentirestoragesystemconsistsof multiple server

sub-clusters,accruedover time.

Weassumethatvery largestoragesystemsthatuseRUSHwill bebuilt overtime. After

addingor removing a sub-clusteror changingtheweightof a sub-cluster, thesystemmust

reorganize, relocatingsomeobjectsfrom their currentserversto their new servers. This

processmay take sometime; during this time, the systemmay be unbalanced,thoughit

cancontinueto operate.

Duringreorganization,wewould ideally like thesystemto movetheminimumnumber

of objectspossible,in orderto conservenetwork resourcesor minimizetheamountof time

of�ine in the event of an of�ine reorganization. A reorganizationis consideredoptimal

if moving fewer objectswould result in a systemthat is not balanced. Intuitively, this

correspondsto the situationin which the systemmovessuf�cient objectsto or from the

sub-clusterwhoseweightwaschangedsothatthesystemis onceagainbalanced,assuming

thatobjectsonly movebetweentheaffectedsub-clusterandtherestof thesystem.

4.1 Terminology

In this section,we introduceterminologyandsymbolswhich will beusedthroughout

thethesis.

De�nition 1. A server is a computersystemattachedto a network which is capableof

servicingrequeststo clients.In ourmodelserverscorrespondto OSDdisks,but wechoose

thetermserver to avoid limiting theapplicabilityof ouralgorithms.

8



De�nition 2. A sub-clusteris agroupof serverswhichgetadded,reweightedandremoved

from thesystemat thesametime.

De�nition 3. Let S 
�� s1 ��������� bethesetof all serversin asystem.

De�nition 4. Let l : S ��� be a function from the setof all serversto the setof natural

numbers,whosevalueis thenumberof objectsin someserversi �

S.

De�nition 5. Let w : S ��� bea functionfrom thesetof all serversto thesetof rational

numbers,whosevalueis theweightassignedto serversi �

S.

De�nition 6. A systemof servers is said to be organizedif for every pair of servers in

thesystemsi andsj , theexpectedratio betweenthenumberof objectsin si andsj is equal

to theratio of theweightsassignedto si andsj ( i.e. l � si �

l � sj �




w � si �

w � sj �

). Equivalently, we can

saythata systemof serversis organizedif for everyserver, theexpectedratio betweenthe

numberof objectsin theserver andtheweightof theserver is equalto theratio between

total numberof objectsin thesystemandthetotal weightin thesystem,or

 

i �

l 	 si �

w 	 si �




å j l 	 sj �

å j w 	 sj �

De�nition 7. Respeci�cation takes place when one or more sub-clustersare added,

reweightedor removed from the con�guration of the system. The physicaldevicescor-

respondingto the sub-cluster(s)may still be presentuntil after all objectsare moved to

their new servers.

De�nition 8. Reorganizationtakesplacewhenobjectsaremovedbetweenserversin order

to bring asystembackinto astateof organizationafterrespeci�cation.

Table4.1showsvarioussymbolsandde�nitions usedthroughoutthepaper.

4.1.1 De�nition of Optimality

In this thesis,we will show theoptimality ( undercertainconditions)of thenumberof

objectsmoved by variousalgorithmsduring systemreorganization. This sectionde�nes

9



R Numberof replicasof agivenobject
S 
�� s0 ������� s! S! " 1 � Setof all server IDs in thesystem

C 
�� c0 ������� c ! C ! " 1 � Setof all sub-clustersin the system,where #

! C ! " 1
j $ 0 c j 
 S

andci %

c j 


/0 wheni &
 j
w 	 si � Weightassignedto serversi
w 	 ci � Weightassignedto eachserver in subclusterci
l 	 si � Thenumberof objectsmappedto server i
m	 ci � Numberof serversin sub-clusteri
n 	 ci ��
 å i " 1

j $ 0m	 sj � Numberof serversaddedto thesystemprior to theservers
in ci

x Thekey of anobject
z a randomnumber
p aprimenumber

Table4.1: Parametersusedto de�ne datadistribution in RUSH.

theprecisecriteria for optimality which thealgorithmsmustmeet.We alsodiscusssome

implicationsof thede�nition of optimalitywhich wepresent.

Duringreorganization,wewould ideally like thesystemto movetheminimumnumber

of objectspossible,in orderto conservenetwork resourcesor minimizetheamountof time

of�ine in the event of an of�ine reorganization. From this requiredbehavior comesan

intuitivede�nition of optimality:

De�nition 9. A reorganizationcanbeconsideredoptimal if moving fewer objectswould

resultin asystemwhich is notorganized.

Thefollowing Lemmaimmediatelyfollows from thisde�nition of optimality:

Lemma 1. Whenanorganizedsystemof serversis respeci�edbyaddinga new sub-cluster,

andall old servers in thesystem(meaningtheserverswhich werepart of thesystembefore

the re-speci�cation)retain their relativeweights,thena reorganizationis optimal if and

only if for everyobjectwhich movesduring thereorganization,thatobjectmovesfromone

of theold sub-clusters to thenew sub-cluster.

Proof. Assumethat the conditionsof Lemma1 hold. That is, an organizedsystemhas

beenrespeci�edby addingnew sub-clusters,andall old serversin thesystemretaintheir

relativeweights.

Now, assumethat the reorganizationis optimal, but thereexists someobject which

movesduringthereorganization,but doesnot move to a newly addedserver. Speci�cally,

supposetheobjecto movesbetweentwo serverssi andsj , bothof which werepartof the

10



systemprior to therespeci�cation.Sincew 	 si � andw 	 sj � did notchange,in orderto retain

theratio l � si �

l � sj
� , for everyobjectwhich movesfrom si to sj , wemusteither

1. moveobjectsfrom someotherserversk to si

2. moveobjectsfrom sj to sk, or

3. bothof theabove

But in the�rst andthird cases,oneof theobjectswhichmovedfrom sk to si couldhave

moveddirectly from sk to sj , andtherewouldhavebeennoneedto movetheobjecto from

si to sj . This is acontradictionwith ourassumptionthatthereorganizationis optimal,since

we couldhave eliminatedat leastoneobjectmovementandstill retainedthecorrectratio
l � si �

l � sj �

.

Similarly, in the secondandthird cases,oneof the objectswhich moved from sj to

sk could have moved directly from si to sk, andtherewould have beenno needto move

the object o from si to sj . This is also a contradictionwith our assumptionthat the

reorganizationis optimal.

We have thereforeprovedthat if anre-organizationis optimal,andit meetsthecriteria

statedin Lemma1, thenall of theobjectswhich move during thereorganizationmove to

oneof thenewly addedservers.

Next, we show that if a re-organizationmeetsthecriteriastatedin Lemma1 andall of

theobjectswhichmoveduringthereorganizationmovefrom oneof theold sub-clustersto

oneof thenewly addedsub-clusters,thenthere-organizationis optimal.

Assumethecontradictionof theabovestatement.Thatis, assumethatare-organization

meetsthecriteriastatedin thelemmaandall of theobjectswhichmoveduringthereorga-

nizationmove from oneof theold sub-clustersto oneof thenewly addedsub-clusters,but

there-organizationis notoptimal.

Sinceall of the objectswhich move during the reorganizationmove from oneof the

old sub-clustersto oneof thenewly addedsub-clusters,a givenserver cannot both“lose”

objectsand“gain” them. In otherwords,let L bethesetof all serversfrom which objects

aremoved,andlet G bethesetof all serversto which objectsaremoved;theintersection

L
%

G mustbeempty.

11



Sincethe intersectionL
%

G is empty, for every objectwhich moves, the numberof

objectsin someserversL �

L goesdown, andthenumberof objectsin someserversG �

G

goesup.

If there-organizationis not optimal,thentheremustbesomeobjectmovementwhich

canbeeliminatedwhile allowing thesystemto remainorganized.Sincethere-organization

causesthesystemto bein astateof organization(by de�nition),
 

si � sj �

S: l � si �

l � sj �




w � si �

w � sj �

.

But if oneof theobjectmovementsis eliminated(say, betweenour exampleserversL

andG), thenl 	 sL �(' l )*	 sL � , andl 	 sG �(+ l )*	 sG � , wherel ) indicatesthevalueof thefunction

l when the object movementin questionis eliminated. Therefore,it must be the case

that l ,-� sL �

l
,

� sG �

+

l � sL �

l � sG �




w � sL �

w � sG �

, which meansthat thesystemis no longerorganized.This is a

contradiction.

Wehavethereforeshown thatif a re-organizationmeetsthecriteriastatedin thelemma

andall of theobjectswhichmoveduringthereorganizationmovefrom oneof theold sub-

clustersto oneof thenewly addedsub-clusters,thenthere-organizationis optimal.

We will useLemma1 to helpshow theoptimality of thealgorithmswe discussin this

paper.

As a �nal note,whenthe respeci�cationincludesa modi�cation of the weightingof

servers,thenoptimalitybecomesmoredif�cult to demonstrate,but canbedemonstratedin

many cases.Reweightingis sub-optimalin somecases.

4.2 Algorithm Fundamentals

The two algorithmswhich we presentin this thesishave the samegeneralstructure.

This sectionpresentsan abstractview of the functioningof the algorithms.Pseudo-code

for theabstractalgorithmis presentedin Figure4.1.

Servers in the systemare organizedinto sub-clusters(seeDe�nition 2). In order to

decideonwhich server(s)agivenobjectbelongs,thealgorithms�rst selectsin whichsub-

clusteran objectbelongs. Oncethe algorithmshave decidedon a sub-cluster, thenthey

chooseaserverwithin theclusteron which to placetheobject.

12



c 
 themostrecentlyaddedcluster
while (objectsremainto bemapped)

for key k, decidewhether/how many objectreplicasbelongin clusterc
mapeachobjectwhich belongsin clusterc to someserver in c
changec to theclusteraddedimmediatelybeforec

Figure4.1: Pseudo-codefor mappingthe replica(s)of an objectto a server (or
setof servers).

 !"#$!%&'*+,  !"#$!%&'*+-  !"#$!%&'*+.

(a)Step1

Subcluster , Subcluster -

(b) Step2

Figure4.2: Two stepsin thelookupprocessfor asystemwith threesubclusters.

In order to decideon which cluster(s)a given objectbelongs,the algorithmsusean

iterative1 algorithmwhich intuitively simulatestheprocessof addingserversto a parallel

systemof servers:Whena sub-clusterof serversis addedto a system,we move randomly

chosenobjectsfrom existingserversto thenew servers.

Similarly, whenwe look up theserver(s)to which anobjectbelongs,we determineif

that objectshouldbe allocatedto the mostrecentlyaddedsub-cluster. Again, we decide

this questionrandomly, basedon theobjectid of theobjectin question.If it turnsout that

the object is allocatedto the sub-cluster, thenthereis clearly no needto checkthe other

servers. On theotherhand,if the objectis not allocatedto thesub-cluster, thenwe must

checktherestof theservers,asif thenewestsub-clusterdid not exist.

In Figure4.2,we seeasystemwith threesubclusters,anda total of thirteenservers.In

1Thealgorithmsmaybebetterviewedastail-recursive thaniterative,but thatis a questionof semantics
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thefollowing paragraph,westepthroughthegeneralRUSHlookupprocessusingasimple

algorithmwhich ignoresreplication,weightingandotherconsiderations.

In the�rst stepof thelookup(seeFigure4.2(a)),to decidewhethera particularobject

belongsin themostrecentlyaddedsubcluster, we hashtheobject'skey to avaluebetween

0 and1, andcomparethis hashvalueto the ratio 4
13, where4 representsthe numberof

serversin themostrecentlyaddedsubcluster, and13representsthetotalnumberof servers

in thesystem.If thehashvalueis lessthan 4
13, thentheobjectis locatedin themostrecently

addedsubcluster, andweuseahashfunctionto locateit there.

Otherwise,we must locatethe object in the restof the system(seeFigure4.2(b))by

applyingthe sameprocessrecursively. Ignoring the most recentlyaddedsubcluster, we

view thesystemasit lookedbeforethemostrecentlyaddedsubclusterwasadded.In this

case,the“most recently”addedsubclusterhadfour servers,andtherewerenineserversin

the systemtotal. This time, we comparea hashof the objectkey (usinga differenthash

function to avoid correlation),to the ratio 4
9, locating the object in the “most recently”

addedsubclusterif thehashis lessthan 4
9, andrecursingagainotherwise.

This treatmentprovidesa high level view of the way the RUSH algorithmsfunction.

RUSH becomesmore complicatedwhen it must supportweighting, object replication,

arbitraryreorganizationsandotherfeaturesnecessaryfor largescalablestorageclusters.

4.3 Cluster Weighting and Replication

This sectiondiscussesweighting serversand clusters,and the replicationof objects

to increasereliability. RUSH doesnot addressadjustingthe replicationof an object to

increaseparallelism.RUSHallowsadjustablereplicationhowever(seeSection8.2),which

meansthat the replicationfactorof an objectcould be adjustedonline to achieve higher

throughput.

De�nition 10. Let R bethenumberof replicasof agivenobject

De�nition 11. LetC 
�� c1 �������.� bethesetof all clustersin asystem.

De�nition 12. Let m: C �/� bea functionfrom thesetof all clustersto thesetof natural

numbers,whosevalueis thenumberof serversin acluster.
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De�nition 13. Let w : C �0� bea functionfrom thesetof all clustersto thesetof rational

numbers,whosevalueis theweightassignedto serversi �

S.

4.3.1 Cluster Weighting

In addition to allowing fast lookup and fast online reorganization,an algorithm de-

signedto distribute dataon large distributed storagesystemsmust allow servers to be

weighteddifferently, sincewe canexpectthat whennew serversarerequired,the capac-

ity or throughputof theserverswill bedifferentfrom thatof existing servers. In orderto

takeadvantageof this increasedcapacity, wemustbeableto allocatemoreobjectsto more

powerful servers.

Additionally, a good lookup algorithmshouldallow servers to be removed from the

systemoncethecostof maintainingthembecomeshigherthanthecostof replacingthem.

We achieve this by allowing somethingstronger: arbitrary reweighting of sub-clusters.

Althougha sub-clustercanberemovedby settingits weight to zero,its weightcouldalso

beadjustedto accountfor con�gurationerrorsor otherabnormalsituations.

4.3.2 Replication

Xin, etal. reportthatthemeantimeto failure(of asingledisk) in apetabyte-scale(1015

bytes)storagesystemwill beapproximatelyoneday[35]. In orderto preventdataloss,we

mustallow for datareplication.Furthermore,thedatareplicationschemeshouldguarantee

that replicasof thesameobjectgetplacedon differentservers,or theeffect of replication

will benulli�ed.
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5. RUSHP: Replication Under ScalableHashingusing

prime numbers

RUSHP, shown in Figure5.1,reliesonthefactthatmultiplying somenumber0 1 n ' m

by a prime p which is larger thanm andtakingthemodulusm (i. e.. 	 np� modm) de�nes

a bijection betweenthe orderedset S 
2� 0 ����� m 
 1 � and somepermutationof S [9].

Furthermore,the numberof uniquebijections is equal to the numberof elementsof S

which are relatively prime to m. In otherwords, multiplying by a prime larger than m

permutestheelementsof S in oneof f 	 m� ways,wheref 	�34� is theEulerPhi function[9],

asdescribedin Section5.4.

Again, x is the key of the objectbeingplaced, 5 C 5 is the numberof clusters,n 	 c j � is

the total numberof serversin the �rst j 
 1 clusters,andm	 c j � is the numberof servers

in cluster j, where j
�

� 0 �����65 C 5�
 1 � . Let R equalthemaximumdegreeof replicationfor

anobject,andr
�

� 0 ����� R 
 1 � bethereplicanumberof theobjectin question.z ands are

pseudo-randomvaluesusedby thealgorithm.

Thealgorithmalsoassumesthatm	 c0 �87 R. That is, thenumberof serversin the �rst

clusteris at leastaslargeasthemaximumdegreeof replication.Thismakesintuitivesense

sinceif it were not true, therewould not be a suf�cient numberof serversavailable to

accommodateall of thereplicasof anobjectwhenthesystemis �rst broughtonline.

def RUSHP (x, r, j):
m9.: c j ;=<

m: c j ;

w : c j ;

n9
: c j ;><

å
j ? 1
i @ 0 m9

: ci ;

z A hash: x B j B 0
;DC

: n9
: c j ;FE

m9
: c j ;G;

chooseaprimenumberp H m9
: c j ;

basedon hash: x B j B 1
;

v
<

x
E

z
E

r I p
z9

<

: z
E

r I p
;

mod : n9
: c j ;FE

m9
: c j ;J;

if m: c j ;

H R and z9FK m9.: c j ;

maptheobjectto servern : c j ;FE

: v modm: c j ;G;

elseif m: c j ;

K R and z9FK R
C

w : c j ;

and v modR K m: c j ;

maptheobjectto servern : c j ;FE

: v modR
;

.
else

RUSHP (x, r, j L 1)

Figure5.1:Algorithm for mappingobjectstoserverswith replicationandweight-
ing.
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In the casewherem	 c j �M' R, our algorithm(intuitively speaking)�rst pretendsthat

theclusteris of sizeR. It thenselectsonly thoseobjectreplicaswhich would beallocated

to the �rst m	 c j � serversin our imaginaryclusteror R servers. In this way, we canavoid

mappingmorethanonereplicato thesameserver. Whenm	 c j �N' R, thenumberof objects

whichgetmappedinto cluster j is w � c j �JO

R
n

,

� c j �QP

m
,

� c j �

3

m� c j �

R 


m, � c j �

n
,

� c j �QP

m
,

� c j �

� sotheRfactorcancels

completely.

Also, notethat RUSHP utilizes a “parametric”hashfunction: a hashfunction which

takesmutlitpleparametersandgivessomedegreeof randomnessacrossall of thoseparam-

eters.Parametrichashfunctionsarediscussedin Section5.1.

5.1 Parametric Hashesand Pseudo-randomNumbers

A parametrichashfunction is a hashfunction which takesasparametersboth a hash

codeandoneor moreadditionalparameters.Sincethe hashfunction takesoneor more

additionalparameters,it canreturndifferentvaluesfor thesamehashcode,dependingon

theotherparameters.

Thealgorithmswe presenthereusea parametrichashwith two additionalparameters.

Thehashfunctionis asimplemultiplicativehashwhich yieldsvaluesin therange
�

0 � 1� :

h 	 k �R
 Akmod1

whereA
�

�

0 � 1� .

For our algorithms, the secondand third parametersare boundedand discrete,so

if the hashfunction hastwo additionalparametersp1 and p2, with domainsP1 and P2

respectively, thenwe simply choose5 P1 � P2 5 (where � is the Cartesianproduct)unique

valuesfor A andstorethemin a tableindexedby p1 andp2. Theresultinghasfunctionis

in Figure5.2.

Sincethehashfunctionconsistsonly of (�x edprecision)arithmeticoperations,all of

which canbe computedin constanttime, the hashfunction canbe computedin constant

time.
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def init hash(P1, P2):
for i 
 0 to 5 P1 � P2 5 :

multiplier table.append(random())

def hash(key, p1, p2):
return(key * multiplier table[p1 �S5 P1 5�3 p2]) % 1

Figure5.2: Pseudo-codefor asimpleparametrichashfunction.P1 andP2 arethe
domainsof p1 and p2 respectively. '% 1' meanstake everythingto the right of
thedecimal.Thefunction'random()'`returnsa realin therange

�

0 � 1� .
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(a) Correlationof hashvaluesof sequen-
tial keys

0 0.2 0.4 0.6 0.8 1
0

0.2

0.4

0.6

0.8

1

(b) Correlationof AS-183

Figure5.3: Two dimensionalcorrelationof the hashvaluesof sequentialkeys
andtheAS-183generator.

If, on theotherhand,we needa streamof randomnumbers,onesolutionis to simply

computethehashon eachvaluein a sequenceof numbers.Unfortunately, this procedure

revealsa very strongdependencein our hashfunction. In Figure5.3(a),we canseethat

whenhash	 x � 0� is plottedagainsthash	 x � 1 � 0� , all of thesetuplesfall on thesameline.

Thusthis “random”numbergeneratoris saidto be(very)dependent.

Figure 5.3(b) shows, in contrast,that randomnumbersgeneratedby the AS-183al-

gorithm [33] (for example)show no suchdependence.SinceAS-183 can be seededin

18



constanttime, we cansimply generatethe seedfor AS-183usingour hashfunction,and

thenutilize thestreamof randomnumbersfrom AS-183.

5.2 Corr ectnessof RUSHP

Let thetotalweightin thesystemW beå c
i $ 0w 	 ci � m	 ci � . Thefractionof thetotalweight

possessedby a server in cluster j is thus w � ci �

W . We mustthereforeshow that theexpected

numberof objectreplicasownedby someserver j is w � c j �

W 3 N 3 R.

We also must show that no two replicasof the sameobject get placedon the same

server, andthatobjectswill berandomlydistributeduniformly overall of theserversafter

thereorganization.Again,wecanprovethesefactsusinginduction.

Usingasimpleinduction,wesketchaproof thattheexpectednumberof objectsplaced

in thenew clusterby thisbasicalgorithmis m� c
�

n � c
�QP

m� c
�

3 N, andthatobjectswill berandomly

distributeduniformly overall of theserversafterthereorganization.

In the basecase,n)G	 c0 �T
 0, andz) is modulusn)*	 c0 �U� m)J	 c0 �8
 m)J	 c0 � (andhence

z)V' m)*	 c0 � ). Sincewe requirethat the�rst clusterhave at leastR servers,we will always

maptheobjectto servern 	 c0 �V�W	 v modm	 c0 ���R
 v modm	 c0 � which is in the�rst cluster,

asdescribedin Figure5.1. v is a pseudo-randomnumber(becausez is pseudo-random),

soanobjecthasequalprobabilityof beingplacedon any of them	 c0 � serversin cluster0.

Therefore,theexpectednumberof objectsplacedonagivenserverwhenthereis only one

clusteris 1
m� c0 �

3 N 3 R 


w � c0 �

w � c0 �

m� c0 �

3 N 3 R 


w � c0 �

W 3 N 3 R, which is whatwewantedto prove.

Now,
�

x � z � r � pXZY m� c0 �

�

x � zX[�

�

r � pX\�

We can thereforeexaminethe 	 x � z� modm	 c0 � term, and the 	 r � p� modm	 c0 � term

separately.

Recall that x is the key of an object. Sincex andz canbe any value,both of which

are(potentially)differentfor eachobject,but thesamefor eachreplicaof theobject,x � z

canbeviewedasde�ning a randomoffsetwithin them	 c0 � serversin the�rst clusterfrom

which to startplacingobjects.
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(x+z)mod m

(r*p) mod m

mod m

Figure5.4: The mappingof the orderedsetof integers � 0 ��������� m	 c j �]
 1 � to a
permutationof thatsetusingthefunction f 	 x��
^	 x � z � r � p� modm	 c j �

p andm	 c0 � arerelatively prime,sofor agiveny,
�

r � pX_Y m� c0 �

y hasauniquesolution

modulom	 c0 � (seeSection5.4). In otherwords,p de�nesa bijectionfrom theorderedset

� 0 ��������� m	 c0 �U
 1 � to somepermutationof thatset.

Thus we can think of 	 x � z � r � p� mod m	 c0 � as denotingsomepermutationof

the set � 0 ��������� m	 c0 �R
 1 � , shifted by 	 x � z� modm	 c0 � .1 In other words, if we rotate

the the last elementto the �rst position x � z times, then we have the set de�ned by

f 	 x�`
a	 x � z � r � p� modm	 c0 � . Sincethisis alsoapermutationof � 0 ��������� m	 c0 �b
 1 � , and

sincer ' m	 c0 � , eachreplicaof anobjectmapsto a uniqueserver, asshown in Figure5.4.

For theinductionstep,assumethateachclusteris weightedby someper-server (unnor-

malized)weightw 	 c j � where0 1 j ' c, andthatall of theobjectreplicasin thesystemare

distributedrandomlyover all of the serversaccordingto eachserver's respective weight

(de�ned by theserver'scluster).

If we add a cluster c containingm	 c� servers, then w 	 c�N3 m	 c� is the total weight

allocatedto clusterc. Sincea givenobjectreplicais placedin clusterc with probability
w � c

�JO

m� c
�

W , theexpectednumberof objectsplacedin clusterc is w � c
�

m� c
�

W 3 N 3 R. As in thebase

case,theobjectreplicaswill bedistributedover the serversin clusterc uniformly, so the

expectednumberof objectreplicasallocatedto a server in clusterc is w � c
�

W 3 N 3 R, which is

whatwewantedto show.

1The numberof uniquepermutationsof c 0 d*eJe*eJd mf c0 gih

1 j which canbe obtainedby multiplying by a
co-primeof mf c0 g

is equalto theEulerPhi Functionf f mf c0 gJg

, asdescribedin Section5.4.
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Sincep de�nesabijectionbetweentheorderedset � 0 ��������� m	 c�`
 1 � andsomepermu-

tationof thatset,eachreplicathatis placedin clusterc is placedonauniqueserver (again,

seeSection5.4). Notethatat mostm	 c� out of R replicasof a givenobjectcanbeplaced

in clusterc, sincetheotherR 
 m	 c� replicaswill bemappedmodR to valueswhich are

greaterthanor equalto m	 c� whenm	 c�(' R.

By theinductionhypothesis,weknow thatobjectsaredistributedrandomlythroughout

the systemaccordingto the weightsof eachserver. So for a randomlychosenkey, the

probability that theobjectcorrespondingto thatkey is locatedon server si is w � ci �

W . Since

the numberof objectsmoved to sub-clusterc is w � c
�

m� c
�

W 3 N 3 R, the expectednumberof

objectsmovedfrom si to c is

w 	 c� m	 c�

W
3 N 3 R 3

w 	 ci �

W

for any si k�

c. Furthermore,theratio of theexpectednumberof objectsmovedfrom any

two serverssi � sj k�

c is
w � c

�

m� c
�

W 3 N 3 R 3

w � ci
�

W
w � c

�

m� c
�

W 3 N 3 R 3

w � c j �

W




w 	 ci �

w 	 c j �

�

so the expectednumberof objectsmoved from eachserver is proportionalto the weight

of eachserver. Sincewhetheror not a particularobject moved is determinedusing a

pseudo-randomprocess,thedistributionof objectsover theserversnot in clusterc remains

distributedrandomlythroughoutthesystemaccordingto theweightof eachserver.

Finally the decisionof wherein clusterc to placean object replica is also pseudo-

random(since s is random),so objectsget distributed uniformly to every server in c.

Therefore,thesystemis reorganizedin theeventof a respeci�cation,andobjectsremain

randomlydistributedthroughoutthesystemaccordingto theweightsof eachserver.

5.3 Optimality of reorganization for RUSHP

To understandwhy RUSHP is (statistically)optimal in the numberof objectsmoved,

it helpsto considerit asa tail-recursive ratherthan iterative algorithm. In eachstepof
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therecursion,we simply determinewhethertheobjectbelongsin themostrecentlyadded

sub-cluster, or anotherone. If it movesto the most recentlyaddedsub-cluster, thenwe

have met the predicatesof Lemma1. Otherwise,the objectremainswhereit wasbefore

theorganization,againmeetingthepredicatesof theLemma.

Sincethepredicatesof Lemma1 aremetregardlessof whetheranobjectmovesor not,

weknow thatreorganizationunderRUSHP movesanoptimalnumberof objects.

5.4 ChoosingPrime Numbers

RUSHP relies on an ef�cient methodof choosingrandompermutationof a set of

integers(andhenceserver). To choosepermutations,RUSHP usesa propertyof modular

multiplication which implicitly de�ne bijectionsbetweenpermutationsof a set. In this

sectionwediscussthreekey facts:

1. Eachco-primeof mde�nesabijectionbetweentheorderedsetof integers� 0 ��������� m 


1 � andapermutationof theorderedset.

2. Thenumberof uniquebijectionsde�ned by co-primesof m is equalto f 	 m� .

3. A randomdraw from alargesetof primesis statisticallyequivalentto arandomdraw

from thesetof co-primesof m

Takentogether, thesefactsallow thealgorithmto selectpermutationsof thesetof servers

in a clusterby simplychoosinga randomprimenumber.

Remark 1. Each co-primeof m de�nes a bijection betweenthe ordered set of integers

� 0 ��������� m 
 1 � anda permutationof theorderedset.

Remark1 follows directly from Lemma2. Before statingthe lemma,we introduce

somede�nitions.

De�nition 14. Theleastresidueof a modulusa 	 modm� is theuniqueinteger0 1 r ' m

suchthata 
 qm � r, whereq is someinteger.

De�nition 15. The setdenotedl m is the setof all non negative integerslessthanm. In

mathematicalterms,l m 
m� x
�

ln5 0 1 x ' m�

De�nition 16. The setdenotedlpo m is the subsetof l m suchthat all the elementsareco-

primewith m. In mathematicalterms,lpo m 
m� x
�

l m 5 gcd	 x � m��
 1 �
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The following lemma tells us that the operationof multiplying by someco-prime

a
�

lqo m de�nes a bijection fa : l m r

l m betweenthe set of non-negative integersless

thanm, andsomepermutationof thatset.A simpleproof of Lemma2 canbefoundin an

introductorynumbertheorytext [13].

Lemma 2. if gcd	 a � m�R
 1, thentheleastresiduesof

a � 2a � 3a �������s�t	 m 
 1� a 	 modm�

are

1 � 2 � 3 �������s� m 
 1

in someorder.

Lemma 3. Thenumberof uniquebijectionsde�nedbyco-primesof m is equalto f 	 m�

We mustintroducesomea few de�nitions andlemmasto proveLemma3 .

De�nition 17. Thenumberof integersin theset luo m is describedby theEuler Phi Func-

tion:

f 	 m��
 mÕ
p ! m

p 
 1
p

wherep 5 m meansthesetof all p suchthat p is a factorof m[9].

We will demonstratethatthenumberof uniquebijectionsis equalto f 	 m� by showing

that theremustbe at leastf 	 m� uniquebijections,andthenshowing that therecanbe at

mostf 	 m� uniquebijections.

To seethat theremustbeat leastf 	 m� differentbijectionsbetweentheorderedsetof

non-negative integers,considerthe element1
�

l m. Multiplying 1 by somea
�

lvo m will

alwaysyield a, sincea 	 modm�N
 a. In otherwords, fa 	 1�w
 a for all a
�

lqo m, so fa must

bedistinctfor distinctvaluesof a. Sincetherearef 	 m� distinctvaluesof a, theremustbe

at leastf 	 m� differentbijections.

To show thattherecanbeatmostf 	 m� uniquebijections,wewill needasmall lemma.

Lemma 4. Theconverseof Lemma2 is alsotrue.
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Proof. Let gcd	 a � m��
 d + 1. In thatcase,we canrepresenta asd a
d , andm asdm

d . Since
m
d ' m, it is clearlyin theset l m. Thus,theproductof a and m

d is

a
m
d


 d
m
d

a
d

�

By thede�nition of themodulusfunction,thismeansthattheleastresidueof am
d 	 modm�

is 0. But the leastresidueof a 3 0 	 modm� is 0 aswell, so a doesnot de�ne a bijection

fa : l m r

l m.

Finally, wewill useLemma4 to show thateveryco-primeof m is congruentmodulom

to somea
�

lqo m.

Proof. For somec suchthatgcd	 c � m�]
 1, let rc betheleastresidueof c modulom. Since

a 	 modm�`3 b 	 modm�x	 modm�wY ab	 modm� , multiplying by c modulom is equivalentto

multiplying by rc modulom, meaningthatthey de�ne thesamefunction fc : l m �/l m.

Now, usingproof by contradiction,assumethat rc k�

lqo m. Thengcd	 rc � m�8+ 1, by the

de�nition of l
om. By Lemma4, rc doesnot de�ne a bijection frc : l m r

l m. But we

showedabove thatmultiplying by c is equivalentto multiplying by rc. Sinceby Lemma2

multiplying by c de�nesabijection,this is acontradiction.

Sinceevery co-primeof m is congruentmodulom to somea
�

luo m, andevery other

integerdoesnotde�ne abijection,therecanbeatmost 5 luo m 5t
 f 	 m� bijections.Sincethere

alsomustbeat leastf 	 m� bijections,theremustbeexactly f 	 m� bijections.

Remark 2. A randomdrawfroma largesetofprimesis statisticallyequivalenttoa random

drawfromthesetof co-primesof m

This is a direct corollary of the PrimeNumberTheoremfor Arithmetic Progressions

whichhasrecentlybeenreprovedusingelementaryproofs[16].
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5.5 Theoretical Complexity of RUSHP

In this sectionwe demonstratethatour algorithmhastime complexity of O 	 n� where

n is the numberof server additionsmade. As noted in Section5.4, appropriateprime

numberscan be chosenin O 	 1� time. As notedin Section5.1, the hashfunction used

in RUSHP canbe computedin constanttime. The restof the operationsare�x ed width

arithmeticoperations,soeveryoperationinsidetheloopof RUSHP runsin constanttime.

In the worst case,an objectreplicawill be placedin the �rst server cluster, in which

casethealgorithmmustexamineevery clusterto determinewheretheobjectbelongs.An

adversarycould chooseonly keys which result in objectsbeing placedin the �rst sub-

cluster, in whichcasethealgorithmwouldexecuten loops.In thatcase,thealgorithmwill

run in O 	 n� time.

Theaveragecasedependson thesizeandweightingof thedifferentclusters,andthus

is not a good metric for performance. If the weight and clusterssizesare distributed

evenly, thenclearlywe will need,on averagen
2 iterations,in which casetheaveragecase,

like the worst case,is O 	 n� . We believe, however, that newer clusterswill tendto have

exponentiallyhigherweights,so that in theaveragecase,we only needto calculatelogn

iterations,thusreducingtheaveragecaserun-timeto O 	 logn� . We verify this empirically

in Section7.1.
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6. RUSHR: Support for Removal

We have designeda secondalgorithm,RUSHR to speci�cally addressthe problemof

sub-clusterremoval. In a systemwhich growsover time, thenewer serverswill eventually

containmostof theobjectin thesystem,sincedisk capacityandthroughputis increasing

exponentially. Theolder disks,while beingslower andsmaller, will begin to fail asthey

age,andeventually, thecostof maintainingthemwill behigherthanthebene�t of keeping

them.At thattime, they shouldberetired.

RUSHR allows disksto beretiredby solvinga slightly moregeneralproblem:how to

reweight a sub-clusterarbitrarily. In otherwords,RUSHR allows the administratorof a

systemto changetheweightingparameterson one(or more)sub-clusterswithout causing

all (or most)of theobjectin thesystemto move.

If onecanreweightacluster, thenclearlyonecansetasub-cluster'sweightto0,causing

all objectsin that sub-clusterto move to anothersub-cluster, andallowing the serversin

thatsub-clusterto beremovedfrom thesystem.

RecallingthatR representsthenumberof replicasof someobject,k is theobject'skey,

andSis thesetof possibleserver ids,RUSHR is a function

A2 : 	*ly�\lq�z� SR
�

In other words, RUSHR can be considereda function from a key and somenumberof

replicasR to an R-tupleof server ids. Note that this differs from RUSHP, which mapsa

givenobjectid/replicaid pair to asingleserver id.

As mentionedabove, RUSHR follows the basicstructuredescribedin Figure4.1. It

examinessub-clustersin the systemstarting with the most recentlyaddedsub-cluster,

anddeterminesthe numberof replicaswhich belongin that sub-clusterbasedon a draw

from the hypergeometricdistribution (seeSection6.2 for detailson the hypergeometric

distribution). Onceit hasdeterminedhow many replicasof an objectbelongin the sub-

clusterbeingconsidered(sayt replicas),it selectst serversrandomlyfrom that cluster. If

all of the replicashave not beenallocated(ie R 
 t + 0), then the algorithm continues
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def init :

;

for j A 0 to c L 1:
m

9 : c j ;><

m: c j ;

w : c j ;

n
9 : c j ;{<

å
j ? 1
i

@
0 m

9 : ci ;

end for

def RUSHR :
x

B
R

B
j

B
l

;

seedtherandomnumbergeneratorwith hash
:
x

B
j

B
0

;

t
<

max
:
0

B
R

L
n

:
c j ;J;

// H is adraw from theweightedhypergeometricdistribution
u

<

t
E

H
:
R

L
t

B
n

9-:
c j ;

L
t

B
m

9-:
c j ;FE

n
9�:

c j ;

L
t

B
w

:
c j ;G;

if u | 0 then
seedtherandomnumbergeneratorwith hash

:
x

B
j

B
1

;

y
<

choose
:
u

B
m

:
c j ;J;

reset
:

;

addn
:
c j ;

to eachelementin y
appendy to l
R

<

R L u
end if
if R

A
0:

return l :
else:

return RUSHR : x B RB j L 1 B l
;

Figure6.1: An algorithmfor mappingall replicasof anobjectto corresponding
servers.De�nitions for thevariablesareconsistentwith Sections4.3.1,4.3.2and
5.

with the next mostrecentlyaddedsub-cluster. Figure6.1 shows the pseudo-codefor the

algorithm,andFigure6.2show thepseudo-codefor theselectionalgorithm.

Theneedto guaranteethatR replicasgetallocatedfor any valueof k andR (provided

that R 1 n of course)contributes to the complexity of RUSHR. In order to make this

guarantee,the algorithmcomputesa minimum numberof servers from the currentsub-

clusterto beallocated,denotedast. Thustheparametersfor thedraws from theweighted

hypergeometricdistributiongetadjustedby t, andt is addedto theresultof thedraw.

Weightingcausesanothercomplexity. Insteadof dealingwith numbersof servers,we

mustkeeptrackof cumulativeweightandper-clusterweightfor eachcluster.

6.1 Choosingservers in a sub-cluster

RUSHR reliesusesa subroutinewhich canchoosek elementsfrom a setof n integers,

without replacement. The algorithm describedby the pseudo-codein Figure 6.2 does

this with time-complexity Q 	 k � , not includinginitialization which is Q 	 n� . Thealgorithm
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def initChoose(n)
a0 } } } n ? 1 <•~

0 BJ€G€J€QB n L 1 •

def choose( k, n )
for i A 0 to k L 1

generatea randominteger0 ‚ z Kƒ: n L i
;

// swapaz andan ? i ? 1
r i <

az
az <

an ? i ? 1
an ? i ? 1 <

r i
end for
return r

def reset
for i „

~

0 BG€J€G€…B k L 1 •

c
<

an ? k† i
if c K n L k:

ac <

c
an ? k† i <

n L k
E

i
end for

Figure 6.2: Algorithm for choosingk integers out of � 0 ��������� n 
 1 � without
replacement.

avoids payingthe initialization costmorethanonceby simply resettingthe valuesin the

arrayto theiroriginal valuesoncethearrayof chosenvalueshasbeenconstructed.

Figure6.1illustratesanexamplerunof the ‡[ˆU‰_‰_Š{‹ algorithm,wherek 
 4 andn 
 10.

In Step0, anarrayis initialized. This initializationonly hasto bedoneonetime. In Step1

throughStep4, ‡[ˆU‰Œ‰_Š>‹ simplyswapsthevalueat index n



i



1 with a randomlocation

in the arraywith index lessthann



i



1. This correspondsto the �rst •z‰=Ž loop in the

pseudo-code.In Step5 throughStep8, ‡[ˆ`‰Œ‰_Š{‹ returnsthe array to its initial stateby

iteratingthroughthechosenvaluesat theendof thearrayandresettingboththelocationof

thechosenvalue(at index n



k
�

i), andif necessary, at thelocationwhichshouldhold the

valuewhich is at locationn



k
�

i. For example,in Step5, thevalueat locationn



k
�

i

(in this casen



k
�

i



7) is 2, so ‡[ˆ`‰Œ‰_Š{‹ setsthevalueat index 2 to thevalue“2”, and

alsosetsthevalueat location7 to thevalue“7.”

It mayoccurto thereaderthatwe couldoptimize ‡[ˆU‰_‰_Š{‹ by simply not resettingthe

arrayto its initial stateat theendof thealgorithm,sinceeachelementin thearrayhasan

equalprobabilityof beingchosenanyways.While thiswouldcertainlywork if eachcall to

‡[ˆU‰_‰_Š{‹ hadthesamevaluefor n, it doesnotwork in thecasewheren varies. ‡[ˆU‰_‰_Š{‹ is

designedsothatwecanreusethesamearrayregardlessof n aslongasn canbeboundedto
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1 2 3 4 5 6 7 8 9 10

(a) Step 0: Initialize array
if notalreadyinitialized

1 2 3 45 6 7 8 910

(b) Step 1: Swap the
tenthelement(10) with the
fourthelement(4)

1 2 3 45 6 78910

(c) Step2: Swaptheninth
element(9) with the sev-
enthelement(7)

1 2 3 45 6 78 9 10

(d)Step3: Swaptheeighth
element(8) with thefourth
element(10)

1 23 45 6 789 10

(e) Step 4: Swap the sev-
enth element(9) with the
secondelement(2)

1 ! 3 45 6 78 & 10

(f) Step 5: Set the second
elementto 2 and the sev-
enthelementto seven

1 2 3 45 6 78 7 '

(g) Step 6: Set the eighth
elementto 8

1 2 3 45 6 &8 7 8

(h) Step 7: Set the ninth
elementto 9

1 2 3  #5 6 9' 7 8

(i) Step 8: Set the fourth
elementto 4 and the tenth
elementto 10

Figure6.3: Choosingfour randomnumbersfrom a setof ten without replace-
ment.

somemaximumvalue.In thecasewheren is lessthanthemaximumvalue,thentheupper

elementsaresimplyunused.

For ‡[ˆU‰_‰_Š{‹ to becorrect,it mustchoosek distinctnumbersfrom theset � 0 ����� n 
 1 � ,

giving eachnumberin thesetequalprobabilityof beingchosen.Informally, sincek swaps

a randomelementin the setwith the last elementin the array(set)andremovesthe last

remainingelementin the array (by decrementingthe end-of-arrayindex), ‡[ˆU‰Œ‰bŠ{‹ can

not choosethesameelementtwice. Furthermore,sincein eachiteration ‡[ˆ`‰Œ‰_Š{‹ selects

a randomelementfrom the array of n 
 i elements(by generatinga randominteger in

therange0 ����� n 
 i 
 1 usinga uniform randomnumbergenerator),eachof theremaining

elementshasanequalprobabilityof beingselected.

In orderto reinitializethearray, wesimply observe thefollowing factabout ‡•ˆU‰Œ‰_Š{‹ :
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only “chosen”valuesandvalueswhich aregreaterthanor equalto n 
 k 
 1 move. To see

thatthis is true,observe thatfor each“choice,” two valuesmove; thechosenvalueandthe

valueat index n 
 i 
 1. Thevalueat n 
 i 
 1 mustbegreaterthanor equalto n 
 k 
 1

sinceit is eithertheoriginal value(in caseit is thevaluen 
 i 
 1 which is greaterthanor

equalto n 
 k 
 1), or it waspreviouslyswappedwith with valuen 
 j 
 1, where j ' i (in

whichcaseit alsogreaterthanor equalto n 
 k 
 1 sincek 7 i + j).

The time complexity of ‡[ˆU‰_‰_Š{‹ canbe seenby simply observingthat therearetree

•Z‰=Ž loopsin ‡[ˆU‰_‰_Š{‹ (includingthecopy of thechosenelements),eachof whichexecutes

only elementaryoperations.Eachfor loopexecutesk times. ‡[ˆU‰Œ‰_Š>‹ hastimecomplexity

Q 	 k � .

As a �nal note, if ‡[ˆU‰Œ‰bŠ{‹ usesthe samesequenceof randomnumbers,then if we

call ‡[ˆ`‰Œ‰_Š{‹ with a differentk parameter, (sayk1 + k2), thenthe �rst k2 “choices” will

bethesamefor bothcalls. In otherwords,for two callsutilizing thesamepseudo-random

sequence,but with differentk parameters,thek2-pre�x of theresultsof the two callswill

be identical. This fact will be importantwhenwe prove the optimality reorganizationof

RUSHR (seeSection6.4).

6.2 Drawing fr om the WeightedHypergeometricDistrib ution

The hypergeometricdistribution is a discretedistribution which is similar to the Bi-

nomial distribution, except that samplesare taken without replacement. While for large

populations,samplingwith or without replacementmakeslittle difference,in small pop-

ulationsreplacementmakesa markeddifference.Small populationsmight beconsidered

anythinglessthanathousandor so.Sinceouralgorithmwill typically needto samplefrom

smallpopulationswhenthedecidingwhetheror not to placeanobjectin theleastrecently

addedclusters,and often even on the most recentlyaddedclusters,the hypergeometric

distributionprovidesthemostaccuratesamples.

Thehypergeometricdistribution functionis typically de�ned in termsof threeparame-

ters:

H 	 r � n � N � : �q�\�•�\�m�/�q�
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with thefurtherconstraintsthatr 1 N andn 1 N. r representsthenumberof drawstomake,

n representsthenumberof positivesin thepool beforesamplingbegins,andN represents

thetotalnumberof positivesandnegativesin thepool. In thecaseof anunweightedsystem

of disks,r correspondsto thenumberof replicasstill needingto beplaced,n correspondsto

thenumberof disksin thesub-clusterbeingconsidered,andN correspondsto thenumber

of disksin all of thesub-clustersaddedpreviousto thesub-clusterbeingconsidered,plus

thenumberof disksin thesub-clusterbeingconsidered.

Intuitively, wemustsamplewithoutreplacementbecauseoncewehavedecidedtoplace

an object replicaon a particularserver, that server is no longeravailable for placement

of other replicasof the sameobject. In otherwords, if we samplea “positive” thenwe

have chosena server in thesub-clusterbeingconsideredto hold oneof theobjectreplicas

(althoughwe have not determinedwhich server in the sub-clusterwill hold the object.

Alternatively, if wesamplea“negative,” thenwehavechosenaserverfor theobjectreplica

in somesub-clusterwhichwasaddedto thesystembeforethesub-clusterbeingconsidered.

Thereare many ways to samplefrom the hypergeometricdistribution, including it-

erative sampling,ICDF calculationandsamplingandRejectionSampling.Our algorithm

imposesfurtherrequirementsonthesamplingmethodologywhichlimit usto iterativesam-

pling. Fortunately, theparametersto thedistribution functionwith which we samplemean

that(perhapssurprisingly)iterativesamplingtypically performsbetterthantheothermeth-

odsanyways.

Speci�cally, thesamplingalgorithm:
� mustbemonotonicwith respectto changesin thenumberof samplestaken(r)

� mustsupportweighteddraws,wheretheweightscanbeany realnumber

Considerthe�rst requirement:thatthesamplingalgorithmmustbemonotonicwith respect

to the changesin the numberof samplestaken. This meansthat if we increasethe r pa-

rameterby somevalued, weareguaranteedthatH 	 r � d � n � N �‘7 H 	 r � n � N � . Monotonicity

is importantbecausewe needto guaranteethat as the weight of a particularsub-cluster

(andhencetheratio n
N ) goesdown, thatthenumberof replicasof aparticularobjectwhich

get storedin that sub-clustereither decreasesor staysthe same. If this were not true,

thenwe would not beableto applyLemma1 to prove optimality of reorganization,since
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clearlysomeobjectswouldbemoving toasub-clusterotherthananewly addedsub-cluster,

namelythesub-clusterwheretheweightdecreased(seeSection6.4).

Clearly our samplingalgorithmmust supportweighting if we canarbitrarily weight

sub-clusters,sincetheparametern of thehypergeometricdistribution functionessentially

representsthetotalweightpossessedby aparticularsub-cluster.

Intuitively, weightinga sub-clusterincreases(or decreases)the numberof servers in

that sub-cluster, for thepurposesof allocation. Thus,if therearen serversin sub-cluster

with weightw, thenthesub-clusterhastotal weightn 3 w. Thus,makinga draw from the

poolof N serversandchoosingoneof then serversin thesub-clusterin questionmeansthat

thetotal weightof theserverswhich arestill availablefor placingotherreplicasdecreases

by w. Mathematically, thenew total weightis 	 n 
 1� w 
 n 
 w.

To understandwhy iterative samplingis the only methodologywhich meetsboth of

theserequirements,we mustunderstandat a high-level how eachof thesemethodologies

work.

6.2.1 SamplingMethodologies

Perhapsthe most intuitive way to samplefrom the hypergeometricdistribution is to

simply make r randomdraws from the set
�

0 � 1X , and comparethem with the ratio n
N ,

adjustingn andN aftereachdraw accordingto whetherdraws arepositives(i.e. thedraw

is lessthanor equalto n
N ) or negatives(i.e. thedraw is greaterthan n

N ).

Figure6.4showspseudocodefor samplingfrom thehypergeometricdistributionusing

an iterative algorithm. The algorithmdepictedin Figure6.4 alsoincorporatesweighting:

thecalling functionmustalsopassin theweightby which n wasadjusted.This algorithm

followsour intuitiveunderstandingof thehypergeometricdistribution: eachtimeapositive

is drawn, thenumberof positivesin thepooldecrease,andeacheitherapositiveor negative

is drawn, thetotal numberof positivesandnegativesdecreases.Thishappensr times.

Thisalgorithmsupportsweightingquiteelegantly: it �ts with our intuitiveunderstand-

ing of weighting. It alsoturnsout to be monotonic,assumingthe samerandomnumber

sequencefor thedrawsof z(wecanassumethisbecausetherandomnumbergeneratorwill

beseededwith thesamefunctionof theobject'skey, regardlessof weighting).
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def draw (r, n, N, w)
c 
 0
n 


n
w

N 


N
w

for i
�

� 0 ��������� r 
 1 �

generatea randomnumberz
�

�

0 � 1X

if z 1

n
N then

c 
 c � 1
n 
 n 
 1

N 
 N 
 1
return c

Figure6.4: An iterativealgorithmfor samplingfrom theweightedhypergeomet-
ric distribution.

Lemma 5. For a �xed sequenceof randomdraws,thealgorithmin Figure6.4is monotonic

with respectto changesin theratio n
N .

Proof. Let r 


n
N representthe ratio betweenn andN for somecall to the algorithmin

Figure6.4. Let r )�+ r be someother ratio betweenn) andN ) for somecall to the same

algorithm. Let pi and p)i be the correspondingnumberof positive samplesafter the ith

iterationof thetwo respectivecalls.

If we can show that for every iteration p)i 7 pi , then clearly we have shown that

Lemma5 is true sincethe algorithmin Figure6.4 returnsthe valueof p j (or p) j ) where

j is theindex on thelastiteration.

Firstobservethatp)0 
 p0 
 0, sotheconditionholdsfor iteration0. Next, observethat

in orderfor theconditionto befalse,theremustbesomeiterationfor which r )
' r, sothat

whenasamplez is drawn, r )b' z ' r. But sincer ) wasinitially greaterthanr by de�nition,

theonly way for r to begreaterthanr ) is if at somepreviouspoint therewassomedraw z

for which r )
+ z + r.

Assumethatthereis some(possibleempty)sequenceof draws for which thedrawsare

alwayseithergreaterthanbothr ) andr or lessthanbothr ) andr. After thatsequence,there

is adraw z suchthatr )V+ z + r, afterwhich thereis anothersequencelike theonedescribe

above. At thispointwecancalculatethat,

r 


n 
 pi

N 
 b



n 
 p)i � 1
N 
 i
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and

r )




n)x
 p)i

N
)


 i
�

wherei representstheiterationatwhich wemake thecalculation.

If, at this point, we draw a z suchthat r )

' z ' r (and we must in order to �nd an

iterationsuchthat p)i ' pi), thenwecanrecalculater andr ) :

r 


n 
 pi

N 
 b



n 
 p)i

N 
 i

and

r )




n)x
 p)i

N
)


 i
�

sincec) andc mustagainbeequal.

Sincec) andc areagainequal,andr ) is clearlygreaterthanor equalr we arenow at

samesituationwe were in the beginning. Therefore,therecanbe no iterationsuchthat

p)i ' pi .

Theiterativealgorithmabovemight raiseconcernsaboutperformance:if thedegreeof

replication(R, whichcorrespondsto thedistributionfunctionparameterr) is high,thenthis

algorithmwill iteratefor a longtime. In orderto quantifythisconcern,I exploredtwo other

optionsfor makingdraws from the hypergeometricdistribution: rejectionsamplingand

theapplicationof a uniform draw to thehypergeometricdistribution's inversecumulative

distribution function(ICDF).

Rejectionsampling[12] is a very fastmethodfor makingdraws from arbitrarydistri-

bution functions. Unfortunatelyit is not monotonic;we will omit a proof in the interest

of brevity. It is alsonot clearexactly how to calculatethe densityof the hypergeometric

distribution whentheweightparameteris introduced.Therefore,we turnedto thehyper-

geometricICDF.

ThehypergeometricICDF is monotonicaslong asthedistributiondoesnot needto be
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(b) Time for samplingwith n ’ 50andN ’ 100

Figure6.5: ICDF andIterative samplingfor variousparameters.Iterative sam-
pling is fasterunlessr is at least14 of 15,dependingon theparameters.

weighted.As soonasweintroducetheweightparameterhowever, it losesits monotonicity

undertheschemesthatwewasableto develop.

Thesedif�culties, however, aresurprisinglymoot.Figure6.2.1illustratesthataslongas

theparameterr is lessthan12,it is fastertousetheiterativesamplingmethodbecauseof the

overheadassociatedwith calculatingtheICDF. Furthermore,dependingon theparameter,

the crossover point may be even greater. Sincer can be no greaterthan the degreeof

replicationfor anobject(whichwill typically bearound3 or perhaps4), weclearlyshould

usethesimplerandfasteriterativemethod.
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6.3 Corr ectnessof RUSHR

To show thatRUSHR allocatesobjectreplicasaccordingto thedistribution of weights

over all of theserversin thesystemwhena new sub-clusteris addedto thesystem(i.e. it

reorganizesthesystemin theeventof a respeci�cationwhereasub-clustersis added), we

canuseasimplemathematicalinduction.

Proof. BaseCase: In the basecase,thereis one sub-clusterin the system. If thereis

one sub cluster in the system,the all of the servers in the systemmust have the same

weight, by de�nition of a sub-cluster. Sinceall of the servershave the sameweight, we

expectthatthedistributionof objectreplicasovertheeachserveris uniform. Thealgorithm

“ ‡[ˆU‰Œ‰bŠ{‹ ” (Figure6.2) distributesobjectsuniformly over a sub-cluster, sinceassuming

thatthepseudo-randomnumbergeneratorprovidesindependentdraws, (seeSection6.1 ),

andsincethereis only onesub-cluster, thenthe objectsmustbe distributedaccordingto

theweightsassignedto eachserver, whichareassigneduniformly acrossacluster.

Induction: Assumethat thesystemis organized(seeDe�nition 6), andwe adda new

sub-clusterc. As in Algorithm 1, let n 
 å
! C !

j $ 1w 	 c j � lc 	 c j � be the total weight of all the

serversaddedpreviousto theserversin sub-clusterc (notethatthis impliesthatC doesnot

containthenew clusterc). Let m 
 w 	 c� lc 	 c� .

Considera draw from the weightedhypergeometricdistribution (seeSection6.2).

Whendrawing from theweightedhypergeometricdistribution,eachpositivedraw reduces

the total weight of all of the positivesby w, andeachdraw (eitherpositive or negative)

reducesthetotal weightby w. Similarly, whenselectingwhereto placeanobjectreplica,

eachtime we choosea server in sub-clusterc, we reducethenumberof serversavailable

for placingreplicas.In thatcase,theeffectivevalueof mwill decreaseby w. Eachtimewe

selectaserver, thevalueof n � m decreasesby w.

Thusif wemakeadraw X “ H 	 r � m� n � m� w 	 c��� , theexpectationof X is
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 r � !
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 r 3

m
n � m

�

Theexpectationof X is thereforetheratio betweenthetotal weightof thesub-cluster(m),

andthetotal weightof all of thepreviously addedsub-clusters,plusthesub-clusterunder

consideration(n � m), multipliedby thenumberof replicas(r).

Now, considerthesetof every objectstoredin thesystemO. For every objectstored

in the system,thereare r replicas. The expectednumberof objectsplacedin the new

sub-clusteris 5 O 5 r 3

m
n

P

m. Expandingthe top m in this expression,we get 5 O 5 r 3

w � c
�

lc � c
�

n
P

m .

Theexpectednumberof objectreplicasin eachserver in thesub-clusterwill thereforebe

5 O 5 r 3

w � c
�

n
P

m, or the total numberof object replicasmultiplied by the fraction of the total

weightin thesystemownedby oneparticularserver in thesub-cluster.

Finally, recallthatl 	�3-� is afunctionwhich,givenaserver, returnsthenumberof objects

in thatserver (not to beconfusedwith lc: SeeDe�nition 3). For any server in thesystem

(beforethecurrentrespeci�cation)s
�

S, if l 	 s� designatesthenumberof objectin sbefore

the respeci�cation,thenafter the respeci�cation,the expectednumberof objectsin that

serverwill bel 	 s�z
 p, wherep designatesthenumberof objectsmovedto thenew cluster.

Since X is a randomvariable, eachobject replica has an equal chanceof moving

to the new cluster. Therefore,the expectednumberof object replicasmoved from a

given server is proportionalto the numberof objectslocatedon that server l 	 s� . By the

inductive hypothesisthe systemwasorganizedbeforethe respeci�cation,in which case

serverswouldcontain 5 O 5 r w � s
�

n objects,andtheratioof thenumberof objectswhichwould

move from s to the new clusterwould be w � s
�

n . p thereforeequals 5 O 5 r w � s
�

n 3

m
n

P

m, and

l 	 s�`
 p 
”5 O 5 r w � s
�

n 	 1 


m
n

P

m � .

Sincewe showedabove that theexpectednumberof objectsplacedin a server in the

new clusteris 5 O 5 r 3

w � c
�

n
P

m, andw 	 c�R
 w 	 sc �

 

sc �

c, theratiobetweenthenumberof objects

in a server sc in thenew subclusteranda server s from a previously addedsubcluster, we

have
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l 	 sc �

l 	 s�




5 O 5 r w � s
�

n 	 1 


m
n

P

m �

5 O 5 r 3
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Therefore,by the de�nition of organization(seeDe�nition 6), the respeci�cationof a

systemby addingasub-clusterresultsin a reorganizedsystem.

For thecasein which theweightsof existingserversareexplicitly adjusted,wecanuse

the sameargumentasabove: we simply startwith thesub-clusterwhich wasadded�rst,

andaddtheclusterswith thenew weightsoneatatimeusingthesameinductiveprocedure.

Notethatthis processis only for thesake of proving correctness,ratherthancomputa-

tional complexity of ef�ciency. As we discussbelow, theactualalgorithm(asopposedto

the inductive procedureusedby theproof) is oftenoptimalor nearoptimal in thenumber

of objectreplicasmoved(Section6.4),andvery fast(Section7.1).

6.4 Optimality of reorganization for RUSHR

We canapplyLemma1 to RUSHR to show optimality of reorganizationunderspeci�c

circumstances.In orderto applyLemma1, wemustsatisfytwo criteria:

1. Thereorganizationcanonly entailaddingnew sub-clusters

2. All othersub-clustersmustretaintheir relativeweights

If we meetthesecriteria, thenLemma1 tells us that the reorganizationwill beoptimal if

andonly if everyobjectwhich moveswill moveto thenew sub-cluster(s).

Fortunately, we chosea monotonichypergeometricdistribution samplingalgorithm

(seeSection6.2). Monotonicity of the samplingalgorithm meansthat as we decrease

the ratio betweenthe weight of a subclusterand the total weight in the system,we are

guaranteedthat for a given object key, then numberof object replicasallocatedto that

sub-clusterwill staythesameor decrease.
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Sincetheonly changein weightingthatoccurredin our proposedreorganizationwas

theadditionof oneor moresub-clusters,thefractionof thetotal weightpossessedby any

of thepre-existingsub-clustersmustdecrease.

Whenan organizedsystemof serversis respeci�edby addinga new sub-cluster, and

all old serversin thesystem( meaningtheserverswhichwerepartof thesystembeforethe

re-speci�cation)retaintheir relativeweights,thenareorganizationis optimalif andonly if

for everyobjectwhichmovesduringthereorganization,thatobjectmovesfrom oneof the

old sub-clustersto thenew sub-cluster.

1. Optimalwhenoneor moreclustersareadded

2. Sub-optimalunderreweighting:needsto bequanti�ed

6.4.1 Theoretical Complexity of RUSHR

In this sectionwepresentinformalargumentsaboutthetimecomplexity of RUSHR.

As notedin Section5.1, the hashingbasedon a key and two parameters,aswell as

seedinga randomnumbergenerator, canbedonein constanttime.

If our algorithmfor samplingfrom thehypergeometricdistribution returnssomevalue

c, then it requiredO 	 c� loopsthroughthe main algorithm. Sincethe algorithmmustbe

calledsuf�cient timesto returnR server assignments,thecostof makingR assignmentsis

O 	 R�•3 h, or O 	 1�•3 h per assignment,whereh indicatesthe time requiredfor eachloop in

thesamplingalgorithm.

TheRUSHR mustalso,in somecases,iteratethroughall of thesubclustersin C before

decidingwhereto placeall R of the replicasof an object. Thus the time complexity of

RUSHR is O 	 R�Z� O 	65 C 5–� , whereR is thedegreeof replicationof theobjects,andC is the

setof all subclustersin thesystem.
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7. Performanceand Operating Characteristics

In this chapterweexploretheempiricalbehavior of RUSHP andRUSHR.

7.1 Performance

In order to quantify the real world performanceof RUSHR, we simulateda storage

systemthat startedwith 10 disks,andadded100 sub-clusterscontaining10 diskseach.

Note thatperformance�gures would have beennearlyidenticalregardlessof thenumber

of disksper sub-cluster;we could have just aseasilyadded100 sub-clusterswith 1,000

diskseach,andgottenthe sameperformanceresultsbecausethe time complexity of the

algorithmdependsonly uponthenumberof sub-clusters,not thenumberof servers.

For eachcon�gurationof thesystem,we simulatedthelookupof onemillion different

objects,eachwith four replicas.We thendividedthe total executiontime by four million

to get theper-object,per-replicalookuptime. Usingthis metricallows usto generalizeto

systemswith differentreplicationfactors,sincetheperformanceis linearin thereplication

factor. Thesemeasurementswereperformedona2.8GHzPentium4 machine.
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Figure7.1: Timeperlookupperreplicaasthenumberof clustersincreaseswhen
weightingfor eachclusterremainsconstant,andasit increases.
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Theperformanceof RUSHR dependsontheweightingcon�gurationof thesub-clusters.

In theworstcase,thevastmajorityof theweightin thesystemis concentratedin theoldest

sub-cluster. In thatcase,mostobjectlookupswill needto checkevery sub-clusterbefore

checkingthelastsub-clusterto locateall of thereplicas.

Thecommoncase,however, will be thatasper-disk capacityincreases,theweightof

sub-clusterswill increase.Therateatwhich it increasesdependsonthefrequency atwhich

sub-clustersareadded,andtherateof capacitygrowth in disks.

Figure7.1showstheper-objectper-replicalookuptimefor asystemwith 4 replicasper

object,with variousgrowth ratesfor thecapacityof themostrecentlyaddedcluster. If the

weightof eachnew clusteris 10%greaterthantheweightof thepreviouscluster, thenthen

performanceis logarithmicin thenumberof clusters.Evenwith 100clustersin thesystem,

theamortizedlookuptime is lessthan4 or 5µs .

7.2 Failur e Resilience

Whena server fails, otherserverswhich containreplicasof thedataheldby thefailed

server must take responsibilityfor the the work doneby the failed server. In very large

clusters,themeantimebetweendisk failurescanbeonedayor less[35], sofailureseman-

tics of adatadistributionalgorithmareimportantevenfor dayto dayoperationsof a large

diskcluster.

In a simplistic replicationschemewherereplicasof theobjectsfor a particularserver

aresimply distributedto (logically) nearbyservers,theserverscloseto thefaileddisk will

experiencea severespike in offeredworkloadduringa failure. A largespike in workload

canin turncausesevereperformancedegradation,andpossibleaggravatefurtherfailures.

RUSH addressesthis problemby distributing the replicasof the objectson a given

server throughouttheentiresystem,accordingto thedistribution of weight in thesystem.

Whenaserverfails,thework performedby thefailedservergetsdistributedthroughoutthe

entiresystem.

To verify that RUSH distributesobject replicasfor a particularserver throughoutthe

system,wesimulatedasystemwith threesub-clusters.Eachsub-clusterhas� vedisks.We
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Figure7.2: Thedistributionof objectreplicasstoredon failedservers.A total of
40,000objectreplicasarestoredin the system.Therearethreesub-clustersin
thesystem,Servers1–5,Servers6–10andServers11-15.

testedsystemsbothwith evenweightandwith weightwhich increaseswith newly added

clusters.We inserted40,000objectsinto thesystemandcausedserversto fail, looking at

thelocationof theobjectreplicaswhich replicatedataon thefailedservers.

In Figure7.2(a),we seethedistribution of objectreplicaswhich replicatedatafrom a

failed server. The graphshow the distribution of replicasundertwo differentcon�gura-

tions: evenweightandincreasingweight. We canseethat objectreplicasaredistributed

approximatelyevenly throughoutnon-failedservers.

Figure7.2(b)illustratesthatdistributing replicasto nearbyserverscausesvery uneven

distribution of objectreplicasfor a givenserver, andwill causea proportionatelyuneven

workloadin a failure situation. RUSH distributesdatain sucha way that whena server

fails, theentiresystemsharesworkloadfrom thefaileddisk.
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7.3 Data Distrib ution

Althoughwe haveshown thatthetheexpectednumberof objectsin a particularserver

is proportionalto the fraction of the total weight in the systemownedby the server, we

havenotdiscussedhow far theserverwill deviatefrom theexpectedvalue.

Wecanvisually examineFigure7.3to con�rm thatasthenumberof serversincreases,

the objectsindeedspreadout to all of the servers. Furthermore,the even distribution of

objectsamongserversin thesameclustersuggeststhatthedistributionof objectsis indeed

proportionalto thefractionof thetotal weightownedby theserver. To verify theaccuracy

of thedistribution,however, wemustintroduceametricof accuracy.

We measuretheaccuracy of theobjectdistribution usingtheRootMeanSquareError

(RMSE), a metric relatedto the standarddeviation that measuresthe distancefrom the

expectedvalueratherthanthemeanvalue.It is normalizedto re�ect percentagedifference

insteadof absolutedifferenceto facilitatecomparisonbetweendifferentexpectedvalues.

TheNormalizedRootMeanSquareError (NRMSE)is calculatedas
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Figure7.4: TheaverageNormalizedRootMeanSquareError asthenumberof
serversandnumberof objectsincrease.

whereEc representstheNRMSEfor someclusterc, yc representstheexpectednumberof

objectsperserver for clusterc, ŷi representstheactualnumberof objectsfor agivenserver

i, andm	 c� is thenumberof serversin thecluster.

Figure7.4 shows the NRMSE averagedover all sub-clustersin a givensystemasthe
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numberof servers and the numberof objectsin the systemincreases.If the weight of

eachnew sub-clusterremainsconstant,thentheNRMSEremainsrelatively constant(after

reachinga plateau). On the otherhand,if the weight of eachnew sub-clusterincreases

exponentially(aswe suspectit will in real systems),then the NRMSE decreasesas the

numberof serversincreases.

Thesegraphssuggeststhatwe cantrust thesystemto allocateobjectsaccordingto the

weightsof eachserver, with an increasingdegreeof accuracy asthenumberof objectsin

thesystemincreases.
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8. Operational Issues

8.1 Online Recon�guration

RUSHR easilyallowsloadbalancingto bedoneonlinewhile thesystemis still servicing

objectrequests.Thebasicmechanismis to identify all of the“sets” thatwill movebetween

disks; this can be doneby iterating over all possiblekey values,typically 106–107, to

identify thosesetsthat will move. This identi�cation passis fast, relative to the time

requiredto actuallycopy objectsfrom onedisk to another. During theprocessof adding

disks,therearetwo basicreasonswhy theclient might not locatetheobjectat thecorrect

server.

First, server clustersmayhave beenrecon�gured,but theclient maynot have updated

its algorithmcon�gurationandserver map. In thatcase,theclient canreceive anupdated

con�gurationfrom theserverfrom which it requestedtheobjectin question,andthenrerun

ouralgorithmusingthenew con�guration.

Second,the client may have the mostrecentcon�guration, but the desiredobjecthas

not yet beenmovedto thecorrectserver. In thatcase,theclient canproceedasif themost

recentreorganizationhad not occurred. For example, if the most recentreorganization

wastheadditionof a sub-cluster, andif theclient thoughtthattheobjectreplicashouldbe

locatedin sub-clusterj, but did not �nd it, it cansimply rerunthesearchasif sub-cluster

j hadnot beenaddedyet. Onceit �nds the object, it canwrite the object in the correct

locationanddeleteit from theold one.

Differentsemanticsfor objectlocking andcon�guration locking will benecessaryde-

pendingon other parametersin the system,suchas the commit protocol used,but our

algorithmis equallysuitedfor online or batchreorganization.The clientsmustmaintain

statefor boththeold andnew systemcon�gurations,but this canbedonevery ef�ciently

by simply keepingtheoriginal con�gurationandthechangeappliedto it until thereorga-

nizationis complete.
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8.2 Adjustable Replication

Although the parametersto RUSHR include the maximum numberof replicas, the

replicationfactorscanbedeterminedon a per-objectbasis.Practicallyspeaking,a client

might useper-�le metadatato determinethedegreeof replicationof thedifferentobjects

which composea �le in order to increasereliability for particularly important �les or

decreasestoragerequirementsfor less important �les suchas temporary�les. RUSHR

providesexcellentsupportfor adjustablereplicationfactorsbecausereplicasaredistributed

evenly throughoutthesystem,in contrastto a systemthatmight usecertainsetsof servers

for higher-numberedreplicas. Assumingthat an object's key hasno correlationto its

replicationfactor, replicasfrom objectswith high and low degreesof actualreplication

will beevenlyspreadthroughoutthesystem.

Another applicationof adjustableper-object replication is to reducethe numberof

replicasnecessaryto achievea givenmeantime to dataloss.If a particularserver crashes,

we can increasethe replicationfactorof all the objectswhich arestoredon that server.

Thatway, thewindow of vulnerability(thetimeduringwhichthereplicationfactorof some

objectsis decreaseddueto a server failure)is shortenedto thetime it takesto increasethe

replicationfactorfor all of theobjectson theserver. Sincethatprocesscanbecompletely

decentralized[35], thewindow of vulnerabilitywill besigni�cantly shortened,evenif the

administratorresponsiblefor �xing thecrashedserveris notableto repairit for alongtime.

More generalerror-correctioncodescanbeusedin placeof replicationto savestorage

spaceat theexpenseof decreasingsmallwrite speed.Ourpreviousalgorithm[17] supports

the useof “replica” numbersto label elementsin a stripeby explicitly computingwhich

replicais storedon which particularserver. RUSHR doesnot currentlysupportthis useof

replicationbecausethereis no way to distinguishreplicasfrom oneanother;however, we

expectthatfutureversionsof RUSHR will do so.

8.3 ErasureCodes

Erasurecodesallow a storagedevice to recover from failures. This is achieved by

splitting a pieceof datainto chunksandcalculatinga functionof thosechunks.Theresult
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of that function is storedalongwith the data,andcanbe usedto reconstructdatain the

eventof a failure.

As Xin et. al note [35], in very large disk clusters,mirroring or erasurecoding is

essentialto avoid dataloss.Theauthorsalsonotethaterasurecodingcanprovidesuf�cient

dataprotection: threeway mirroring is not necessaryfor multi-petabytestoragedevices.

Thus,analgorithmfor dataplacementmayneedto providesupportfor erasurecoding.

In orderto supporterasurecoding,analgorithmmustensurethata replicaid is stable.

That is, it mustensurethat if we storean objectreplicawith somereplicaid r, whenwe

retrieve it, we areguaranteedto getthesamedataback(ratherthandatawhich wasstored

with adifferentreplicaid, but thesameobjectkey).

RUSHP exhibits this behavior, since the object key and replica id are essentiallya

concatenatedkey. RUSHR, on the other hand,doesnot exhibit this behavior, because

RUSHR takesonly theobjectkey asa parameter, andreturnsa setof server ids asa result.

In theeventof areorganization,theorderof serversin theresultssetcanpermute,in which

casestability is destroyed.

In any event, it is not clear that erasurecoding is appropriateat a high level, since

it will causethe client to invoke a readon all of the chunksof an object in order to

calculatetheobjectsnew checksumbeforethewrite. This is known asthe“Read-Modify-

Write” process,andis notoriousfor limiting theperformanceof RAID 5 systems.Because

this activity would take placeover a network, theeffect of this processcouldbeseverely

exacerbated.

48



9. Conclusionsand Futur eWork

In this chapter, we summarizeour work anddiscussfurther ideasandexperimentswe

hopeto explore.

9.1 Futur e Work

We have developeda third variant of RUSH called RUSHT which hasa guaranteed

logarithmiclookup time, andis anorderof magnitudefasterthanRUSHP andRUSHR in

practice[18]. This algorithmusesa treebasedsearchto locatethesubclusterin which the

anobjectreplicabelongs,andthenmapstheobjectto aserver in thereplicausingthesame

functionasRUSHP. RUSHT features2-competitivereorganizations.

We also suspectthat there exists a computationallysimple inversionof the RUSH

variants,whichwill allow usto generatealist of objectreplicaswhichresideonaparticular

server. This is usefulduringfailurerecovery.

Anotherissuefor RUSHis theexactprotocolsfor thedistributionof new clustercon�g-

urationinformation,andtheir interactionwith thedatacommitprotocols.Theseprotocols

will not requireany global lockson clients,but caremustbe takento ensurethatno race

conditionsexist in thesystem.

We aredesigninga petabyte-scalestoragesystem(seeFigure3.1),andareplanningto

useRUSHto distributedatato OSDs.Weplanto startimplementationverysoon.

We are also investigatingthe suitability of RUSHR for distributing metadatato our

metadataserversto ensurescalabilityandbalancedload.

9.2 Conclusions

RUSH is a fast, decentralizedfamily algorithm for placing and locating replicated

objectsin a scalable,distributedstoragesystem.Datais spreadto serversproportionalto

weightsassignedby thesystembuilder, andlookupscanbedonein microsecondsby any
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client of thesystemkeepingminimal state.Balancedobjectdistribution is maintainedas

serversareaddedor removed; reorganizationto preserve balancerequiresminimal object

movement.

The useof RUSH to distribute objectsin a petabyte-scalestoragesystemwill allow

thesystemto bebuilt over time with minimal disruptionto continueduse.Systemsusing

RUSH canincorporatenew servers,retire old servers,andchangethe fraction of objects

storedon a setof servers,usingchangingtechnologyto meetchangingdemandson the

system.RUSHalsopermitsthehigh-level �le systemto useasmuchreplicationis needed

for eachobject,allowing it to dynamicallysetthenumberof replicaskept for eachpiece

of data.In summary, RUSHR canprovidefast,decentralizedobjectlookupwhile providing

balanceddataplacementin distributedserverclusters.
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