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Abstract ularly important for modern high-performance comput-
ing because of the development of computing and stor-
Typical algorithms for decentralized data distributioage clusters built from thousands of individual nodes. In
work best in a system that is fully built before it first usedsuch systems, the use of a central directory for locating
adding or removing components results in either extensiata would result in a severe bottleneck, reducing overall
reorganization of data or load imbalance in the systeperformance. As discussed in Section 7, existing SDDSs
We have developed a decentralized algoritiRiSH share three crucial properties that allow them to provide
(Replication Under Scalable Hashing), that maps repljeod performance in such large, scalable environments:
cated objects to a scalable collection of storage servers
or disks. RUSH distributes objects to servers evenly, rel. A file expands to new servers gracefully, and only
distributing as few objects as possible when new servers When servers already used are efficiently loaded.
are added or existing servers are removed to preserve thjs
balanced distribution. It guarantees that replicas of a par-"
ticular object are not placed on the same server, and allows

servers to have different “weights,” distributing more ob- 3 Fie access and maintenance primitivesy, search

jects to servers with higher weights. The algorithm is very insertion, split, etc., never require atomic updates to
fast, and scales with the number of server groups added to multiple clients.

the system. Because there is no central directory, clients
can compute data locations in parallel, allowing thousandswhile the second and third properties are clearly impor-
of clients to access objects on thousands of servers simaht for highly scalable data structures designed to place
taneously. objects over hundreds or thousands of disks, the first prop-
erty, as it stands, could be considered a limitation because
) a file that expands to new servers based on storage de-
1 Introduction mands rather than on resource availability presents a dif-
ficult administration problem. Often, an administrator
As the use of large distributed systems and large-scelants to add disks to a storage cluster and immediately
clusters of commodity computers has increased, signittbalance the objects in the cluster to take advantage of
cant research has been devoted toward designing scaldéidenew disks for increased parallelism. rather than wait-
distributed storage systems. However, scalability for suiety for the system to decide to take advantage of the new
systems has typically been limited to allowing the comesources based on algorithmic characteristics and param-
struction of a very large system in a single step, ratheters that they do not understand.
than the slow accretion over time of components into aThis paper describes a decentralized algoritRSH
large system. This bias is reflected in techniques for gReplication Under Scalable Hashing), that maps repli-
suring data distribution and reliability that assume the etated objects to a scalable collection of storage servers
tire system configuration is known when each object @ disks. RUSH distributes objects to disks evenly, re-
first written to a disk. In modern storage systems, howlistributing as few objects as possible when new disks
ever, configuration changes over time as new disks are added or existing disks are removed to preserve this
added to supply needed capacity or bandwidth. even distribution. It guarantees that replicas of a particu-
Scalable distributed data structures (SDDSs) are parter-object are not placed on the same server, and allows for

There is no master site that object address computa-
tions must go througte. g, a centralized directory.



servers to have different “weights,” distributing more ob-
jects to servers with higher weights. The algorithm is very [ Client ] [ Client ]
fast, and scales with the number of disk groups added t
the system. Because there is no central directory, clien
can compute data locations in parallel, allowing thousand
of clients to access thousands of servers simultaneously ——
RUSH builds on an algorithm we previously devel- CPU

oped [13], adding the ability to remove disk clusters anc
improving the evenness of data distribution. The ability to
remove disk clusters is crucial for long-lived storage sys -
tems because it allows system designers to build evolvin

systems, adding new capacity, and retire aging servers . 0SD
necessary while preserving balanced data distribution ar
replication. Like our previous algorithm, RUSH allows ] ]
objects to have an arbitrary, adjustable degree of replica- Figure 1: A typical NASD-based storage system
tion; RUSH merely provides a mapping, allowing the stor-

age system to decide how many replicas should actu rﬁstnctlng the magnitude of to a relatively small num-

be instantiated. Because replicas are distributed evenl %/r, typically in the range 610, we make the object

all of the disks in the system, the load from a failed gigAlancing described in Section 6.1 simpler to implement
o L without losing the desirable balancing characteristics of
is distributed evenly to all other disks in the system. As

L tfle algorithm.
result, there is little performance loss when a large syste . . .
. ost previous work has either assumed that storage is
loses one or two disks.

static, or that storage is added for additional capacity. We
believe that disks will be added and removed for several

2 Object-based Storage Systems reasons, including better performance and system aging
as well as capacity, requiring that objects be redistributed.

NASD!-based storage systems [11, 12] are built frothobjects are not rebalanced when the disks are added,
large numbers of relatively small disks attached to gWly created objects will be more likely to be stored on
high bandwidth network, as shown in Figure 1. OfteReW disks. Since new objects are more likely to be ref-
NASD disks manage their own storage allocation, alloverenced, this will leave the existing disks underutilized.
ing clients to storebjectsrather than blocks on the disksClearly, objects must be redistributed when storage is re-
Objects can be any size and may have any 64-bit {Bpved to prevent the loss of data.

larger) name, allowing the disk to store an object any-

where it can find space. If the object name space is paf- . .
titioned among thepclients, severill clients Caf’)] store 2‘? ObJeCt Placement Algorlthms

ferent objects on a single disk without the need for di§_—

tributed locking. In contrast, blocks must be a fixed sizehe major goals of an object placement algorithm are

and must be stored at a particular location on disk IIé')_ provide a decentralized algorithm that preserves load

quiring the use of a distributed locking scheme to contr%?lance on tarllcolleipon Otf stor?tgr? seirvers n thte fac%of
allocation. NASD devices that support an object interfa‘cc;%"nges In the configuration ot [he storage system. Lur

are often calleabject-based storage devicg3SDs). We ject placement algorithms work on a setefvers each

assume that the storage system on which our aIgoritI?%Wh'Cth |fs a sé)t_ora:gfa_system c:plable of servicing cllzntt
runs is built from OSDs. requests for objects; in our model, servers correspond to

Our discussion of the algorithm assumes that each % SD disks, but this is not a requirement. Servers are par-

jec can be mapped 0 ke Wi ch objct must 10120 1O b cistesulrauster conet of dent
have a unique identifier in the system, the key used {8 ' ’ 9

our algorithm need not be unique for each object. Inste&yd"OUP- The entire storage syster_‘n consists of multiple
sdafver sub-clusters, accreted over time.

objects are mapped to a “set” that may contain hundre ?N that | : ¢ that
or thousands of objects, all of which share the keyhile ¢ assume that very 1arge storage systems that use
AQ_USH will be built over time. After adding or remov-

having different identifiers. Once the algorithm has | . :
|%% a sub-cluster or changing the weight of a sub-cluster,

cated the set in which an object resides, that set may ¢ b i locat biects f
searched for the desired object; this search can be doné §.System museorganize relocating some objects from
eir current servers to their new servers. This process

cally on the OSD and the object returned to the client. ér& . . S
ay take some time; during this time, the system may be

INetwork Attached Storage Device unbalanced, though it can continue to operate.

Client




R Maximum number of replicas of a given object
c Number of sub-clusters in the system

¢ = the most recently added cluster
while (objects remain to be mapped)

for keyk, decide how many object replicas belong in cluste m \l)lvurntr)]er . §erv§rs in S,”b'l‘:IUSﬁer =
map each object which belongs in clustdo some server io hd =1 eight assigne to.a single server in sub-cluster
n=yom Number of servers in the system

changec to the cluster added immediately befare

S={s0,...Sn-1} | Setof all server IDs in the system

. . . Table 1: P t d to define data distribution i
Figure 2: Pseudo-code for mapping the replicas of an CI‘-SLEJSGH arameters used fo detine data distribution In

ject to a server.

3.2 Cluster Weighting and Replication

During reorganization, we would ideally like the sysih addition to allowing fast lookup and fast online reor-
tem to move the minimum number of objects possiblganization, an algorithm designed to distribute data on
in order to conserve network resources or minimize thge distributed storage systems must allow servers to
amount of time offline in the event of an offline reorganke weighted differently, since we can expect that when
zation. A reorganization is consideregtimalif moving new servers are required, the capacity or throughput of
fewer objects would result in a system that is not balancéde servers will be different from that of existing servers.
Intuitively, this corresponds to the situation in which th# order to take advantage of this increased capacity, we
system moves sufficient objects to or from the sub-clust8ist be able to allocate more objects to more powerful
whose weight was changed so that the system is oS€&vers.
again balanced, assuming that objects only move betweeAdditionally, a good lookup algorithm should allow
the affected sub-cluster and the rest of the system. servers to be removed from the system once the cost of

maintaining them becomes higher than the cost of re-

placing them. We achieve this by allowing something

) stronger: arbitrary reweighting of sub-clusters. Although

3.1 Algorithm Fundamentals a sub-cluster can be removed by setting its weight to zero,

its weight could also be adjusted to account for configura-
RUSH is based upon a simple principle: every time a nein errors or other abnormal situations.
sub-cluster is added or the weight of an existing clusterfinally, Xin, et al. report that the mean time to failure
is changed, use a parameterized hash function to deqigiea single disk) in a petabyte-scale {2®ytes) storage
which objects must move to or from the sub-cluster tstem will be approximately one day [27]. In order to
maintain balance in the system. Once objects have beeévent data loss, we must allow for data replication. Fur-
identified, use another parameterized hash function to @srmore, the data replication scheme should guarantee
cide on the destination for the objects within a particulgfat replicas of the same object get placed on different
cluster. servers, or the effect of replication will be nullified.

Object lookup and placement uses this process in re-
verse. For a given object, the algorithm asks “Woul . .
replicas of this object have moved to the most recen% Repllcatlon Under Scalable Hash-
added sub-cluster?” If so, the algorithm uses a hash func- ing
tion to locate the object replicas within the sub-cluster.
If the replicas are not in this cluster, they must be in thg) address all of these issues in scalable replicated hash-
portion of the system not yet examined, so the procegg, we developed RUSH (Replication Under Scalable
is repeated for the next newest sub-cluster. The basiclagshing), an algorithm that allows cluster weighting and
gorithm, shown in Figure 2, may seem slow becauserdiyeighting and replication in addition to supporting clus-
must iterate over all clusters, but, as demonstrated in Sgg¢-reorganization and fast distributed lookup. The state
tion 5.1, it is actually fast in practice. of the entire storage system at a particular time can be de-

The algorithm in Figure 2 would be intractable if it hadined by the parameters in Table 1.
to be computed for each object in the system, as would
be needed to to identify all of the objects on a particulgfr_l The RUSH Algorithm
server. Object IDs are therefore mapped into a fixed num-
ber of keys as described in Section 2. Our distributioRUSH was designed specifically to address the problem of
algorithm is then run over each groups, where a groupsisb-cluster removal. In a system that grows over time, the
defined as all objects in the system that share the samegver servers will eventually contain most of the objects
key. It is for this reason that we typically limit key rangén the system, since disk capacity and throughput is in-
to 1P—10'; by treating all objects with the same key as ereasing exponentially. The older disks, which are slower
unit, our algorithm can run quickly. and smaller, will begin to fail as they age; eventually, the



cost of maintaining them will be higher than the benefit afially, sincek swaps a random element in the set with
keeping them. At that time, they should be retired. the last element in the array (set) and removes the last

As mentioned above, RUSH allows disks to be reéemaining elementin the array (by decrementing the end-
tired by solving a slightly more general problem: how tof-array index),choose cannot pick the same element
reweight a sub-cluster arbitrarily. In other words, RUSHvice. Furthermore, since in each iteratiomoose se-
allows the administrator of a system to change the weighgets a random element from the arrayrof-i elements
ing parameters on one or more sub-clusters. If one déy generating a random integer in the range 8—i—1
reweight a sub-cluster, a sub-cluster’s weight can be setgng a uniform random number generator), each of the
0, causing all objects in that sub-cluster to move to anottiemaining elements has an equal probability of being se-
sub-cluster and allowing the servers in that sub-clusterlésted. The time complexity athoose can be seen by
be removed from the system. This weight adjustmestmply observing that there is orfer loops in each of
however, may come at the cost of moving slightly greatehoose andreset , each of which executdstimes and
than the minimal number of objects necessary to keep theludes only elementary operations. As a result, choos-
system balanced, depending on the parameters of theimg-individual servers on which each replica of an object
organization. is placed has time complexi®(k).

Recalling thatR represents the number of replicas of Another crucial property upon which RUSH relies is
some objectx is the object’s key, an8is the set of possi- that choose must produce the same sequence of num-
ble server ids, RUSH is a function that maps from a xeybers regardless of the number actually required. In other
and some number of replic&to an R-tuple of server IDs words,choose can be thought of as a function that pro-
(s1,...,5r). RUSH follows the basic structure describeduces an ordered list of servers for given values ofkey
in Figure 2. It examines sub-clusters in the system startidgd clusterj. This means that if we cathoose with
with the most recently added sub-cluster, and determirfedlifferentk parametersk; andkz, ki > kp, the firstk;
the number of replicas which belong in that sub-clustéghoices” will be the same for both calls—tte-prefix
based on a draw from the hypergeometric distribution, @kthe results of the two calls will be identical. This prop-
described in Section 4.2. Once it has determined tha€y is vital for ensuring that a minimal number of objects
particular sub-cluster should contairreplicas of an ob- are moved when the weight of a cluster is changed.
ject, it selectsi servers randomly from that sub-cluster. If RUSH requires, in the worst caseiterations through
any of the replicas remain to be allocatea( R—u > 0), its main loop to identify all of the sub-clusters that con-
the algorithm continues with the next most recently addéin replicas of a particular object. For each sub-cluster,
sub-cluster. Figure 3(a) shows the pseudo-code for theitamust perform an iterative hypergeometric draw at a cost
gorithm, and Figure 3(b) shows the pseudo-code for taO(R), and it must identify the servers within the sub-
selection algorithm. cluster that contain the object, requiring total ti@éR),

The need to guarantee thateplicas get allocated forfor a worst-case cost @d(Rg). In reality, however, the
any value ofx andR, provided thaR < n, contributes to Costis usually significantly less th&@{Rc) because some
RUSH’s complexity. In order to make this guarantee, tieplicas are found during the first iterations, reducing the
algorithm computes a minimum number of servers frofdmber of iterations the hypergeometric draw must run
the current sub-cluster to be allocated, denoted ahe for later clusters, as demonstrated in Section 5.1.
parameters for the draws from the weighted hypergeomet-
ric distribution are a_djus_ted. ky andt is added to the re- 4 o Drawing from the Weighted Hypergeo-
sult of the draw. Weighting introduces a second complex- ; TR
oo ) ) ) metric Distribution
ity: instead of simply dealing with numbers of servers,
we must keep track of cumulative weight and per-clustghe hypergeometric distribution is a discrete distribution
weight for each cluster. which is similar to the binomial distribution, except that

RUSH relies upon a subroutine which can chobs¢ samples are takewithout replacement While for large
ements from a set of integers without replacement. Thepopulations, sampling with or without replacement makes
algorithm, described by the pseudo-code in Figure 3(kijtle difference, in small populations—less than a thou-
does this with time-complexit¥d(k), not including ini- sand values—replacement makes a marked difference.
tialization which is©(n). The algorithm avoids payingSince our algorithm will typically need to sample from
the initialization cost more than once by simply resettirgmall populations when deciding whether or not to place
the values in the array to their original values once th@ object in a cluster, the hypergeometric distribution pro-
array of chosen values has been constructed. vides the most accurate samples.

For choose to work correctly, it must choosk dis- The hypergeometric distribution functidt(r,n,N) is
tinct numbers from the s€D...n— 1}, giving each num- typically defined in terms of three parametarsthe num-
ber in the set equal probability of being chosen. Infober of draws to maker, the number of positives in the



definit() definitChoose )
for j=0toc—1: ag.n-1+{0,...,n—1}
M — m;w;
-3y def choose , n)
end for fori=0tok—-1
generate a random integer0z < (n—i)
def getServersk, R) /lswapaanda_j 1
for j=c—1downto0 a8z
seed the random number generator wisish (X, j) 8z < 8n-i-1
t — max0,R—n;j) an-i-1Tj
// H is a draw from the weighted hypergeometric distribution end for
Uet+H(R—t,n —t,m +nj —t,w) return r
if u> Othen
seed the random number generator iésh(x, j) def reset
y < choose (u,mj) forie{0,...,k—1}
reset() C = n—kii
addn; to each element iy ifc<n—k
appendy to a list of chosen servets 8 —¢C ,
R—R-u an_kti — N—Kk+i
end if end for
end for
return |
(a) An algorithm for mapping all replicas of an object to corresponding(b) Algorithm _for choosingk integers out of
Servers. {0,...,n— 1} without replacement.

Figure 3: Pseudo-code for the RUSH algorithm. Details on the hypergeometric draw are in Section 4.2.

pool before sampling begins; and, the total number rameters to the distribution function that RUSH uses mean
of positivesand negatives in the pool, whemg > r and that iterative sampling typically performs better than the
N > n. In the case of an unweighted system of digks,other techniques.
corresponds to the number of replicas still needing to beThe first requirement, that the sampling algorithm must
placed,n corresponds to the number of disks in the sube monotonic with respect to the changes in the num-
cluster being considered, ahticorresponds to the num-ber of samples taken, means that first of all, if we in-
ber of disks in all of the sub-clusters added previous to tbeease tha parameter by some valu® we are guar-
sub-cluster being considered, plus the number of disksainteed that (r + ,n,N) > H(r,n,N), and secondly if
the sub-cluster being considered. we increaseN by some valué), we are guaranteed that
Intuitively, we must sample without replacement béd (r,n,N) > H(r,n,N+A). Monotonicity is important be-
cause once we have decided to place an object replicacanse we need to ensure that as the weight of a particu-
a particular server, that server is no longer available fiar sub-cluster decreases, reducing the rgtidhe num-
placement of other replicas of the same object. In otheer of replicas of a particular object which get stored in
words, if we sample a “positive” then we have chosedhat sub-cluster either decreases or stays the same. If this
a server in the sub-cluster being considered to hold omere not true, some objects might move between exist-
of the object replicas (although we have not determined) clusters, rather than only moving to a newly added
whichserver in the sub-cluster will hold the object). Altersub-cluster. In particular, iIH(r — 6,n,N) > H(r,n,N),
natively, if we sample a “negative,” then we have chosam existing cluster whose relative weight decreases might
a server for the object replica in some sub-cluster whidlenetheless have additional replicas allocated to it, result-
was added to the system before the sub-cluster being dog-in replica movement between existing clusters.
sidered. Clearly, our sampling algorithm must support weight-
There are many ways to sample from the hypergeomietg because we can arbitrarily weight sub-clusters. The
ric distribution, including iterative sampling, ICDF samnaumber of “positives” in a cluster must represent the total
pling, and rejection sampling [25]. RUSH, however, alsseight possessed by a particular sub-cluster, rather than
requires hypergeometric draws which are both monotomienply representing the number of servers. If thererare
with respect to changes in the number of samples talgrvers in a sub-cluster with weight the subcluster has
(r), and which support weighted draws, where the weightgal weightn-w. Each time a successful draw is made
can be any real number. These requirements force the fuse the pool ofN servers, the total weight of the servers
of the iterative sampling technique; fortunately, the patill available for placing other replicas decreaseswby



defdraw (, n, N, w) 20
c—0
fori=0tor—1

- ICDF sampling
— lterative sampling

CPU time (us)
o

TP RO ot
generate a random numkee [0, 1] 0
if z< § then
c—c+1 0 T T T 1
0 5 10 15 20
eng? n-w Number of samples drawn (n=5, N=100)
N—N-=—w (a) Computation time for ICDF sampling and iterative sampling
.20 7 - ICDF sampling
Figure 4: An iterative algorithm for sampling from the 8 15 4 [teratvesampling -~
weighted hypergeometric distribution. g B
2 5
° 0
rather than 1, making the new total weight- 1)w. Both 0 : 10 15 00
of these requirements combined mean that iterative sam- Number of samples drawn (n=50, N=100)

pling is the pnly te.Chn.Ique that RUSH can use for its h (_b) Computation time for ICDF sampling and iterative sampling
pergeometric distribution.

with n=50 andN = 100.

Iterative sampling is the most intuitive way to samplgigure 5: CPU time required for ICDF and iterative sam-
from the hypergeometric distribution. Simply makean- pling for different parameters. Even though ICDF uses a
dom draws from the s€D,1], and compare them withsingle “sample,” Iterative sampling is faster unless at
the ratio §j, adjustingn and N after each draw accord-least 12 or more, depending on the parameters.
ing to whether draws are positives (i.e. the draw is less
than or equal tq}) or negatives (i.e. the draw is greate#.3  Analysis of Data Distribution in RUSH

n i i ;
itsglc/v'\é)iérizzur?;pg?; ee ofr?]re{ar?clfﬁﬁz?saslﬂm m ];Sirg:]rzkéo show that RUSH allocates object replicas according to

The algorithm supports weighting quite elegantly, and fi etdlstnbhunon of We|gbhts| O\t/er _aII gg tf:jet ster:vers Itn the
with our intuitive understanding of weighting. It is alsdc'y?rem when ? n_e\(/jv Sl:. ~Clus efr IS added o the system, we
monotonic, assuming that we use the same random ndifz'Ne @ simpie inductive prool. .

ber sequence for the draws péach time. Since we seej n the base case, there is one sub-cluster in the system.

the random number generator with the same value reg dhere is one sub cluster in the system, the all of the

less of weighting, the same number sequence will be géﬁ_r_vers n the system must, by definition, have the same
erated. weight. Since all of the servers have the same weight, the

distribution of object replicas over the each server should

The monotonicity of the sampling algorithm in Figure fye yniform. But since thehoose function in Figure 3(b)
(draw ) with respect to changes in the ratpis critical. gjstributes objects uniformly over a sub-cluster (see Sec-
Recall that for the_samplling algorithm to monotone it mugh, 4.1), and there is only a single sub-cluster, the objects
be the case that if we increase th@arameter by some st pe distributed according to the weights assigned to
valugé, we are guaranteed thd(r +8,n,N) > H(r,n,N), each server, which are assigned uniformly across a cluster.
and if we increasél by some valué, we are guaranteed |t syp-clusterc is added to a system that is already bal-
thatH(r,n,N) > H(r,n,N+A). We omit the proof of the 5nced, we must now ensure that the new distribution of
monotonicity ofdraw in the interest of brevity, but intu- gpjacts will remain balanced. Initially, the total weight of
itively we can see that if goes up, then we will sample aty| of the existing servers &/ = 5¢~Lw;m;, and the total
least as many positives, andNfgoes up, then the ratiy  \yeight of the servers in the new éﬂb—clustewts: WeMe.
goes down, so we should sample fewer positives. When drawing from the weighted hypergeometric

The only potential issue with thdraw is that it can be distribution described in Section 4.2, each positive draw
slow if the degree of replication is large. As Figure 5 reduces the total weight of all of the positives by
shows, however, the iterative sampling method is actuadlyd each draw (either positive or negative) reduces the
fasterthan ICDF sampling as long as< 12 because of total weight byw. Similarly, when selecting where to
the overhead associated with other technique. Furthglace an object replica, each time we choose a server in
more, depending on the parameters, the crossover psimb-clusterc, we reduce the number of servers available
may be even greater. For typical values @uch as 3-5, for placing replicas. In that case, the effective value of
the iterative method is significantly faster. W will decrease byw.. Each time we select a server,



the value oW +W; decrease byv.. Thus if we make a proximately the minimum necessary to keep the system

draw X ~ H(R W, W +W;,w;), the expectation oK is balanced.

R The analogous argument does not quite apply when a

> Kh(k; R Ve, W +We, We) sub-cluster's weight is decreased: when a sub-cluster’s

k;‘J weight increases, the number of objects allocated to every
= ;k(W—&-W)'k'(W R KW + W% R other sub—clust.er |r.1creases.sl|ghtly. Fpr each of the other

K= W e ' S ' sub-clusters with higher weight, there is no guarantee that

= R Wi W' the new objects for which it is responsible will come from

The expectation oK is therefore the ratio between théhe sub-cluster whose weight decreased.

total weight of the sub-cluste¥\¢), and the total weight It can be shown that the expected number of objects

of all of the previously added sub-clusters, plus thmoved in such a reorganization is no more than twice the

sub-cluster under consideratigi{+- W), multiplied by optimal number, but since the proof is rather complex, we

the number of replicasR). Since this is the expecteddo not have space to present it here.

number of replicas that will be placed on sub-clustéar

a particular key, the new sub-cluster should receive the . o

number of object replicas necessary to keep the system Operating Characteristics

balanced.

This does not automatically guarantee that the othEr measure the operating characteristics of RUSH, we im-
servers remain balanced. For example, if anWCVXW plemented it in a simulated storage system and measured
replicas came from the same sub-cluster in a system witthbehavior under both normal conditions and node fail-
100 sub-clusters, this would not leave the system befe. This allowed us to calculate the CPU time required
anced. Since objects allocated to the new sub-clusedo mappings and verify that load was balanced both in
are chosen randomly, the probability of an object movimprmal operation and after nodes had failed.
from a given server to the new sub-cluster is proportional
to the number Qf obje_cts Iocated_ on that se_rvgr. 51 Performance

In the case in which the weights of existing servers
are explicitly adjusted, we can use the same argumentmerder to quantify the real world performance of RUSH,
above: we simply start with the sub-cluster which wage simulated a storage system that started with 10 disks,
added first, and add the clusters with the new weights cired added 100 sub-clusters containing 10 disks each.
at a time using the same inductive procedure. Note that performance figures would have been nearly

Note that this process is only for the sake of provindentical regardless of the number of disks per sub-cluster;
correctness, rather than for determining the computatiomad could have just as easily added 100 sub-clusters with
complexity of the algorithm. As we discuss below, the a¢;000 disks each, and gotten the same performance re-
tual algorithm is typically optimal in the number of objecsults because the time complexity of the algorithm de-
replicas moved, and very fast, as shown in Section 5.1.pends only upon the number of sub-clusters, not the num-

The optimality of our algorithm depends on the monder of servers.
tonicity of our hypergeometric draw. When a sub-cluster For each configuration of the system, we simulated the
is added or the weight of a sub-cluster increases, the itebkup of one million different objects, each with four
ative weight of every other sub-cluster must decrease. splicas. We then divided the total execution time by four
described in Section 4.2, however, this draw is monotoniuillion to get the per-object, per-replica lookup time. Us-
S0 a sub-cluster that has its weight reduced cannot hisld this metric allows us to generalize to systems with dif-
more replicas for a given object key than it did beforégrent replication factors, since the performance is linear
though it could hold fewer. The only sub-cluster thah in the replication factor.
accept more replicas for that object key is the sub-clusteiThe performance of RUSH depends on the weighting
whose relative weight increased. configuration of the sub-clusters. In the worst case, the

Furthermore, as described in Section 4.1,¢heose  vast majority of the weight in the system is concentrated
algorithm guarantees that the if the number of replicasiimthe oldest sub-cluster. In that case, most object lookups
the sub-cluster increases frdno somek’ > k, the servers will need to check every sub-cluster before checking the
that choose picks will include the firstk servers that last sub-cluster to locate all of the replicas.
were originally used. This means that objects need nofThe common case, however, will be that as per-disk ca-
move between servers in a single sub-cluster. pacity increases, the weight of sub-clusters will increase.

Since objects can only move to or from the clustdihe rate at which it increases depends on the frequency
whose weight has changed, and objects need not mavevhich sub-clusters are added, and the rate of capacity
within sub-clusters, the number of objects moved is agrowth in disks.

E(X)

WEIRI(W + W — We)l (W +W; — R)!




—— Linear (reference) particular server throughout the system, we simulated a

195 4777 Even Weits_lhltl _ ing weight (1%) system with three sub-clusters. The first and third sub-
Xponentially increasing wel % R . . .
- Exgonenﬁaui increasing Weight 5%) clusters each have five disks, while the second one has

-

o

o
|

—=- Exponentially increasing weight (10%).*"_ twelve. These sizes were chosen to confirm that the even-

ness of data does not rely on the sub-cluster sizes. We
tested systems both with even weight and with weight
which increases with newly added clusters. We inserted
120,000 objects into the system and caused servers to fail,
looking at the location of the object replicas which repli-
cate data on the failed servers.
In Figure 7(a), we see the distribution of object repli-
0 - cas which replicate data from a single failed server. The
0 10 20 30 40 50 60 70 80 90 100 graph show the distribution of replicas under two differ-
Number of Clusters ent configurations: even weight and increasing weight.

Figure 6: Time per lookup per replica as the number ¥{hen the weight is even, we can see that object repli-

clusters increases. The figure shows a linear function &S are distributed approximately evenly throughout non-
reference. failed servers, and when the weight increases, more object

replicas are stored on the higher weight servers.

Figure 6 shows the per-object per-replica lookup time Figure 7(b) shows that the distribution of object repli-
for a system with 4 replicas per object, with varieas follows the distribution of weights even when multiple
ous growth rates for the capacity of the most recentgrvers fail. Figure 7(c) illustrates that distributing repli-
added cluster. In a system in which the weight of thms to nearby servers causes very uneven distribution of
most recently added cluster remains constant as clustgbgect replicas for a given server, and will cause a propor-
are added, performance degrades slightly super-lineatignately uneven workload in a failure situation. RUSH
Even a slight rate of increase in weight such as 1%, hodistributes data in such a way that when a server fails, the
ever, results in sub-linear degradation of performance.elftire system shares workload from the failed disk.
the rate of increase is 10%, then performance is logarith-
mic in the number of clusters. Even with 100 clusters j PRTI
the system, the amortized lookup time is less thauﬁog"g’ Data Distribution
on the slow 450 MHz Pentium Il on which we ran thesgithough we have shown that the the expected number of
experiments. objects in a particular server is proportional to the fraction
of the total weight in the system owned by the server, we
have not discussed how far the server will deviate from
the expected value.

When a server fails, other servers which contain replicasWe can visually examine Figure 8 to confirm that as the
of the data held by the failed server must take responsilsilimber of servers increases, the objects indeed spread out
ity for the the work done by the failed server. In very larg® all of the servers. Furthermore, the even distribution of
clusters, the mean time between disk failures can be migects among servers in the same cluster suggests that the
day or less [27], so failure semantics of a data distributidifstribution of objects is indeed proportional to the frac-
algorithm are important even for day to day operations tén of the total weight owned by the server. To verify the
a large disk cluster. accuracy of the distribution, however, we must introduce

In a simplistic replication scheme where replicas of ttemetric of accuracy.
objects for a particular server are simply distributed to We measure the accuracy of the object distribution us-
(logically) nearby servers, the servers close to the failaw) the Root Mean Square Error (RMSE), a metric related
disk will experience a severe spike in offered worklode the standard deviation that measures the distance from
during a failure. A large spike in workload can in turithe expected value rather than the mean value. It is nor-
cause severe performance degradation, and possibleraglized to reflect percentage difference instead of abso-
gravate further failures. lute difference to facilitate comparison between different

RUSH addresses this problem by distributing the rep#ixpected values.
cas of the objects on a given server throughout the entirelThe Normalized Root Mean Square Error (NRMSE) is
system, according to the distribution of weight in the sysalculated as
tem. When a server fails, the work performed by the failed

server gets distributed throughout the entire system. E.— S (ye—¥i)2 1
To verify that RUSH distributes object replicas for a T Me Ve

)]
o
|

Time per mapping (microseconds)
n ~
[¢] (6]
1 1
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(a) A single server (Server 7) has failedb) Two servers (Server 7 and Server 18)) A single server (Server 7) has failed.
Object distribution is shown for two syshave failed. Object distribution is showi®bject distribution is shown for a naive
tem configurations: even weight and irffor two system configurations: eveplacement algorithm under which repli-
creasing weight. weight and increasing weight. cas are distributed to nearby servers.

Figure 7: The distribution of object replicas stored on failed servers. A total of 120,000 object replicas are stored in
the system. There are three sub-clusters in the system, Servers 1-5, Servers 6-17 and Servers 18-22.

Figure 9 shows the NRMSE averaged over all sub-

% 200
é " 0 reorganizations clusters in a given system as the number of servers and
o reorganizations . . .

3 150 4 B 8 reorganizations the number of objects in the system increases. If the

£ B 12 reorganizations weight of each new sub-cluster remains constant, then

S the NRMSE remains relatively constant (after reaching a

g 100 plateau). On the other hand, if the weight of each new

= sub-cluster increases exponentially (as we suspect it will

g 50 in real systems), then the NRMSE decreases as the num-
a ber of servers increases.

;% 0 This graph suggests that we can trust the system to allo-
e}

o 10 20 ggrver 40 50 60 cate objects according to the weights of each server, with
an increasing degree of accuracy as the number of objects

Figure 8: The distribution of one million objects for variincreases.
ous numbers of sub-clusters, each containing five servers.
The weight of the newer sub-clusters increases.

6 Operational Issues

S

5 0.02

& 6.1 Online Reconfiguration

2 0.015

g 001 - RUSH easily allows load balancing to be done online

g - while the system is still servicing object requests. The

E 0005 4 - Even weight basic mechanism is to i(_jentify all of the “se_ts” that will

= — Exponentially increasing weight move between disks; this can be done by iterating over

E o S all possible key values, typically $910’ as described in

z 0 200 400 600 800 1000 1200 1400 Section 3.1, to identify those sets that will move. This
Number of Servers identification pass is fast, relative to the time required to

Figure 9: The average Normalized Root Mean Square gftually copy objects from one disk to another. During the
ocess of adding disks, there are two basic reasons why

ror as the number of servers and number of objects foce: ° .
crease. the client might not locate the object at the correct server.

First, server clusters may have been reconfigured, but
whereE; represents the NRMSE for some clustery; the client may not have updated its algorithm configura-
represents the expected number of objects per servertion and server map. In that case, the client can receive
clusterc, i represents the actual number of objects fan updated configuration from the server from which it
a given server, andm is the number of servers in therequested the object in question, and then rerun our algo-
cluster. rithm using the new configuration.



Second, the client may have the most recent configusapports the use of “replica” numbers to label elements in
tion, but the desired object has not yet been moved to thstripe by explicitly computingvhichreplica is stored on
correct server. In that case, the client can proceed asvifich particular server. RUSH does not currently support
the most recent reorganization had not occurred. For &xis use of replication because there is no way to distin-
ample, if the most recent reorganization was the additignish replicas from one another; however, we expect that
of a sub-cluster, and if the client thought that the objefttture versions of RUSH will do so.
replica should be located in sub-clusjebut did not find
it, it can simply rerun the search as if sub-clusjdnad
not been added yet. Once it finds the object, it can wriie  Related Work
the object in the correct location and delete it from the old

one. Several different scalable distributed data structures have

Different semantics for object locking and configuraseen proposed previously. Litwiet al. have developed
tion locking will be necessary depending on other paramfrany variations on Linear Hashing (LH*) [17, 18, 20, 21,
eters in the System, such as the commit prOtOCOI used, @E} The LH* variants are limited in two ways: '[hey must
our algorithm is equally suited for online or batch reokpiit buckets, and they have no provision for buckets with
ganization. The clients must maintain state for both tgferent weights. LH* splits buckets (disks in this case)
old and new system configurations, but this can be dgpenalf, so that on average, half of the objects on a split
very efficiently by simply keeping the original configuragisk will be moved to a new, empty, disk, resulting in sub-
_tion and the change applied to it until the reorganizatigptimal disk utilization [2] and a “hot spot” of disk and
is complete. network activity between the splitting node and the re-
cipient. Other data structures such as DDH [10] suffer
from similar splitting issues. Our algorithm, on the other
hand, almost always moves a statistically optimal number
Although the parameters to RUSH include the maximu@i objects from every disk in the system to each new disk,
number of replicas, the replication factors can be det¢ather than from one disk to one disk. Unlike RUSH, the
mined on a per-object basis. Practically speaking, a clidi* variants provide no mechanism for weighting differ-
might use per-file metadata to determine the degreeewit disks to take advantage of disks with heterogeneous
replication of the different objects which compose a file igapacity of throughput, a crucial requirement for storage
order to increase reliability for particularly important fileslusters which grow over time. Breitbaet, al.[2] discuss
or decrease storage requirements for less important fiedistributed file organization which resolves the issues of
such as temporary files. RUSH provides excellent sutisk utilization in LH*, but does not propose any solution
port for adjustable replication factors because replicas &wedata replication.
distributed evenly throughout the system, in contrast to aKroll and Widmayer [15] propose Distributed Random
system that might use certain sets of servers for high@rees (DRTSs), a type of SDDS that are optimized for more
numbered replicas. Assuming that an object’s key has cmmplex queries such as range queries and and closest
correlation to its replication factor, replicas from objectwatch rather than simple primary key lookup. DRTs sup-
with high and low degrees of actual replication will b@ort server weighting but face difficulties similar to the
evenly spread throughout the system. LH* variants with reorganization. DRTs do not explicitly

Another application of adjustable per-object replicatissupport replication, though metadata replication is dis-
is to reduce the number of replicas necessary to achiexaiased, and have worst-case performance linear in the the
given mean time to data loss. If a particular server crashesmber of disks in the cluster. Any tree-based SDDS,
we can increase the replication factor of all the objedtxluding DRT, has an average-case performance with a
which are stored on that server. That way, the window lsfver bound ofQ(,/m) [16], wherem is the number of
vulnerability (the time during which the replication facebjectsstored by the system. Our algorithm has perfor-
tor of some objects is decreased due to a server failungggnce which grows linearly with the number gioups
is shortened to the time it takes to increase the replicatioidisksadded; performance is independent of the number
factor for all of the objects on the server. Since that prof objects and, if disks are added in large groups, will ap-
cess can be completely decentralized [27], the windowprach constant time. Litwiret al. also discuss a B-Tree
vulnerability will be significantly shortened, even if thdvased SDDS family called RP* [19]. It also suffers from
administrator responsible for fixing the crashed servertige fundamental limitations of SDDS's, and is bounded by
not able to repair it for a long time. Q(y/m) in the average case [16].

More general error-correction codes can be used inChoy,et al.[7] describe algorithms for perfectly distri-
place of replication to save storage space at the expenseution of data to disks that move an optimally low number
decreasing small write speed. Our previous algorithm [13] objects when disks are added. However, these algo-

6.2 Adjustable Replication
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rithms do not support necessary features such weightgwmnbine the best features of the two existing algorithms
of disks, removal of disks, and replication. Brinkmanty allowing both identification of particular replicas and
et al. [3, 4] propose a method for pseudo-random diste@rbitrary reweighting and removal of existing sub-clusters
bution of data to multiple disks using partitioning of thef servers. The combination of these two features will
unit range. This method accommodates growth of the chlrther improve the suitability of RUSH for large-scale
lection of disks by repartitioning the range and relocatirgjorage clusters.
data to rebalance the load. Again, however, this methodOne issue for RUSH is the exact protocols for the distri-
does not allow for the placement of replicas. bution of new cluster configuration information, and their
Chau and Fu discuss and propose algorithms for declueraction with the data commit protocols. These proto-
tered RAID whose performance degrades gracefully withls will not require any global locks on clients, but care
failures [5]. Our algorithm exhibits similarly gracefulmust be taken to ensure that no race conditions exist in the
degradation of performance: the pseudo-random distrilsystem.
tion of objects (declustering) means that the load on theWe are designing a petabyte-scale storage system (see
system is distributed evenly when a disk fails. Figure 1), and are planning to use RUSH to distribute data
Peer-to-peer systems such as CFS [9], PAST [28),0SDs. As discussed in Section 6.2, we are developing
Gnutella [24], and FreeNet [8] assume that storage nod@d@st-recovery technique that automatically creates an ex-
are extremely unreliable. Consequently, data has a v#greplica of objects affected by a failure in order to sig-
high degree of replication. Furthermore, most of thes#icantly increase the mean time to data-loss for a given
systems make no attempt to guarantee long term persiggree of replication. We are also investigating the suit-
tence of stored objects. In some cases, objects ma)@b@ity of RUSH for distributing metadata to our metadata
“garbage collected” at any time by users who no longg&ervers to ensure scalability and balanced load.
want to store particular objects on their node, and in oth-
ers, objects which are seldom used are automatically di
carded. Because of the unreliability of individual nodes]

these systems use replication for high availability, and é%@ . . . .

less concerned with maintaining balanced performar] StH 'S a ];_aSti (iljecg_ntr?hz_ed algolrltl?lm gqrtp.ls ctlng atnd

across the entire system. ocating replicated objects in a scalable, distributed stor-
age system. Data is spread to servers proportional to

Other large scale persistent storage systems such as\@lghts assigned by the system builder, and lookups can
site [1] and OceanStore [23] provide more file system-lilBe gnis assig y Y : ' P
. . h i e done in microseconds by any client of the system keep-
semantics. Objects placed in the file system are guaran-

teed, within some probability of failure, to remain in thdg minimal state. Balanced object distribution is main-

) . s N ained as servers are added or removed; reorganization to
file system until they are explicitly removed. The ineffi- . L )
ygserve balance requires minimal object movement.

ciencies that are introduced by the peer-to-peer and wit She use of RUSH to distribute objects in a petabyte-

area storage systems address security, reliability in tshc%le storage system will allow the system to be built

face of highly unstable nodes, and client mobility (amon er time with minimal disruption to continued use. Sys-

other things). Howeve_r, these features introo!uce far tPeoms using RUSH can incorporate new servers, retire old
g;li(tzgn?verhead for a tightly coupled mass object Storaggrvers, and change the fraction of objects stored on a set

of servers, using changing technology to meet changing

Distributed file systems such as AFS [14] use a CI'eaémands on the system. RUSH also permits the high-level

server model. These systems typically use replicationg%

- Conclusions

. file system to use as much replication is needed for each
each storage node, such as RAID [6], as well as clig ject, allowing it to dynamically set the number of repli-

caching to achieve reliability. Scaling is typically dongas kept for each piece of data. In summary, RUSH can

by adding volumes as demand for capacity grows. T’%zovide fast, decentralized object lookup while providing

strategy for scaling can resultin very poor load balanci lanced data placement in distributed server clusters.
and requires too much maintenance for large disk arrays.

In addition, it does not solve the problem of balancing
object placement. Acknowledgements
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