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Abstract

USING EVOLUTION PATTERNS TO FIND
DUPLICATED BUGS

by

Kai Pan

The widespread use of software configuration management repesitori
record the evolution of a software project raises the possibilityioing these
repositories to better understand how developers fix software defects.

In the repository that records a software project’s changerjisthere are
many changes where developers fix bugs (known as bug fix chaasyegposed
to adding new features or refactoring source code. Bug fixaataresting, since
they not only provide the source code of a bug, but also the source cdaenvfor
the bug is fixed. This dissertation defines 27 static bug fixepet, which are
automatically extractable, based on the syntax components and cohtd
source code involved in bug fix changes. Instances of static bugtferrsare
extracted from the configuration management repositories of sevensopsse
projects, all written in Java (ArgoUML, Columba, Eclipse, JEdigr&le, Lucene,
and MegaMek). Defined static bug fix patterns cover 45.7% to 63.G¥edbtal

bug fix changes in these projects. Two classes of static byzafigrn instances,



those related to if statements and method calls, together adocouf.6% to
60.3% of all observed static bug fix patterns. Several analyses performed on
the extracted pattern instances on the projects.

This dissertation also presents a bug finding algorithm, BugMenfind
duplicated bugs using bug fix memories: a project-specific budhakdowledge
base developed by analyzing the history of bug fixes. This agpreaclearning
process, hence identified bug patterns are project-specific, thbenuoh bug
patterns grows as the software evolves, and high-level projectisbegs can be
detected. The algorithm and tool were assessed by evalulatinglicated bugs
and fixes in project histories could be found in the bug fix memokieslysis of
five open source projects (ArgoUML, Columba, Eclipse, JEdit, and Bcsinaws
that, for these projects, 17.5% - 32.4% of bugs appear repeatedlynnetheries,
and 7.5% - 13.0% of bug and fix pairs are found in memories. The results
demonstrate that project-specific bug fix patterns occur émtty enough to be
useful as a bug detection technique. Furthermore, for the bug apdirfsx it is

possible to both detect the bug and provide a strong suggestion for the fix.
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1 Introduction

Change is inevitable in a large software system. Developake ithanges to
the source code for various reasons, such as performance impnbyeode
cleanup, adding new features, fixing bugs, code formatting, improving
compatibility etc. Pressman classifies software changes fomiir categories,
correction, adaptation, enhancement, and prevention [75]. Correctiveeshargg
those performed to fix bugs in software. Adaptive changes arevasef
modifications caused by changes in the external environment. Enhamtcem
changes are made when additional requirements extend the funttiafaihe
software. Preventive changes are performed when software reeng@ is
needed to prevent the deterioration of software.

Bug fix changes are a major class of program changes, acwpunoti 20
percent of all maintenance work [75]. Our analysis on the change yhistor
several open source projects in this dissertation also shows thatol8%8o of
revisions are bug fix revisions. We are interested in bugHhenges, since they
identify problematic code (the lines from the previous revidian were changed),
and how to solve the problem (the modifications made to these lines).

A long-developed project usually has a software configuration gesnent
(SCM) repository that records a great number of bug fix changes. A tixigdix

process is as follows. A developer receives a bug report or naidificequest, or
1



identifies a bug in the source code during code inspection. She shtrgmde to

fix the bug, and submits the changes to the SCM repository withaiage log
message that describes the changes. The new code is théroteaspected. The

bug fix process repeats when new bugs are identified, the resgtthat bug fix
changes and change logs keep accumulating in the repository.dé&ftelopers
submit a bug fix change, they may forget the previous mistakes made b
themselves or peer developers, and commit the same mistakes again in the future.

Since bug fix changes in an SCM repository record change hisforyniation
about previous development experience in the project, it would be mweechuld
take advantage of this previous development experience.

In practical life, we learn lessons from previous mistakes amdid
committing the same mistakes again. A car accident due to/e’slrspeeding
will teach the driver to drive more defensively in the futuret yesir’'s suffering
from flu makes you take a flu shot this year; the experiehbeiag burnt by hot
water will make you more cautious when handling it. In softwdaeelopment, it
would be nice if we could learn from our mistakes in the same way.

If a developer could look back at the bug fix changes she or dévetopers
have made, she may learn from this previous bug fix experiencevtiéd allow
her to avoid making similar mistakes again, and find the corregttovavrite the
code. But, since there are so many bug fix changes in the megasid the size of
the source code is huge, it is not possible for developers to mamsgbct all

previous bug fix changes to find something useful. So, if we can findyaava
2



automatically summarize some commonality in the previous bughi@nges, it
will help developers understand existing bugs made by themselvesher
developers, and learn from previous mistakes.

There are two major goals of this dissertation. First, tooeggatterns in bug
fixes by investigating the bug fix changes in a softwamept’s change history.
Second, to detect duplicated software bugs by mining bug fix changeftware
change repositories. Achieving these goals can help developers tanders
previous bugs in a project and take advantage of previous bug fix expetienc
particular, inexperienced developers and new project members cdtydearn
from the bug fix change history to avoid committing similar mistaked find a

correct way to write code by learning from the examples in the fixed code.

1.1 Understanding of Bug Fix Changes and Bug Fix

Patterns

A software configure management (SCM) system, such as CUE dR
Subversion [81], uses GNU diff [27] to determine the textual differdretween
two versions of text files. GNU diff calculates the longest mam subsequence
(LCS) of two text files at the line level. The text linédsitt are not in the longest
common subsequence are the difference of the two file versiong dteemany

advanced approaches [2, 30, 35, 43, 84, 87] that compute program differences in

3



ways that carry more structural or semantic information, but @NfUs favored

in practical usage, since it is widely used, free, cheap in computation, and language
neutral. In fact, diff has become a de facto standard to compute aradizgs
program differences, and deliver software patches.

The language-neutral semantic-free properties of textuadreiftes are not
favorable to software evolution analysis, since many textual relifes look
random for source code change understanding. These facts prevent paople fr
understanding properties in previous changes, especially budndinges, since
manual inspection of bug fix changes can only allow a limited numbevsions
to be inspected and analyzed. There are a number of researth [@f3or54, 69,
73] that investigate software maintenance activities toitjassftware faults, and
explore their properties and causality. But these approacheslyusnaploy
manual inspection of software change activities, and hence do not scale.

One goal of this work is to perform software evolution analysis progct’'s
bug fix change history to reveal the properties of bug fix chamgpsojects and
explore patterns in bug fixes. To overcome the shortcomings of kekifieaence,
we developed an analyzer to parse and analyze source code dbetwggen two
versions and extract syntactic or structural information from them.

In order to learn from bug fix changes, it is necessary trabsaway the
project-specific details of each change, yielding more gétera fix patterns.
This permits cross-project comparison of bug fix data. For exartiespecific

variables involved in the modification of #gmstatement condition are unimportant,
4



since these will vary substantially within and across praoj@ytsabstracting away
the details concerning individual variables and recording just hieme twas an
instance of the if-condition pattern, it is now possible to chaiaetand compare
if-condition bug fix patterns both within and across projects.

We defined 27 automatically extractable bug fix patterns baseldeosyhtax
components and context of the source code involved in bug fix changes. These
patterns are based on the syntax components and context of the codece
involved in bug fix changes. Patterns were initially identifiedmfra manual
analysis of the bug fixes in open source Java projects. Subsequebilg fix
pattern extraction tool was developed that could automaticallyifigéime bug fix
patterns.

Bug fix patterns are syntax-driven, and hence are very close to the sodece c
The resulting categories are highly tied to language featlines characteristic of
the bug fix patterns allows for automatic extraction. Resudts fhe analysis can
answer questions like, what kinds of bugs does a project have the modh how
classify bug fixes, are there any meaningful patterns in the bug Wkes kinds of

bugs did a developer introduce the most, etc.



1.2 Finding Duplicated Bugs using Bug Fix Change Hi  story

Since bug fix changes in the software change repository recevibus faults
(mistakes) in the source code, they can be used to prevent snmlakes.A
software change repository is generally accessible to eltsloper, but several
factors prevent bug fix changes from being fully exploited fooraatic fault
prevention.

1. It takes effort to differentiate bug fix changes from non-fix changes.

2. Too many revisions in the change repository.

3. Too many files in a project.

4. Textual difference representation is not favorable for conveyintasy
and semantic information, i.e. changes look random.

5. Noise in bug fix changes, such as comments, blanks, format changes,
etc.

Due to these factors, developers fail to make use of them faly may omit
their previous mistakes or mistakes made by peer developers;oamdit the
same mistakes again.

It would be nice to have a good method to collect mistakes so thdbolenge
can avoid repeating these bugs in the future. Static bug findingaclieve this
goal in a horizontal way. Many automatic bug finding tools have pegposed,
including Bandera [17], ESC/Java [26], FindBugs [39], JLint [4, 5], and PASD [

They use a range of techniques to detect bugs and suggest fixedinogre-
6



defined bug patterns [5, 39], type checking [26], and model-checkifjgThese

bug finding tools adopt a horizontal approach, using techniques thatpdicable

across all projects. To date, there are very few tools usingettieal approach of
leveraging patterns in a specific project and performing prsjeecific bug

finding.

This dissertation presents a vertical bug finding approach, BugMensh whi
extracts and memorizes a broad range of patterns in buggy code emnthes
previous bug patterns of a specific project to find projectiipdaugs in new
changes or other parts of the source code. We provide a seriebittdns to
address issues in making use of bug fix changes. These solutiongeincl
automatically discovering bug fix changes, eliminating noise in tegitfalences,
generating normalized syntax information for source code, exigacyntax
components from textual differences between bug and fix versions, and
performing pattern matching on syntax components to discover duplicated bugs.

The BugMem approach has an advantage over existing bug prediction
approaches [33, 46, 47, 53, 67, 68, 70, 71] using software quality metrics or
machine learning in that it can locate bugs at very smatiutmaty, the source
code line level, as compared with the function level, file levesutnsystem level
supported in other bug prediction approaches. Another advantage of BugMem
that it provides a fix suggestion for each bug warning, which alisess to reject
or accept a bug warning easily. Bug prediction approaches usicigime learning

only provide a possibility that a section of code or a file n@aytain a bug or a
7



possible number of bugs, with the drawback that developers can nptfigase
out why the code is suspicious and how it may be corrected.

Generally, the BugMem approach aims to find high-level projestiBp bugs
with a vertical approach. It can serve as a nice complemdhetbug finding
tools using static analysis approaches and bug prediction tools ustignena

learning.



2 Terminology

2.1 Version Control and Program Change

This dissertation uses several terms related to version camdolprogram
changes, defined as follows.

Version A version is a state of an object at one point in the historysof it
evolution.

Revision Revision is interchangeable with version, i.e. revisiondicates the
Ny, version. The termmevision additionally puts more emphasis on the difference
between a version and its previous version. That is, a revision irdigktthe
changes made to the previous version to generate the current véhgoversion
before the changes is called all version and the version after a revision is
called thenew version

Version Contral Version control is a basic function supported by a software
configuration management (SCM) system. Generally, the goal sibmecontrol is
to keep track of all the changes made to files.

Hunk, deleted hunk, added hurnihe textual difference of a file between an
old version and its new version as computed by a diff tool is repegsbyta list

of text regions, callethunks A hunk is a series of contiguous changed lines and



can be empty. A hunk in the old version is calletebeted hunkand a hunk in the
new version is called aadded hunk
Hunk Pair or delta A deleted hunk always has its corresponding added hunk,
and we call a deleted hunk and its corresponding added hunk a hunk paitajor del
There are three kinds of hunk pairs: modification, addition, or deletiowitiier
the deleted hunk nor the added hunk of a hunk pair is empty, we call this a
modification hunk pair. A deletion hunk pair has an empty added hunk, and an

addition hunk pair has an empty deleted hunk. Figure 2-1 illustrates ¢leekihds

of hunk pairs.

Deleted hunk Addec hunk
;
Foo.java of ~ 4 Foo.java of
version n version n+1
(a) Modificatior
Deleted hunk Addgc hunk Deletec hunk Add(’ac hunk
v y v '
\ *
(c) Deletion

(b) Additior

Figure 2-1. Three kinds of hunk pairs.

10



2.2 Bug and Fix

Bug In this dissertation, the terivug describes a mistake made in software
source code. It is a programmer error that manifests itséffel form of incorrect
source code. Bug is used instead of the equivalent term fault isircenore
colorful, and is in widespread professional use.

Fix or Bug Fix A change to the source code to eliminate a bug.

Bug Fix RevisionA project revision containing changes to repair buggy code
is a bug fix revision A revision can be either a bug fix revision oman-fix
revision

Bug Version and Fix VersioMhe old version of a bug fix revision is called a
bug versionand the new version of a bug fix revision is calldéot &ersion

Bug Hunk and Fix HunkA hunk in a bug version is calledbag hunk and a
hunk in a fix version is calledfa hunk

Bug Fix Hunk Pair A hunk pair in a bug fix revision isfaug fix hunk pair
That is, a bug fix hunk pair consists of a bug hunk and its corresponding fix hunk.

Buggy codeThe code in a bug hunk is called buggy code.

Fix Code The code in a fix hunk is called fix code.

In general software engineering usage, the concept of bug or faditdeater
meaning, which can represent an abnormality in specification, deside, ®est-
case, etc. Since this dissertation only focuses on bugs that apearce code,

we narrow the definition of bug.
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2.3 Source Code Parsing and Analysis

Hunk pairs or deltas computed by diff only show the textual differehedfile
between two versions. To understand the changes represented Hyuthlepaiirs,
we have to parse the source code, and analyze the code in the hutties eodke
nearby. The following terms are frequently used in describiegsthurce code
parsing and analysis.

Define, defined variabldf a variable in a statement may receive a new value
after the statement executes, we say this statededimes the variable, and the
variable is adefined variablein the statement. For example, the statenemt=
bar + 1; defines the variabloo, andfoo is a defined variable in the statement.

Use, used variabldf a variable appears in a statement but is not defined, or a
variable is involved in computing the value of a defined variable intdtensent,
we say this statemensesthe variable, and the variable isised variablein the
statement. For example, in the statenfeat= bar + i;, the used variables include
bar andi. More about variable definition and use and data dependence can be
found in [45, 58].

Syntax line A syntax line represents a line of source code after we faama
source code file in a uniform way. The reason that we format aescade file in

a uniform way is to get rid of the noise in the textual differdoce file between
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different versions, which will be discussed in Section 3.2. Genetallgerform
the formatting process, we begin by preprocessing the codentovee all
whitespace and blank lines. We differentiate between compoattarsnts such
asif, for, while, etc. and those that are simple such as method calls, assignment, etc.
We further process the code to concatenate all multi-linplsistatements into a
single line. Additionally, we process the code to ensure thatcdmelitional
predicates off, for, while, etc. all lie on a single line. This yields basyntax lines
Syntax componenf syntax component is a fine-grained syntax segment in a
syntax line. More specifically, a syntax component corresponds to-Eanode
in a syntax line’s abstract syntax tree. A syntax componentbearurther
decomposed into raw syntax components and normalized syntax components. We
use syntax component and normalized syntax component interchangeably in places
where there is no confusion. The detailed description of syntax comtpoare be
found in Section 5.1.2.
Context or syntax contextWe use context to represent the environment a
statement is in, i.e. the nearby statements that areadlathis statement, and the
syntax construct, such ag while, try, etc., the statement is in. The context

information will help us to find the patterns in bug fix hunk pairs.
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3 Fact Extraction from Software Change

Repository

In both the bug fix pattern analysis and the BugMem analysssneed to
extract versions and changes from the change repository of atpamjdgerform
analysis on every file and change in a revision. To assist tlgsas) we pre-
process every revision in the software change repositorydmject, extract facts
from it, and transfer the extracted facts to a databadbidrthapter, we describe
the architecture of the fact extraction framework, the steppré-process the

revision data, and the schema of the database that stores the extracted facts.

3.1 Architecture

To analyze software evolution, we need to extract revisions fhemSCM
system that stores the change history of a project. In our preyecuse the
Kenyon infrastructure to extract revisions from SCM repositgdgsKenyon is a
system that provides access facilities to various SCM repiesiteuch as CVS
[20], SubVersion [81] and ClearCase [40], and automates the prooessauting
revisions from a software configuration management system teposirhe
architecture and data flow in the fact extraction framé&wsrdepicted in Figure

3-1.
14



SCM

Repository

Project versions and
change informatic

\

Kenyon

Project versions and
change informatic

Pre-process .
P Bug fix BugMem
Code denoisin pattern analysis
analysis
Delta computation

Facts about proje
Bug Labeling revision:

Facts about
project revision

Extracted facts

Database

Project
fact data
Figure 3-1. Architecture and data flow for fact extaction.

In our project, Kenyon is responsible for extracting project sowersions
from a repository of a project under analysis. Kenyon automigticaécks out the
source code of each revision and extracts change information stioh esange
log message, author, change date, source code, etc.

The extracted source code versions and change information ai@ defre-
processing module, which contains three sub-modules for code denoising, delta
computation, and bug labeling. The code denoising module transforms the source
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code into a uniform format to eliminate formatting and whitespacgenioi the
source code, such as blanks, blank lines, comments, different code faetoats,
The denoised source code is favorable for computing meaningful textual
difference between two versions of a source code file, sinog teatual changes
that cause no behavioral changes will be eliminated from thétged diff. The

bug labeling module differentiates bug fix revisions from nomdisions. These
three modules are explained in detail in the following subsectionallygithe

extracted facts for the project revisions are saved tprtfject fact datadatabase.

3.2 Code Denoising

In our analysis, we only care about those changes in the sourcenabaellt
cause the program to behave differently. We note that thereaarg source code
changes that will not modify the behavior at all, for example t@adiemoval of
blanks, addition/removal of blank lines, changes to comments, and diferext
code formatting. Figure 3-2 shows an example of two source eupeests that
have the same behavior but different source code format. This kinektoialk
difference should be ignored in our analysis. The existenckeohdn-behavior
altering changes adds noise to the results of textual differbatgeen two
versions, and affects the quality of the bug fix pattern anafysisthe BugMem

analysis.
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- if (foo = null) {foo.bar(); }
+ if (foo !'=null) {
+ foo.bar();

+}

Figure 3-2. An example of different source code fonat with the same behavior.

To address this issue, we reformat the source code file velstm® textual
difference computation. More specifically, before we compute tineual
difference of a Java source code file (the projects ardliggethis dissertation are
all in Java) between different versions, we use a JDT (Javadpevent Tools)

flattener [22] to transform the source code files into a uniform format.

if ( foo !'=null if (foo != null && foo.ready) {
&& foo.ready) foo.ret = foo.bar(1,2);
{ foo.start();
[* This is an }
example. */
foo.ret = foo.bar(
1,2);
foo.start();
}

Figure 3-3. An example of code segment and its desed version.

The transformation works in this way: first it parses thererstource code file
and obtains an abstract syntax tree (AST) for it, and then it cutip&itAST in a
uniform format. This process eliminates all the unnecessankdflaemoves blank

lines and comments, and indents the source code in a uniform vgaye B3-3
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shows an example code segment and the corresponding code aftendisnde
process.

After we perform the denoising process on the source cadg Wile save them
to the database. The delta computation of the files in two versidinsengarried

out on the denoised source code files.

3.3 Delta Computation

To explore how software evolves, we need to compute the changegéct pr
files across versions. The delta computation module is used for this purpose, which
computes deltas (hunk pairs) of a file between two versions. Sinda del
computation is performed on denoised source code versions, most of thenoise
textual differences has already been removed and only meaningful deltas.re

The deltas are computed using the diff tool [27]. A list of hunk paitsch
represents the regions that differ in a file in two versiongtismed from the delta
computation module. We record a hunk for a file by storing theirggaline
number and the ending line number of the hunk in the file. When a hunk ig, empt
we set the starting line of the empty hunk to be 0 and set thegelte of the
hunk to be the line number before which the hunk is deleted from thevetisen.

Figure 3-4 shows an example of how to record hunk information, e.g. Rgure

18



5. foo.init();

6. foo.ready = 1;
7. foo.flag = true;

8. foo.bar();

Deleted hunk: (6, 7)

(a) shows a deletion hunk pair, where the deleted hunk is not emptieaadded

hunk is empty. The hunk pair information is saved into the database.

5. foo.init();

6. foo.bar();

Added hunk: (0, 6)

(a) deletion hunk pair

5. foo.init();

6. foo.ready = 1;
7. foo.flag = true;

8. foo.bar();

Deleted hunk: (6, 7)

6. foo.init();

7. foo.ready = 2;
8. foo.flag = false;

9. foo.bar();

Added hunk: (7, 8)

(b) modification hunk pair

5. foo.init();

6. foo.bar();

Deleted hunk: (0, 6)

6. foo.init();

7. foo.ready = 2;
8. foo.flag = false;

9. foo.bar();

Added hunk: (7, 8)

(c) addition hunk pair

Figure 3-4. An example of how to record hunk infornation.
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3.4 Bug Labeling

Since our analysis focuses on bug fix revisions, we need toettffate bug
fix revisions from non-fix revisions.

Traditionally, bugs are identified in software by examining éa®cutions for
incorrect output, performing software inspections, or running stasilysia tools.

Our method for bug identification is somewhat different, in thatasgume that
developers have been using these traditional methods for bug ideiotificat
throughout a project’s evolution, and have been fixing the buggy code. Hence, our
task is to retrospectively discover which changes involved bug, fates which

ones performed other kinds of software update.

A project revision containing changes to repair buggy code is a kug fi
revision. The version before the bug fix revision is the bug version, and the version
after the bug fix revision is the fix version. We identify bugrévisions based on
the log messages that are supplied with a revision. Therevarapproaches for
identifying bug fix revisions. The first one is to look for keywofite “fix” or
“bug” in the change log, a technique introduced by Mockus and Votta [63]; the
second approach is looking for references to bug reports like “#42233” as
introduced by Fischer et al. [25] and by Cubranic and Murphy [18]. Wethes
first approach in this work. That is, if a change log messag&ins “bug”, “fix”,

or “patch”, the revision is found to be a bug fix revision. In a bugdvision, a
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hunk pair is labeled as a bug fix hunk pair, a hunk in the bug version is labeled as a

bug hunk, and a hunk in the fix version is labeled as a fix hunk.

3.5 Database Schema

We store the facts extracted from a project's SCM repgsitio a MySQL
database. After that, software evolution analysis can be perforgnedanching
and retrieving data from the database instead of extractingdotataly from the
SCM repository, which only obtains raw data and is slow for data retrieval.

There are four database tables for the project fact data,iétevisle, Delta,
and Content. Each record in the Revision table stores the information for arrevisi
in a project, such as the author that committed the changes arajthee$sage
attached to the changes. The File table records the information dildbe
contained in a revision such as the name of thefifide, name and whether the file
is changed in this revisiors_modified We record the information for all the files
including unmodified files and modified files in the File tableeTdesign choice
of keeping the information for unmodified files is in order to fast locatedhtent
of a file in two consecutive versions and compute their differefilcere is not
much redundancy caused by this design since the content of tlsenfilestored in
the File table, but a reference to a record in the Content tahéeD€lta table

stores the hunk pairs of a file of this revision computed againdil¢han the
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previous revision. These four tables represent the hierarchyonslaipp of the
entities in the source code changes in a project’s chaisgeryh Figure 3-5
illustrates the entity-relationship (ER) model of the four daebables: one
revision (Revision) of a project contains many files, and onefike version may
contain many deltas with respect to the previous version, and the content d&.the fil

Tables 3-1 to 3-4 provide the detailed schema information for the &iabake

tables.
TableRevision TableFile
id ‘ id
author 1 n | revision_id
date file_name
log is_modified
scm_revision_id 1 conten_id
is_fix 5
cont@
TableContent 1 n
id id
new_file_id
old_start_line
old_end_line
new_start_line
new_end_line

Figure 3-5. ER diagram of the database schema foh¢ project fact data.
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Field Type Description
id integer, not null, The serial number of the revision
PRIMARY KEY, record in the table.
AUTO_INCREMENT
author varchar(32), not null The username of the developer th
commits the changes for this revisiagn.
date datetime The date and time the revision is
submitted
log text The change log supplied with the
revision.
scm_revision_id varchar(32) The version number in the SCM
repository
is_fix boolean Is this revision a bug fix revision?
Table 3-1. Database Schema of tHeevisiontable
Field Type Description
id integer, not null, The serial number of the file record
PRIMARY KEY, the table.
AUTO_INCREMENT
revision_id integer, not null The id of the revision record that
B contains this file.
file_name varchar(255), not null The file name of the file in the
project.
is_modified boolean Is this file modified in the revision?
content_id Integer, The id of the content record that

contains the text of the file.

Table 3-2. Database schema of tHele table
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Field Type Description
id integer, not null, The serial number of the delta record
PRIMARY KEY, in the table.
AUTO_INCREMENT
old_file_id integer, not null The id of the file record of the old
version.
new _file id integer, not null The id of the file record of the new
version.
old_start_line integer, not null The line number of the start line of
the deleted hunk in the old version.
old_end_line integer, not null The line number of the end line of the
deleted hunk in the old version.
new_start_line integer, not null The line number of the start line of
the added hunk in the new version.
new_end_line integer, not null The line number of the end line of the
added hunk in the new version.

Table 3-3. Database schema of thaeltatable

Field Type Description
id integer, not null, The serial number of the content
PRIMARY KEY, record in the table.
AUTO_INCREMENT
content longtext The text content of the source code
file after the denoising process.

Table 3-4. Database schema of tHeontenttable

3.6 Analyzed Projects

We built a project fact database for seven open source projetteswim Java,
ArgoUML [3], Columba [15], Eclipse [21], JEdit [44], Scarab [77], Luc¢bk
and MegaMek [61]. The seven projects are studied in the bug fix pattalysis,
while only the first five projects are studied in the BugMeralgsis. Table 3-5

summarizes the seven projects, and we briefly describe them as follows.
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Project | Software type Period # of # bug fix
revisions | revisions
ArgoUML UML editor 01/1998 ~ 09/2005 4,685 1,310
Columba Mail client 11/2002 ~ 12/2005 2,362 797
Eclipse IDE 06/2001 ~ 01/2006 6,394 2,807
JEdit Editor 09/2001 ~ 01/2006 1,190 557
Scarab Issue tracker 12/2000 ~ 02/2006 2,962 535
Lucene Search enging 09/2001 ~ 02/2006 104p 266
MegaMek | Online game 02/2002 ~ 09/2006 2825 706

Table 3-5. Analyzed projectqFor the Eclipse project we use only the core.jdt mdule due to
the large size of the entire project).

ArgoUML  (http://argouml.tigris.org/).  ArgoUML is a UML diagramming
application that includes support for all standard UML 1.4 diagramsasiCiass,

State, Use Case, Activity, Collaboration, Deployment and Sequence.

Columba (http://columba.sourceforge.net/). Columba is a mail user agent.
Columba provides a user-friendly graphical interface with wizardsl a

internationalization support.

Eclipse (http://www.eclipse.org/). Eclipse is an open source platformpiemigent
integrated development environment (IDE) for Java. Eclipse frankelas a
design that allows third-party plugins to be easily integratemithe environment.
Separate plugins for C/C++, FORTRAN, PHP, and Perl have beetedre@he
Eclipse framework also supports adding any desired extensidms émvironment,

such as Subversion support.
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JEdit (http://www.jedit.org/). JEdit is a text editor for prograers. JEdit has an
extensible plugin architecture, and supports macros written in BelgnBjieon

and JavaScript.

Scarab (http://scarab.tigris.org/). Scarab is a highly customizable bagkibg
application. The major features supported by Scarab include daya gmeries,
reports, notifications to interested parties, collaborative accuionmlat comments,

and dependency tracking.

Lucene (http://lucene.apache.org/). Lucene is a text search engine library.

MegaMek (http://megamek.sourceforge.net/). MegaMek is an open-source, online

version of the Classic BattleTech board game. Currently, Megaddekorts

nearly all level 1 BattleTech rules, most level 2 rules,andmber of level 3 and

house rules.
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4 Patterns in Bug Fixes

In current practice, an analysis of the frequency of various gpas in a
software project involves software engineers manually idengfyerrors and
assigning them to categories that are organized around eawses. This is a
labor-intensive practice that requires a disciplined development s result,
this data is unavailable for most software projects. To performwa error
analysis on these less disciplined projects requires some forautomated
technique for identifying and classifying software errors.

This dissertation defines 27 static bug fix patterns in Javava@ft These
patterns are based on the syntax components and context of the codece
involved in bug fix changes. Patterns were initially identifiedmfra manual
analysis of the bug fixes in five open source Java projects. Qudogéy, a bug fix
pattern extraction tool was developed that could automatically igethtf static
bug fix patterns. This was run on the change history of seven opssegrojects,
the original five used in the manual analysis, plus two more.

Static bug fix patterns are syntax-driven, and hence allow faynaaiic
extraction. As an analytical tool, static bug fix patternsehagveral beneficial
gualities. Since they can be automatically detected, it is pegsilgather bug fix
statistics from multiple projects. With this data in hand, itpsssible to

characterize the frequency of bug fixes made to specifigramoming language
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features (such as ah statement), fine grain program structures (loops, switch
statements), or small sequences of operations.

Static bug fix patterns provide improved visibility into how bugs arnadoe
repaired, a visibility that takes the form of a frequency tistion of static bug fix
patterns. This allows us to clearly see which programmingukeyey features are
the most bug prone.

When we identify buggy code areas by mining bug fix revisions, ke
the source code that falls into bug hunks to be buggy code. Buaptitisach has
limitations, since bug fix hunk computation is based on textual difessrwhile
the dependence among statements is not considered. The bug fix aptsyach
provides a way to address this problem by discovering buggy codedby diff.
For example, the statemeioib.bar = 1in Figure 4-1 is not discovered as buggy
code using diff, since the bug hunk is empty. But this statementfect buggy
code and can be discovered by bug fix patterns.

Static bug fix patterns assign syntax context information to bagdg and fix
code to assist in finding bugs using evolution patterns, discussedtionS&cin
the rest of this dissertation, we use the term static bugditern and bug fix

pattern interchangeably when it will not lead to confusion.

if (foo != null)
foo.bar = 1; foo.bar =1;

Figure 4-1. An example bug fix in which the bug hok is empty.
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4.1 Bug Fix Patterns

Bug fix hunk pairs contain just the text difference betweerctioseof code in
the bug version and the corresponding code in the fix version. Somerofable
random to us, but the others are not. We can sense some patternshantpes
from the changed syntax components in the bug fix hunk pair, the context the hunk
code is in, and the code near the hunks.

To define a set of bug fix patterns, we manually analyzedgbdhe bug fix
change history of five open source projects in Table 3-5, ArgoUGhlumba,
Eclipse, JEdit, and Scarab. The analysis involved inspecting the bugdnmhise
corresponding fix hunks in the bug fix revisions, and classifying bughlanges
into different patterns based on the syntax component kinds in the hunlamairs
the program context the syntax components are in. These identifiedixoug
patterns are grouped into several categories including tecel@F), Method Call
(MC), Loop (LP), Assignment (AS), Switch (SW), Try (TY), Methoddzeation
(MD), Sequence (SQ), and Class Field (CF).

Table 4-1 presents an overview list of bug fix patterns. In thewuoitp
subsections, we present a catalog of observed bug fix patterngpditesh begins
with a title, and an abbreviation code. A brief description is givethefpattern,
followed by one or more source code examples taken from the exapnojedts.

Example code with a leading “~” is from the bug hunk, while coda \eiading
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“+” is in the fix hunk. Unmarked code (without leading “~” or “+”) fisund in

both bug and fix versions.

Category Pattern Name Short Name
Assignment (AS) | Change of assignment expression AS-CE
Class Field (CF) | Addition of a class field CF-ADD

Change of class field declaration CF-CHG
Removal of a class field CF-RMV
If-related (IF) Addition of an else branch IF-ABR
Addition of precondition check IF-APC
Addition of precondition check with jumplF-APCJ
Addition of post-condition check IF-APTC
Change of if condition expression IF-CC
Removal of an else branch IF-RBR
Removal of an if predicate IF-RMV
Loop (LP) Change of loop condition LP-CC

Change of the expression that modifies| LP-CE
the loop variable
Method Call (MC) | Method call with different actual MC-DAP
parameter values
Different method call to a class instance = MC-DM
Method call with different number or MC-DNP

types of parameters

Method Declaration Addition of a method declaration MD-ADD
(MD) Change of method declaration MD-CHG
Removal of a method declaration MD-RMV

Sequence (SQ) | Addition of operations in an operation |SQ-AFO
sequence of field settings
Addition of operations in an operation |SQ-AMO
sequence of method calls to an object
Addition or removal method call SQ-AROB
operations in a short construct body
Removal of operations from an operatiorlsQ-RFO
sequence of field settings
Removal of operations from an operatioglsQ-RMO
sequence of method calls to an object

Switch (SW) Addition/removal of switch branch SW-ARSB
Try (TY) Addition/removal of a catch block TY-ARCB
Addition/removal of a try statement TY-ARTC

Table 4-1. Bug fix patterns.
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4.1.1 If-related (IF)

1. Addition of precondition check (IF-APC)

This bug fix adds arif predicate to ensure a precondition is met before an
object is accessed or an operation is performed. Without the precordtigok,
there may be a NullPonterException error or an invalid operatiecuéon caused
by the buggy code. This kind of bug occurs when the developer did not conside
the precondition before an operation is performed.

Example:

— lastChunk.init(seg,expander,x,styles,

- fontRenderContext, context.rules.getDefault());

+ if (lastChunk.initialized)

+ lastChunk.init(seg,expander,x,styles,

+ fontRenderContext, context.rules.getDefault());
2. Addition of precondition check with jump (IF-APCJ)

This bug fix pattern is similar to the previous one, IF-APC, exiteguids anf
statement that encloses a jump statement, such as return, contibteglorThis
causes the fixed code to skip the remaining code in the block ifehergtition is
not satisfied.

Example:

+ if (lcomp.isShowing()) return true;
for (; ;) {

if (comp instanceof View) {
((View)comp).processKeyEvent(evt);
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3. Addition of post-condition check (IF-APTC)

The fix code adds aif statement after an operation to check the result from the
operation. One example is error checking, as shown in the exanipe Gdis
kind of bug occurs when a developer fails to consider different regguits from
an operation.

Example:

— parentFolder.addFolder(name);
+ FolderTreeNode folder = parentFolder.addFolder(name);
+ if (folder==null) success = false;

4. Removal of an if predicate (IF-RMV)

The fix removes aiif predicate from the code. This bug occurs when there is
an unnecessary condition check. There are many fewer instandgs btig fix
pattern than of IF-APC.

Example:

— if (seg.array == null || seg.array.length < len)
seg.array=new charflen];

5. Addition of an else branch (IF-ABR)

The bug fix adds aelse branch to anf statement to cover a condition not
previously considered.

Example:

else if (aname =="PLUGIN") depPlugin=value;
+ else if (aname =="SIZE") size=Integer.parselnt(value);
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6. Removal of an else branch (IF-RBR)

This bug fix pattern is the opposite of IF-ABR. This bug fix remoxeslise
branch, thereby freeing the code in tlee body from the constraint of thié
condition.

Example:

—else addOptionGroup(pluginsGroup,rootGroup);
+ addOptionGroup(pluginsGroup,rootGroup);

There are many fewer instances of this bug fix pattern than of IF-ABR.

7. Change of if condition expression (IF-CC)

This bug fix change fixes the bug by changing the condition esipresf anif
condition. The previous code has a bug initheondition logic. This pattern is
further explored in Section 4.3.3, which presents sub-patterns describingooom
changes within the conditional.

Example:

— if (getView().countSelected() == 0) {
+ if (getView().countSelected() <=1) {

4.1.2 Method Call (MC)
8. Method call with different number of parameters or differentesypf
parameters (MC-DNP)

The bug fix changes a method call in the code by using a metitbdhe

same method name but different number of parameters or typesanfgtars.
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This change may be caused by the change of method interfacse asf an
overloaded method.
Example:

— query = getLuceneQuery(filter.getFilterRule());
+ query = getLuceneQuery(filter.getFilterRule(), analyzer);

9. Method call with different actual parameter values (MC-DAP)

The bug fix changes the expression passed into one or more pasaoiede
method call.

Example:

— tree.putClientProperty("JTree.lineStyle","Horizontal");
+ tree.putClientProperty("JTree.lineStyle","Angled");

10.Change of method call to a class instance (MC-DM)

The fix code calls a different member method of a class instartus new
method may have some name similarity to the one used in the bugnvdrsis
bug fix may be caused by a method being renamed or by a devekipgran
incorrect member method.

Example:

— Enumeration enum=windows.keys();
+ Enumeration enum=windows.elements();
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4.1.3 Sequence (SQ)

11. Addition of operations in an operation sequence of method calls to ect obj
(SQ-AMO)

The bug fix adds one or more method calls into a sequence of metlsotb ca
the same object. This kind of bug occurs when the developer was nossray
more method calls in a sequence of method calls to the same object.

Example:

importDeclaration.setSourceRange();

— importDeclaration.setOnDemand(importReference.onDemand);

+ importDeclaration.setName(name);
+ importDeclaration.setOnDemand(onDemand);

12. Removal of operations from an operation sequence of method calls to an
object (SQ-RMO)

The opposite of SQ-AMO, this bug fix pattern removes one or more method
calls in a sequence of method calls to the same object.
Example:

pathField.setPreferredSize(prefSize);
— pathField.addFocusListener(new FocusHandler());

13. Addition of operations in a field setting sequence (SQ-AFO)

This bug fix pattern is similar to SQ-AMO, except that the afi@n sequence
involves setting object fields, not method calls.

Example:

cd.sourceEnd=sourceEnd;
cd.modifiers=modifiers & AccVisibilityMASK;
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+ cd.isDefaultConstructor=true;

14. Removal of operations from a field setting sequence (SQ-RFO)

This bug fix pattern is the opposite of SQ-AFO. The code in thevbtgjon
contains an unnecessary field setting operation.

Example:

— ref.sourceEnd=intStack[intPtr--];
ref.sourceStart=intStack[intPtr--];

15. Addition or removal of method calls in a short construct body (SQ-AROB)

This bug fix adds or removes method calls from a construct body, such as
method body, if body, while body, etc., that only contains two or thréenstats.
Unlike the SQ-AMO and SQ-RMO patterns, SQ-AROB does not regbee t
method calls involved to be to the same object variables. This kind ofixoug
occurs when the developer was missing some operations or included sangces
operations in an operation sequence.

Example:

if (evt.getClickCount() == 2) {
jEdit.showMemoryDialog(view);

+ memory.repaint();

}
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4.1.4 Loop (SQ)

16. Change of loop predicate (LP-CC)
The bug fix changes the loop condition of a loop statement. The previous code
has a bug in the loop condition logic.
Example:
—while (buffer._isLineVisible(line,index)) line--;
+while (Ibuffer._isLineVisible(line,index) && line > 0) line--;
17. Change of the expression that modifies the loop variable (LP-CE)
The bug fix changes the expression that modifies the loop varialslddsra
statement that modifies the loop variable.
Example:
while (comp = null) {

+comp=comp.getParent();

}

4.1.5 Assignment (AS)

18. Change of assignment expression (AS-CE)
The bug fix changes the expression on the right hand side of ignrasst
statement. The expression on the left-hand side is the same ithédihg and the

fix versions.
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Example:
— interfacesRange[1]=bodyStart - 1;

+interfacesRange[1]=superinterfaceEnds[
+ superinterfaces.length - 1];

4.1.6 Switch (SW)

19. Addition/removal of switch branch (SW-ARSB)
The bug fix adds or removes a case froswéchstatement. The previous code
was missing a case or includes an unnecessary case condition.
Example:
+ case ClassFileStruct.ClassTag:

+ name=extractClassReference(
+ constantPoolOffsets,reader,i);

4.1.7 Try (TY)

20. Addition/removal of try statement (TY-ARTC)
The bug fix adds a try/catch statement to enclose a sectamuef or removes
a try/catch construct from the code in the bug hunk.

Example:

+ try {
mimePartTree = srcFolder.getMimePartTree(uid, wsc);

+} catch ( FileNotFoundException ex) {
+  return;

+}
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21. Addition/removal of a catch block (TY-ARCB)

The bug fix adds a catch block to a try statement, or removagch lelock
from a try statement in the bug hunk. The previous code failed to capkime of
exception caused by the code in the try block.

Example:

+ } catch ( InvocationTargetException ex ) {

+ ex.getCause().printStackTrace();
+ throw ex;

4.1.8 Method Definition (MD)

22. Change of method declaration (MD-CHG)

The bug fix changes the declared interface for a method. Thé&acgethange
may increase or decrease the number of parameters, change tparypes,
change the return type, or change a method access modifiekifthief change
usually also leads to changes at call sites to this method.

Example:

— public int fetchMessageCount() throws Exception

+ public int fetchMessageCount(WorkerStatusController
+ worker) throws Exception

23. Addition of a method definition (MD-ADD)
A method definition is added in the fix version.
Example:
+ public void removeNotify(){

+ jEdit.setIintegerProperty("vfs.browser.splitter",
+ splitPane.getDividerLocation());
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+ super.removeNotify();

+}
24. Removal of a method definition (MD-RMV)
A method definition is deleted from the bug version.
Example:

— public static Image getEditoricon()}{
— return ((Imagelcon)EDITOR_WINDOW _ICON).getimage();

-}

4.1.9 Class Field (CF)

25. Addition of a class field (CF-ADD)
A class field is added in the fix version.
Example:

+ private NameReference[] unknownRefs;
+ private int unknownRefsCounter;

26. Removal of a class field (CF-RMV)
A class field is removed from the bug version.
Example:

— private MarkerHighlight markerHighlight;

27. Change of class field definition (CF-CHG)

A class field definition is changed in the bug fix revision.
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Example:

— JPanel content=new JPanel(new BorderLayout());
+ JPanel content=new JPanel(new BorderLayout(12,12));

4.1.10 Ignored patterns

Besides the bug fix patterns identified above, there are stik $mg fixes that
have an obvious pattern, but are ignored because those bug fixesiaredde
changes and cause little semantic difference. Examples @jrtbeable bug fixes
include addition or removal of debug information, addition or removal of output
statements, and changes to import statements. Some other pafipess very
rarely in the source code we examined, such as change of idterger class, or
changes related to tlsgnchronizeatonstruct. We ignored these patterns too.

Bug fix patterns that require expensive program analysis tatdate also
omitted, including statement permutation, variable renaming, and réwfosdead

code.

4.2 Tools for Extracting Bug Fix Pattern Instances

The bug fix pattern extractor tool consists of two major partsysepanodule
and a pattern discovery module. The parser module is responsible dmgpdwe

Java source code and collecting syntax information for each stdterhe syntax
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information for a statement includes the AST tree of this reee and the
structure context of the statement. The parser module uses JDT [22].

The pattern discovery module is responsible for recognizing the ikug f
pattern from each bug fix hunk pair. The syntax information for the eodhe
bug hunk and the fix hunk is used by the pattern discovery module to oheterm
what bug fix patterns this bug fix hunk pair contains. Figure 4-2 shows the pseudo-

code of the bug fix pattern extractor.

Bug_Fix_Pattern_Extractd(gFile FixFile)

Input: a source code file of bug versi®@ugFile, and the fix version of the source
code file,FixFile. Both BugFile andFixFile have completed the denoising
process.

Output:BugFixPatterninstanceList list of bug fix pattern instances, each of which
is the identifier of a bug fix hunk pair and the name of a bug fitepa(
identified for it.

Begin

BugFixPatterninstanceLiss empty.

ParseBugFileto generate AST for each statement and create the symbol table.

ParseFixFile to generate AST for each statement and create the symbol table.

Search in th®eltatable and obtain a list of bug fix hunk pairs BugFile and

FixFile.

For each bug fix hunk pair, the pattern discovery module usestouldseck
whether there is a bug fix pattern in the bug fix pair. If thereadsl the
discovered bug fix pattern instanceBaogFixPatterninstanceList

ReturnBugFixPatterninstanceList.

End

Figure 4-2. Pseudo-code of bug fix pattern extracto

In the pattern discovery module, each bug fix pattern has a ruleeionise
whether a bug fix hunk pair has an instance of this pattern. Thesetalle into
account the statements in the bug fix hunk pair, the statementsdathe bug
hunk and the fix hunk, and the construct that encloses the code in the bug hunk or

the fix hunk. We describe the pattern discovery rule for eacliiopagttern below.
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1. Addition of precondition check (IF-APC)
(1) There is anf predicate that is in the fix hunk, but does not exist in the bug
hunk.
(2) The code (not in the fix hunk) enclosed by ifheredicate in the fix version

has corresponding code in the bug version.

If these conditions are met, the pattern discovery module reportthihdug

fix hunk pair contains an IF-APC pattern instance.

2. Addition of precondition check with jump (IF-APCJ)
(1) There is anf predicate that is in the fix hunk, but does not exist in the bug
hunk.
(2) There is a return, continue, or break statement in the fix hunk that is

enclosed by thd predicate.

3. Addition of post-condition check (IF-APTC)
Case 1:
(1) There is anf predicate that is in the fix hunk, but does not exist in the bug
hunk.
(2) There is an assignment statement one or several lines bisfergd

statement in the fix version. The assignment statement magynat be
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in the fix hunk, and the assignment defines a variable used iif the
predicate.
An example of case 1 is:

t = foo.bar();
+if () {

Case 2:
(1) There is anf predicate that is in the fix hunk, but does not exist in the bug
hunk.
(2) Theif predicate contains a method call or assignment statementhiand

method call or assignment statement exists in the bug hunk.

An example of case 2 is:

- foo.bar();
+ if (foo.bar())

4. Removal of an if predicate (IF-RMV)
(1) There is anf predicate that is in the bug hunk, but does not exist in the fix
hunk.
(2) The code (not in the bug hunk) enclosed by ithpredicate in the bug
version has corresponding code in the fix version.
5. Addition of an else branch (IF-ABR)
(1) There is arelsebranch that is in the fix hunk, but does not exist in the bug

hunk.
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6.Removal of an else branch (IF-RBR)

(1) There is arelsebranch that is in the bug hunk, but does not exist in the fix
hunk.

7. Change of if condition expression (IF-CC)

(1) There is anf predicate in both the bug hunk and the fix hunk, andfthe
condition in the bug hunk is different from that in the fix hunk.

Note that we only consider the fintpredicate in both the bug hunk and the

fix hunk when identifying this pattern. The possibility that thisrenore than

oneif predicate in a bug hunk or a fix hunk is low, since we only consider
small hunks.
8. Method call with different number of parameters or differentesypmf
parameters (MC-DNP)

(1) There is the same method call in the bug hunk and in the fix hunk.

(2) The method call in the bug hunk has a different number of actual
parameters, or types of actual parameters from all the medéfisdwith the
same method name in the fix hunk.

9. Method call with different actual parameter values (MC-DAP)

(1) There is the same method call with the same number and type of
parameters.

(2) At least one actual parameter expression passed into the mathiodtice

bug hunk is different from the corresponding one in the fix hunk.
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10.Change of method call to a class instance (MC-DM)

(1) There is a method call to a class or a class instance in the bug hunk.

(2) There is a method call in the fix hunk that corresponds to the method call in
the bug hunk. The method call in the fix hunk invokes the same class or
class object as in the bug hunk, but the method name is differentifadm
in the bug hunk.

11.Addition of operations in an operation sequence of method calls to act obj
(SQ-AMO)

(1) There is a method call to an object variable in the fix hunk.

(2) This method call is not made in the bug hunk (the bug hunk can be empty).

(3) In code close to the method call in the fix version, there are oththod
calls to the same object variable that are found in both the bugvensd
the fix version. We have a threshdidtypically 20, to specify the meaning
of “close to the method call’. That is, the code in the randelioes from
the method call both before and after is the oddse tothe method call.

In the rest of this subsection, “close to” has the same definition.
12.Removal of operations from an operation sequence of method calls to an object
(SQ-RMO)

(1) There is a method call to an object variable in the bug hunk.

(2) This method call is not made in the fix hunk (the fix hunk can be empty).
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(3) In code close to the method call in the bug version, there arero#tbod
calls to the same object variable that are found in both the bugvensd
the fix version.

13. Addition of operations in a field setting sequence (SQ-AFO)

(1) There is an assignment to a field of an object variable in the fix hunk.

(2) This field assignment is not made in the bug hunk (the bug hunk can be
empty).

(3) In code close to the field setting statement in the fix verdnametare other
field assignments to the same object variable that are foumathrthe bug
version and the fix version.

14.Removal of operations from a field setting sequence (SQ-RFO)

(1) There is an assignment to a field of an object variable in the bug hunk.

(2) This field assignment is not made in the fix hunk (the fix hunk can be
empty).

(3) In code close to the field setting statement in the bug verdiere fare
other field assignments to the same object variable thabaral fin both
the bug version and the fix version.

15. Addition or removal of method calls in a short construct body (SQ-AROB)
Case of addition
(1) There is a method call to an object variable in the fix hunk.

(2) This method call is not made in the bug hunk (the bug hunk can be empty).
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(3) The method call is in a construct body, such as method Ifokdgdy, do
body, while body, and etc., that only contains less than or equal to three
statements.

Case of removal

(1) There is a method call to an object variable in the bug hunk.

(2) This method call is not made in the fix hunk (the fix hunk can be empty).

(3) The method call is in a construct body, such as method Ifokdgdy, do
body,while body, and etc., that only contains two or three statements.

16.Change of loop predicate (LP-CC)

(1) There is a loop predicate in both the bug hunk and the fix hunk, and the
loop condition in the bug hunk is different from that in the fix hunk.

17.Change of the expression that modifies the loop variable (LP-CE)

(1) There is an assignment to a variable in the bug hunk and the fix hunk.

(2) This assignment is in a loop body.

(3) The variable defined in the assignment is used in the loop predicate.

18. Change of assignment expression (AS-CE)

(1) There is an assignment statement to a variable in the bug hunk &nd the
hunk respectively.

(2) This left hand side of the assignment statement in the bug hunksartree
as the one in the fix hunk.

(3) This right hand side of the assignment statement in the bug hunk is

different from the one in the fix hunk.
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19. Addition/removal of switch branch (SW-ARSB)
Case of addition
(1) There is acasebranch that is in the fix hunk which does not exist in the
bug hunk.
Case of deletion
(1) There is acasebranch that is in the bug hunk which does not exist in the
fix hunk.
20. Addition/removal of try statement (TY-ARTC)
Case of addition
(1) There is dry statement that is in the fix hunk, but does not exist in the bug
hunk.
(2) The code (not in the fix hunk) enclosed by the construct in the fix
version has corresponding code in the bug version.
Case of deletion
(1) There is dry statement that is in the bug hunk, but does not exist in the fix
hunk.
(2) The code (not in the bug hunk) enclosed by ttigeconstruct in the bug

version has corresponding code in the fix version.

21. Addition/removal of a catch block (TY-ARCB)

Case of addition
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(1) There is acatch statement that is in the fix hunk, but does not exist in the
bug hunk.
Case of deletion
(1) There is acatchstatement that is in the bug hunk, but does not exist in the
fix hunk.
22.Change of method declaration (MD-CHG)
(1) There is a method declaration with the same method name but mdiffere

signature between the bug version and the fix version.

23. Addition of a method definition (MD-ADD)
(1) There is a method definition that is in the fix hunk, but does not iexise
bug hunk.
24.Removal of a method definition (MD-RMV)
(1) There is a method definition that is in the bug hunk, but does notiexist
the fix hunk.
Note that the bug fix pattern analysis does not address the metiandimg
situation, i.e. it treats method renaming as removal of a methoddditia of
a new method. Identifying method renaming requires deeper anafytie
source code, such as origin analysis [28, 49].
25. Addition of a class field (CF-ADD)
(1) There is a class field definition that is in the fix hunk, but dugsexist in
the bug hunk.
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26.Removal of a class field (CF-RMV)
(1) There is a class field definition that is in the bug hunk, but doesxisitin
the fix hunk.
27.Change of class field declaration (CF-CHG)
(1) There is a class field definition in both the bug hunk and the fix hunk, bu
either the field name or the initialization expression is different betiwese

bug hunk and the fix hunk.

4.3 Characteristics of Bug Fix Patterns

Having described the bug fix patterns and the tool used to autathatietect

them, we shift to a characterization of bug fix patterns in several Java groject

4.3.1 Distribution and Frequency of Pattern Types

The pattern extractor tool was used to analyze the change history of seven open
source projects, ArgoUML, Columba, Eclipse, JEdit, Scarab, Lucene, and
MegaMek, summarized in Table 3-5. The analysis ignores largexbbgrik pairs.

The rationale for ignoring large hunk pairs is that large bwghfink pairs
generally look random and do not contain meaningful bug fix patterns. In
particular, addition of a new file usually results in large bxdiéink pairs, which

are ignored by the extractor. We defined large hunks as those containing more than

51



seven lines of code, based on a rule of thumb. That is, during the podcess
manually examining the bug fix hunk pairs in the analyzed projeetsgbserved

that the bug fix hunk pairs generally appeared to be random when a hunk
contained more than seven lines of code. This rule of thumb may not arork f
other projects, and we will test other thresholds in future. In tbgegis we
studied, most bug fix hunk pairs (91% to 96%) are small ones, and lgaocag

large hunk pairs has low impact on the analysis.

We examined the pattern coverage for the bug fix changes ichidwege
history of the projects. The results in Figure 4-3 show that 45.718.6%6 of the
small bug fix hunk pairs contain a bug fix pattern. In the remaidisgussion, we
examine characteristics of bug fix patterns, and it is worttengbering that these
patterns encompass only about half of the bug fixes observed in these projects.

With patterns extracted, we count how many instances of gattérn type
were observed over the lifetime of each project. The frequeh@ach pattern
among all observed patterns is also computed. These results are listed in Z.able 4-

Somewhat surprisingly, the results show two clear spikes in fnegudhe
Method Call (MC) and If-Related (IF) categories are rtiest prevalent bug fix
patterns. Together they account for 44.6% to 60.3% of all bug fix patstemaes.

In the Method Call category, most of the bug fixes to method asdl€hanges to
the actual parameter expressions (MC-DAP). Getting paearhsts correct is the

single largest source of programmer error observed.
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Category Short | ArgoUML | Columba Eclipse JEdit Scarab Lucene MegaMek

Name | (#, %) (#, %) (#, %) (#, %) (#, %) (#, %) (#, %)
Assignmen AS-CE | 685 |85 | 159| 6.0 | 1208 6.3 | 404| 8.3 | 169| 7.2 | 255 | 8.3 | 1120 14.2
(AS) 685 |85 | 159 | 6.0 | 1208 6.3 | 404| 8.3 | 169| 7.2 | 255 | 8.3 | 1120 14.2

Class |CF-ADD | 246 | 3 105| 40| 707| 3.7 | 216| 44| 66 | 2.8 | 102 | 3.3 | 269 34
Field CF-CHG | 230 | 2.9 85| 32| 422| 22| 94 | 19| 44| 19 |144 | 47| 227| 29
(CF) CF-RMV | 132 | 1.6 42| 16| 208| 1.1 | 108| 22| 42 | 1.8 106 | 34| 61 | 0.8
608 | 7.5 | 232 | 8.7 | 1337 7.0 | 418| 8.6 | 152| 6.5 | 352 |11.4 | 557| 7.1
If-related | IF-ABR 78 |1 29| 11 208 11| 88| 18| 22| 09| 17| 06| 103| 1.3

(IF) IF-APC | 318 |3.9 | 148| 5.6 | 1142 6.0 | 266| 55| 124| 53| 68| 2.2 | 199| 25
IF-APCJ | 295 | 3.7 90| 34| 726| 38| 164| 34| 34| 15| 60| 19| 196 25
IF-APTC | 131 |1.6 | 102| 3.8 | 285| 15| 131| 27| 37| 16| 16| 05| 89| 1.1
IF-CC 868 |10.8 | 149 | 5.6 | 3553 18.6| 624 | 12.9| 250| 10.7| 370 |12.0 | 1157 14.7
IF-RBR 25 |03 15/ 06| 9| 05| 51|11 8 | 03] 10| 03| 18| 0.2
IF-RMV | 139 | 1.7 56| 2.1 | 441| 23| 140| 29| 51 | 22| 67| 22| 78| 1.0
1854 | 23 | 589 | 22.2| 6451 33.9| 1464 30.2| 526 | 22.5| 608 | 19.7| 1840 23.4
Loop LP-CC 114 |14 23| 09| 297| 16| 59| 12| 31| 1.3 | 84| 27| 230| 29
(LP) LP-CE 23 |0.3 3/ 01| 3|02 11]02| 2 |01 7102 5] 01
137 | 1.7 26| 10| 331 1.7| 70 | 14| 33| 14| 91| 3.0| 235 3.0
Method |MC-DAP |1921|23.8 | 432 | 16.3| 3416 17.9| 725| 14.9 596| 25.5| 515 |16.7 | 1500 19.1
Call MC-DM | 75 | 0.9 59| 22| 256| 1.3 | 105| 22| 27 | 1.2 |105| 3.4 | 224 2.8
(MC) MC-DNP | 428 |5.3 | 104| 3.9 | 1365 7.2 | 233| 48| 151| 6.5 | 166 | 5.4 | 181| 2.3
2424| 30 | 595 | 22.4| 5037 26.4| 1063 21.9| 774| 33.1| 786 | 25.5| 1905 24.2
Method [MD-CHG| 511 |6.3 | 204| 7.7 | 1108 5.8 | 289| 6.0 | 149| 6.4 | 176 | 5.7 | 275| 3.5
DeclaratiofMD-ADD | 540 | 6.7 | 254| 9.6 | 1036 5.4 | 256| 5.3 | 172| 7.4 | 358 |11.6 | 309| 3.9

(MD) |MD-RMV | 243 | 3 90| 34| 358 19| 98 | 20| 58| 25|165| 54| 56| 0.7
1294 | 16 | 548 | 20.6| 2502 13.1| 643 | 13.2| 379| 16.2| 699 | 22.7| 640| 8.1
Sequence| SQ-AFO | 18 | 0.2 3/ 01] 132/ 07| 31| 06| 1 0 5102 707] 9.0

(SQ) SQ-AMO| 418 [5.2 | 203| 7.6 | 562| 2.9 | 267| 55| 103| 44| 62| 2.0 | 458| 5.8
SQ-AROB 255 | 3.2 99| 3.7 | 376| 20| 203| 42| 77| 33| 24| 08| 67| 0.9
SQ-RFO | 26 |0.3 1/ 00| 59|/ 03] 13| 03| O 0 8 | 03] 143] 1.8
SQ-RMO| 265 |[3.3 | 105| 4.0 | 263| 1.4 | 204| 42| 90| 39| 66| 2.1 | 128] 1.6
982 |12.2 | 411 | 15,5/ 1392 7.3 | 718 | 14.8| 271| 11.6) 165 | 5.4| 1503 19.1
Switch |[SW-ARSH 3 0 9|/ 03] 305/ 16| 28| 06| O 0| 72| 23| 55| 0.7
(SW) 3 0 9] 03] 305 16| 28| 06| O 0| 72| 23| 55| 0.7
Try (TY) [TY-ARCB| 41 |05 51| 19| 450 24| 23| 05| 23 1| 44| 14| 15| 0.2
TY-ARTC| 42 |05 36| 14| 44|/ 02| 24| 05| 8 [ 03| 11| 04| 3 | 0.0
83 | 1 87| 33| 494 26| 47| 10| 31| 13| 55| 18| 18| 0.2

Table 4-2. Count and frequency of extracted patterinstances for analyzed projects.

Within the If-Related category, the If-Conditional Change (IF-@&tfern has
many more instances than other patterns in the IF categoryingi¢is data in a
different way, it is possible to lump together the loop condition patleP-CC)
with the Switch (SW) and If-Related (IF) categories to dgven aggregate sense

of bug fixes that repair logic errors. This composite category accaurf28.6% to
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37.2% of all bug fix pattern instances. At least for the obsgmwg@cts, program

logic is a notable source of error.

Pattern Coverage

70.0% ¢ 63.6%
58.0% 58.9%

60.0% - 53.0%
50.0% - 45.7%  46.7% 46.6%

40.0% r
30.0% r
20.0% r
10.0% -
0.0%

ArgoUML Columba Eclipse JEdit Scarab  Lucene MegaMek

Figure 4-3. Ratio of the bug fix hunk pairs that h& at least one pattern to the total number of
bug fix hunk pairs in the analyzed projects.

Bug fixes in the Switch (SW) category are quite rare, butnai that the
Eclipse project has a much higher ratio of Switch bug fixes tih@other projects.
The reason for this phenomenon is that that there are caaegxpressions in the
Eclipse project. For example, the file ‘jdt/internal/compilergea/Parser.java’ in

Eclipse contains hundreds adseexpressions.
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4.3.2 Cross-project Similarity

Table 4-3 presents the Pearson’s correlations between the oatmsttern
instances of bug fix patterns in different projects. The cdmelavalues in the
results are high (most of them are greater than 0.85) amotigg gdfojects except
for MegaMek, and all correlations are significant (p-value < 0.00T)e
guantitative inspection of the results shows that most of these tsrbpace a very
similar bug fix pattern distribution.

We manually examined the bug fix changes in MegaMek to find outitvitas
such different bug fix pattern distributions from other projects. Wegais an
online BattleTech board game. In its design, MegaMek definesclasses for
many kinds of weapons, ammunition, and music. Classes in the sanme ¢r.
weapons, are very similar to each other in design and haventeelisa of class
fields. So, when there is a bug in one class, such as a bug fireltheetting
statement or addition of a field setting statement, the sagevitioccur in many
other classes in the same group. That is the reason MegaMeknnashahigher
ratio of AS-CE and SQ-AFO bug fix pattern instances than other projects.

All in all, most of the projects we observed have similar bugpfattern
distributions, and the special nature and design of the MegaMek pnoget it

have different pattern distributions from other projects observed.
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ArgoUML | Columba| Eclipse| JEdit| Scarab| Lucene| MegaMek
ArgoUML 1 0.91 0.89 | 0.93 0.99 0.89 0.70
Columba 1 0.75| 0.8% 0.91 0.82 0.56
Eclipse 1 0.94, 0.89 0.86 0.65
JEdit 1 0.92 0.85 0.66
Scarab 1 0.88 0.66
Lucene 1 0.71
MegaMek 1

Table 4-3. Pearson’s correlation between the ratio®f pattern instances
different projects.

of patterns in

4.3.3 If Conditionals

The language keyword that is the single greatest individual sotitngy fixes
is if, with the If-conditional (IF-CC) pattern accounting for 5.6%-18.6%lbbug
fix patterns. To better characterize this type of change, desudvgpatterns were
developed.

Changes taf conditions are a mixture of regular and random changes. Regular
changes include addition of a condition clause, removal of a condiaoise;
addition of a variable in the condition expression, etc. Random changege
complete turnover of the conditional (all variables and operators atarayed
change to a function call in thiecondition (changed method parameters, changed
method name, etc.).

We consider three factors, condition clauses, as well as varaidesperators
in anif condition, and list the finer-grained bug fix patterns found under H@&CIF

pattern below. Note that the five sub-patterns may have overlaps.
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. IF-SUB-AC: a new condition clause is added. For examplélag > 5) is
changed tdf (flag > 5 && flag < 10).

. IF-SUB-RC: a condition clause is removed. For examplglag > 5 && flag
< 10) is changed td (flag > 5).

. IF-SUB-AV: a new variable is used in the condition. For exampléag > 5)
is changed td (flag > 5 && length > 0)

. IF-SUB-RV: there is a decrease of the number of variables used in the condition.
For exampleif (flag > 5 && flag < 10) is changed td (flag > 5).

. IF-SUB-AQ: there is an increase of the number of operatotha condition.
The operator factor indicates the complexity of a condition. kamele,if (len
> start) is changed td (len > start + 1)

. IF-SUB-RO: there is a decrease of the number of operators aotiaktion. For,

examplejf (len > start + 1)is changed td (len > start)

An extractor tool was developed to extract instances of thednagmed IF-CC

patterns, and run on the seven projects. The distribution of thesmpatt shown

in Table 4-4. The results show that 25% of IF-CC bug fixes on avamagke

addition or removal of condition clauses fromitioondition (IF-SUB-AC and IF-

SUB-RC). Generally, there are more bug fixes that add aleuses than remove

clauses from aif condition, which means that it is more typical for developers to

miss conditions in thé logic.

57



In five of the projects (columba, Eclipse, JEdit, Lucene, andaiek), the
number of variables in aif condition tends to increase (more IF-SUB-AV
instances than IF-SUB-RV ones) when fixing a bug, whereas two cfgoje
(ArgoUML and Scarab) have the contrary trend. In all seven prpjé¢oes
complexity based on the number of operatorg ebnditions tends to increase in

bug fixes, since there are many more IF-SUB-AO instances than B-FR&Mones.

ArgoUML |Columba | Eclipse | JEdit Scarab | Lucene |MegaMek
IF-SUB-AC 13.1%| 28.9%| 20.8%| 23.1%| 20.8%| 4.3%/| 16.1%
IF-SUB-RC 11.5% 8.7% 6.9%| 11.2%| 3.6% 4.3% 2.7%
IF-SUB-AV 8.3%| 14.1%| 14.3%| 23.7%| 16.4%| 11.4%]| 19.5%
IF-SUB-RV 12.0%| 5.4% 9.7%| 15.1%| 16.8%| 10.5%| 11.6%
IF-SUB-AO 22.4%| 37.6%| 22.3%| 38.0%| 26.8%| 13.2%]| 27.8%
IF-SUB-RO 14.6%| 11.4%| 15.1%| 21.0%| 10.4%| 11.6%| 11.8%

Table 4-4. Bug fix distribution on finer-grained IF-CC pattern.

4.3.4 Bug Fix Pattern Distribution by Developer

It is interesting to know the pattern distribution of bugs for edebeloper.
That is, we can know what kinds of bugs a developer tends to introduceshe m
To obtain this data, we apply a bug introduction analysis [50] which is
refinement to the SZZ algorithm [79], on buggy code that is coveyednb
instance of bug fix pattern. Bug introduction analysis tracekvirds from a bug
fix revision through a file’'s revision history to find the origin e&ch line

containing a bug, so we can know who introduced the problematic linenand
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which revision. For example, if we find that the lihg¢foo.flag > 1)is covered by

an IF-CC pattern instance in a bug hunk in revision 200, and we use the bug
introduction analysis to find that this line is introduced by the ldpee Bob in
revision 50, we say that the develoab introduced a buggy line in revision 50
that is solved by an IF-CC bug fix in revision 200.

We analyzed the bug fix pattern distribution through bug introductiofotor
major development members in the Eclipse project. Table 4-5 pregents
Pearson’s correlations between the pattern distributions for diffelevelopers,
and Figure 4-4 shows the d